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02-07-2016-14:04:09 to 02-07-2016-15:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
185. 130. 5. 224 147.237. 76. 42 refuah.idf.il ock Wp Al _Nets drop 1
193. 242.218. 6 Sii t zer| and 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
45. 32. 229. 187 147.237.76. 198 e. yohal an.idf.il ock Wp Al Nets dr op 1
45, 32, 229. 187 147. 237. 76. 200 eitan.aka.idf.il [Bock Wp Al Nets drop 1




02-07-2016-14:04:09 to 02-07-2016-15:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Device Action |Oount
95. 86. 110. 15 I srael 147.237.72.166  |aka.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1




02-07-2016-14:04:09 to 02-07-2016-15:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

82. 80. 196. 44 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
74.86.152.115 |147.237.0.19 |Wited Sates |nadimatal.idf.il |ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 49 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
218. 246.0. 97 147.237. 72. 167 |Chi na ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.142. 155. 190 |147.237.77.216 |l srael dover . idf.il portscan: TCQP Dstributed Portscan 1
194, 90. 134. 226 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
1 165.9. 240 147 237.8.46 | Tai van o chinuch i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
188.126. 77. 138 |147. 237. 76. 202 |Sweden e halag. idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 102. 243 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 130. 169. 225(147. 237.76. 86 |Lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
89. 248. 168. 218 |147.237.76.39 |Nether|ands nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
82.80.28.7 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.121.214.54 (147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
45. 35. 64. 142 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 182. 150|147. 237. 77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.144.49 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
192.114.91. 211 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
182.72.109. 162 |147.237.77.74 |india lawidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 216. 91 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
93.172.131. 208 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1




02-07-2016-14:04:09 to 02-07-2016-15:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
185.32.179.31 [Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence SINCAQK retransmt with different ooivor |29
w ndow scal e
104.16.111.57 |wnited Sates [147.237.72. 156 |aman. i of il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 28
104.16.111.57 |thited Sates [147.237.76. 147 |chi nuch. aka.idf .il|SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 27
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 26
Sreaming Engine: TGP Invalid i i sSi
79.181.162. 133 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.54.147. 23 I'sr ael 147. 237.72. 166 |aka.i df .1 Streamng Engine: TCP Invalid  finvalid segnent retransnission drop 15
Ret r ansm ssi on Packet dropped.
46. 19. 86. 0 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 14
86.108.18. 213  |Jordan 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi
37.26.148.175 | srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
85.130. 222. 186 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
46. 19. 86. 50 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence I'nval i d AGK nunber noni t or 10
2.52. 165. 58 I st ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
5.102.254.252 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
212.143.142.56 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i sSi
79.183.54.18  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 66. 176. 131 |1 srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
62. 0. 197. 69 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
138.134.102. 16 |Israel 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
79.178.15.26  |israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
46. 19. 86. 0 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
80. 179. 54. 68 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
2.52.41. 106 | srael 147.237.72. 167 [i shurimaka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.210.186.66 |[lsrael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 179. 54. 68 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
2.52.31.163 I sr ael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
185. 27. 106. 116 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
Sreamng Engine: TCP Invalid i i ssi
66.249.78.177 |Uited Sates |147. 237. 76. 200 |ai tan. aka i of . 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.
109. 65. 168. 205 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
54.244.22.103 |Wwited Sates |147.237.77.176|natpash.idf.il  [drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
82.80.198.164 | srael 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansnm ssi on Packet dropped.
62.219. 166. 224 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 86. 230 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
192. 115. 177. 202|i sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
62.0.203.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
5.102. 254. 27 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
46.19.86.117  |Israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
147.236.38.69 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
5.22.134. 202 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
54.152. 27. 60 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
Sreamng Engine: TCP Invalid i i ssi
212.179. 221. 111 ]I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.183.144  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
46. 19. 85. 97 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
62.219.152. 48 I srael 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
80.246.130.7  |Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence SN retransmt wih different monitor |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
185.13.194. 183 |Israel 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.59, 218 I'sr ael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.24  |israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.78.230 |Wnited Sates |147.237.77. 243 |nobile.idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
192.118.64.29 |israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.185. 20 I sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.




02-07-2016-14:04:09 to 02-07-2016-15:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 222. 216 |1 srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 156
109. 253. 222. 216/l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
109. 253. 222. 216 I srael 147.237.0.19 |nadi matal .idf.il Igg_'\gg'_ gfzzt gemSama Response (ode (403) in Session from Bl ock 65
109. 253. 200. 35 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 64
2.54.11. 89 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 61
80.246.136.71 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 58
2.54.139. 50 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 57
109. 253. 216. 47 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 48
37.26.149.149 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 42
46.19. 85. 131 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 42
2.54.183. 144 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 27
2.52.133. 201 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
109. 253. 212. 1481 srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 26
80.179.114.27 |israel 147.237.72.167 i shuri maka. i df . i ;géll;?ylﬂ ;?e Sane Response Qode (404) in Session from B ock 19
176.13.2. 45 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 14
37.26.149.173 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
37.26.148.242 |[israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 9
2.54.59. 218 | srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Bwil in nobile.idf.il/sachar/creat eaccount Bl ock 4
46.121.98.193 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.54.7.64 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
176.13.17.153 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
109. 253. 205. 58 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.181.32.200 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ U B ock 3
2.54.188. 139 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
109. 163.234.7 |Romani a 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 109. 163.234.7 B ock 2
80. 246. 136. 128 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for waw aka. i df.il/mai n/ sachar/fag. aspx B ock 2
84.111.38.42  |israel 147.237.77. 216 |dover . i df . i | ggiﬁ'&%_fgﬁﬁ'&?‘O\%ﬁ;’;ﬁ&%ﬁ% 38.42 (Protocol violation |y, o 2
5. 29. 126. 233 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
192.118.64.29 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/mai nsachar B ock 2
2.52.9.220 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
84.108.103. 220 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/giyus/controls/atuda/ A [B ock 2
5.41.94. 227 Rormani a 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/arr B ock 2
84.111.38.42  |israel 147.237.72. 166 |aka. i df . i | (Mgéif'é\lu&t_i\aﬁﬁﬁl&%ﬁﬁ?ﬂf&&iﬁ% 38.42 (Protocol violation |\, o 2
46. 19. 85. 60 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
79.181.217.210 |Israel 147.237.72. 166 |aka. i df . i | mu;::riidzfm\ﬁ;h:/dsaiﬂ/:% ot rati omi zar st epd, asp B ock 1
Unknown Par anet er
217.132.255.91 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphiai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
93.172.236.123 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
2.54.6.46 I ael 147.237.76.42 |refuah.idf.il |00 buted Whahort zed éﬁj‘aﬁcg‘;‘:}i on Bock |1
84.111.38. 42 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Mal formed URL from 84. 111. 38. 42 B ock 1
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ si p_storage/ fil es/ 3/3403.jpg |B ock 1
141.212.122.81 [lhited Sates [147.237.77.235|sviva.idf.il Lhaut hori zed URL Access to /x B ock 1
84.111.38. 42 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
46.19. 85. 156 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css Bl ock 1
79.181.32.200 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 79. 181. 32. 200 B ock 1
192.115.248.2 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66. 249. 74. 108 | srael 147.237.77. 170 |maar achot . i df . i | [Unauthorized URL Access to 147.237.77. 170/ pdf/ fil es/ 4/ 106784. pdf B ock 1
157.55. 39. 144 Lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
84.111. 38. 42 I srael 147.237.72. 166 |aka. i df . i | Mal f ormed HTTP Header Line 2 B ock 1
84.94.184.62 | srael 147.237.77. 234 |hal ag. i df . i | ﬁwﬁit?ﬁ?a}‘aﬂ? O;fo’l‘ljelazrli‘ h'e’/‘ el ag, a5 Bl ock 1
40.77.167.80  |Wited Sates [147.237.77. 233 atal . i df .i | Dstributed thauthorized URL Access on Bl ock 1

147.237.77. 233/ 1134- he/ at al . aspx
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