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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
79.182.106. 124 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 30

31. 168. 96. 254 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 3

185. 115. 126. 8 147.237. 76. 42 refuah.idf.il Bock Np Al Net drop 1

185. 115. 126. 8 147. 237. 76. 200 eitan.aka idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
188. 126. 77. 138 147.237.72. 166 Sweden aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 233. 194. 48 147.237.0. 15 Russi an Federation kosher-kravi .idf. il ET SCAN Potential SSH Scan 1
89. 248. 168. 218 147.237.77.121 Net her | ands e navy.idf.il ET SCAN Potential SSH Scan 1
81.218. 66. 107 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
79. 182. 208. 201 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.25.91. 30 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
45. 35. 64. 142 147.237.77. 216 dover.idf.il portscan: TCP O stri buted Portscan 1
198. 20. 69. 74 147.237.77. 235 Lhited Sates sviva.idf.il ET DRCP Dshiel d B ock Listed Source 1
194. 90. 241. 40 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
192. 117. 103. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
179. 43. 141. 234 147.237.76. 201 Sw tzerl and e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 189. 26. 18 147.237.72. 217 Austria eidf.il ET SCAN NVAP -sS wi ndow 1024 1
84. 25.222. 53 147.237.77. 216 Net her | ands dover.idf.il portscan: TCP O stributed Portscan 1
80. 179. 37. 129 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 57. 203 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
79.176. 210. 183 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 226. 21 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.52.134. 164 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
193. 34.57. 101 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

count ry Target Address [Ste Signature
104.16.42.56 |Lhited Sates |147.237.72.156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 324
104.16.42.56 |Whited Sates |147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYNACK -> Ti meout rej ect 321
212.76.127. 219 |l srael 147.237.77. 233 |atal .idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 73
104.16. 111. 57 |Whited Sates |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 40
104.16. 111. 57 |Wited Sates |147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYNACK -> Ti meout rej ect 39
77.126. 104. 242 |1 srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 21
reamn ine: TCP Invali i i ssi
2.54.0.37 I srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16
77.126. 104. 242 |l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 11
. . SYNtAXK retransmit with different .
77.126. 104. 242 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence wi ndow scal e noni t or 10
46. 19. 85. 98 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 10
reamn ine: TCP Invali i i ssi
212. 199. 103. 79 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid Invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
94. 230. 93.230 |Israel 147.237.0.34 |tikshuv.idf. il 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
94.230.93.134 |Israel 147.237.0.34 |tikshov.ior i1 |27 €M NG Engine: TCP Invalid finvalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.149. 235 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
94.230.93. 217 [Israel 147.237.0.34 |tikshov.ior i1 |27 €M NG Engine: TCP Invalid finvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
o SYNretransmit wth different .
149.88.219.8 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 9
212.76.127. 219 |l srael 147.237.77. 234 |hal ag.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 8
sl SYNretransmit wth different .
176.13.20.31 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 8
46.19.86.164 [Israel 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber noni t or 7
Sreaning Engine: TGP Invalid ' i ssi
79.183.49.120 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.7.12 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
94.230.93. 227 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.45. 143 I srael 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i SSi
213.8.125.176 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79. 182, 125. 103 |I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
2.52.134.164 |Israel 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.76.127. 111 [l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi
2.54.34.164  |srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
94.230.93.137 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
213.57.84.94 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
80. 178. 136. 242 I srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
31.210.186. 41 |Israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
109. 226. 20. 135 |I srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
o SYNretransmit wth different .
176.13.10. 206 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 6
80. 246. 137.96 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
2.54.171.163 |Israel 147.237.77. 243 |nobi l e.idf . il SYN Attack SYN -> SYNACK -> Ti meout rej ect 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5
2.54.171.163 |Israel 147.237. 77. 243 |nobi l e.i df . | Bad TCP sequence Invalid ACK nunber alert 5
80. 246. 137. 96 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 5
2.54.171.163 |[lIsrael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
80. 246. 137. 96 |l srael 147.237.72. 166 [aka.idf .i | Bad TCP sequence Invalid sequence nunber noni t or 5
2.52.134.164 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.171.163  |Israel 147.237.77. 243 |mobi le.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
80. 246. 137.96 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.171.163 |[lIsrael 147.237. 77. 243 |nobil e.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.43.52 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
176.228.90. 12 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.171.163 |[lIsrael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
80.178. 157. 42 [l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
109. 253. 140. 173|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 163
109. 253. 140. 173|l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 150
109. 253. 212. 148]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 121
109. 253. 145. 103|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 110
176.13.23.152 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 67
46.19. 85. 43 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 67
109. 253.218. 60 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 62
2.54.139. 50 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 58
46.19. 85. 43 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 58
2.54.5.53 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 33
2.54.183. 144 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 21
212.116.164.20 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 16
109. 253. 145. 103|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 14
176. 13. 3. 189 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
81.218.241.26 |[Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock
37.26.146.240 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock
87.145.87.53  |Germany 147. 237.72. 166 |aka. i df . i | m“;:': ri'd??idl mhﬁziﬂ} gf‘hérirl cati onservi ce. asnx/ get at huser B ock 6
46. 19. 85. 98 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 5
37.26.149.219 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.52.2.240 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
132.72.99.129 |israel 147.237.77. 216 |dover. i df .il Uhaut hori zed URL Access to waw idf.il/894-he B ock 3
45.114. 127. 237 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 3
84.228.98.148 |Israel 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 3
2.52.33.19 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
45, 114. 127. 237 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to wan refua. atal .idf.il/xnrpc. php B ock 3
37.26.148.225 |Israel 147.237.76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on waw chi nuch. aka. i df .i1/404. ht m |B ock 3
109. 253. 222. 216|| sr ael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
85. 250. 199. 144 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2. 54.139. 50 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
37.26.146.149 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.153.178 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.54. 177 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.247.181.162 |Netherlands |147.237.77.216|dover.idf.il D stributed Unauthorized LRL Access on wwwy i df . il/894-ar B ock 2
46.19. 86. 223 I srael 147.237.76. 147 |chi nuch. aka. i df . i[Di stributed Unaut hori zed URL Access on waw chi nuch. aka. i df.il/404. htm [B ock 2
79.177.223.64 |Israel 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut horized URL Access from 79.177.223. 64 B ock 2
Dstributed Paraneter Type Mol ati on on
82.102.136.67 |[Israel 147.237.76.42 |refuah.idf.il ww ref ua. atal . idf.il/1518-hel ref uah. aspx par anet er B ock 2
ct | 00$Cont ent Pl aceHbl der 1$t xt Cont ent
2.54.139. 50 I sr el 147.237.0.19 |nadimatal .idf.il gf:;f;ﬁ%?.\m'ﬁéiﬁnelciggg?ﬁfﬁx?:zﬁj der1$txtdty in Bl ock 2
62.219.228.81 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.33. 145 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
84.228.98.148 |lIsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Lhaut hori zed UR. Access from 84.228.98. 148 B ock 2
81.218.241.26 |[Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/inages/ 1. hel sear chback. png B ock 1
46.19.85.227  |israel 147.237.77. 234|hal ag.i df . i | ?;F rz'st;“tﬁd2217?;:‘;;';‘;?161%/%7?5; f’;i . Bock |1
79.178.18.179 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
46.19.85.60 [Israel 147.237.77. 233|atal . i df . | e ot hori zed WL pessls Bock |1
109. 67.120. 114 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
Unknown Par arret er
87.69. 210. 76 | srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$8 |None 1
3in aka.idf.il/nain/giyus/questionnaire.aspx
66.249.65. 193 I srael 147.237.77.233|atal . i df . i AL o 28 R Ao 1O et i upper Bock |1
Unknown Par arret er
185. 32.179. 174 |Israel 147.237.72. 166 |aka. i df . i | ct |1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 38$ct | 01$ct | 03$chl Quest i on$l [None 1
inakaidf.il/nain/giyus/questionnaire. aspx
61.135.190.71 |cnina 147.237.0.34 |tikshuv.idf.il ﬂ;“;:;r&ﬁsﬁegcﬁﬁttsg” ts/sa sl obj ect.| Bl ock 1
176.13.3.75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waww aka. i df.il/mai n/ gi yus/ Bl ock 1
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