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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
87.68.77.184 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
213.8.241. 148 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

176. 13. 10. 189 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.179. 64. 162 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 31 nakchal .idf.il Block Np Al _Net drop 2

107. 191. 42. 168 Lhited Sates 147. 237.76. 34 yohal an. i df . | Block Np Al Net drop 1

123. 195. 107. 68 Tai wan 147.237.76. 176 test.ncore.idf.il |[B ock Wp Al Nets drop 1




02-07-2016-12:04:07 to 02-07-2016-13:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature
ET DG5S Large anount of TCP Zer oWndow - Possible Niller2

185. 28. 155. 17 |147. 237. 77. 233 |l srael atal .idf.il Dhos at t ack 4
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2
193.254.206. 6 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 2
79.176. 163. 170 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 91 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
146.185. 250. 2 [147. 237. 72. 166 g;;;”l o aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 66. 209. 10 [147. 237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
89. 248. 168. 218 [147. 237. 77. 226 [Net her | ands wwv chanat z. aka. i df.i| [ET SCAN Potential SSH Scan 1
89. 248. 168. 218 |147.237.8.24 |Netherl ands elifestyle idf.il ET SCAN Potential SSH Scan 1
89.138.196.8  |147.237.77.216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
80.74.123.12  |147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.8.115.189 [147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
79. 179. 230. 209 |147. 237. 77. 216 [I srael dover . idf.il portscan: TCP O stributed Portscan 1
62.219.164. 92 |147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
176.13.0. 18 147.237.72. 166 I srael aka. idf.il portscan: TCP O stributed Portscan 1
5.29.128.185  |147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
121. 141. 225. 10 [147. 237. 0. 35 O"frea’ RepubliC | oy, i of i1 ET SCAN Potential VNC Scan 5900- 5920 1
94.230.93. 172 |147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
89. 248. 168. 218 |147. 237. 76. 196 [Net her | ands e.sviva.idf.il ET SCAN Potential SSH Scan 1
89. 139. 170. 199 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218.57.61  |147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
79. 183. 206. 120 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
46. 19. 85. 41 | srael 147.237.72.167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 47
54.244.22.103 |lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
104. 16. 42. 56 Wited Sates |147.237. 76. 147 |chi nuch. aka.idf .i I[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 24
46. 19. 85. 228 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 24
104. 16. 42. 56 Wited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23
95. 35. 155. 60 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
176.13.16.96  |Israel 147.237.77. 243 |rvi e i1 | L) €AM NG Enginer TP Invalid - invalid segnent retransmission drop 21
Ret ransnm ssi on Packet dropped.
87.68.77.184 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
79.176. 201. 127 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  invalid segrent retransnission drop 15
Ret ransm ssi on Packet dropped.
176.13.0. 13 I'srael 147.237.77. 243 |mvi e i1 [ €AMNg Enginer TP Invalid - invalid segnent retransmssi on drop 15
Ret r ansni ssi on Packet dropped.
46. 19. 86. 65 I srael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 14
84.229.29.188 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransissi on drop 12
Ret ransni ssi on Packet dr opped.
62.0.222.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
17.78.79.134  |United Sates [147. 237, 7. 243|mbileich it || SN NG Engine: TP Invalid - |invalid segnent retransnission drop 10
Ret ransnm ssi on Packet dropped.
46.19. 86. 144 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 10
176.13.11.135 |l srael 147.237.0.19 |radimatal icr i1 | €M N9 Engine: TP Invalid  Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 9
95. 35. 155. 60 | srael 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 8
54.244,22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 7
62.0.222.1 | srael 147.237.76.30 |hinush.idf.il dr op First packet isn't SYN drop 7
80. 246. 139. 133 |l srael 147. 237. 72. 166 |aka.i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
79.177.223.64 |israel 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
213.151. 32. 163 |Israel 147 237.76. 200 [ei tan akaiof. i1 |2 €A NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
176.13.8. 224 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 108 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19.85.73 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 85. 43 I 'srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
37. 46. 39. 225 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
89. 216. 233. 24 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 5
46. 19. 85. 207 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
193. 43. 245. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
2.52.5.79 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
185. 3. 144. 64 I 'srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 207 I srael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
46. 19. 85. 140 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
176. 13. 8. 224 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 213 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 207 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
87.69.205.112 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
176.13.10. 189 |l srael 147. 237. 77. 216 |dover. i df .i | dr op First packet isn't SN drop 4
46.19.85.207  [Israel 147. 237. 77. 216 |dover. i of .i Bad TCP sequence SwRaere r:‘nsm wthdifferent | onitor |4
79.181.228.58 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
176.13.10. 189 |l srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 86. 44 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 3
Ret ransni ssi on Packet dr opped.
84.228.20.67  |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
109. 253. 212. 148|i srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 3
Ret ransni ssi on Packet dr opped.
37.26.149.219 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
79.182. 112. 127 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransission drop 3
Ret ransni ssi on Packet dr opped.




02-07-2016-12:04:07 to 02-07-2016-13:04:07

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
46.19.85.137  |israel 147.237.0.19 |nadi matal .idf.il Zg?l'\:r;yslog;he Sane Response C(bde (404) in Session from B ock 109
46.19. 85. 137 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
37.26.146.240 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 100
46. 19. 86. 238 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 67
109. 253. 212. 148]I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 62
46.19.85.137  |israel 147.237.0.19 |nadimatal .idf.il Zg?l'\:r;y&o;;he Sane Response Code (403) in Session from Bock |44
176.13.11.135 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 43
46.19. 85. 96 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
62.90.221.18 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 15
80. 246. 139. 144 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
176. 13. 16. 96 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 6
176.13.0.13 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
85. 64.229.107 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/sip_storagelfiles/3/ B ock 3
212.179.21.194 |israel 147.237.0.19 |nedi matal i df.i 1|7 eer Pe ¥ j"lgtsgoﬂef%?(;f?’;z’f Hacerbl der1txtLasthane in g o |3
2.54.129.78 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
109.64.41.73  |Israel 147.237.77. 243 |nobi | €. i df . i | nng‘iult :?r(;fz'f? . tg‘eggrcﬁim;esll et | ddocunent </ 1152 Bock |2
176.13.1.119 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock
66.249.78.159 |[Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v idf.il/error. htm B ock
216.72.40.186  |Israel 147.237.76.42 |refuah.idf.il  [Fremer pe W aa /Ofeggigﬂ:;‘:}ax‘aspx Bock |2
85. 64.229.107 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ Bl ock 2
79.177.223.64 |Israel 147.237.77. 234 |hal ag. i df . i | mﬂtog?rs'tizsg_aﬁ_f‘;f?ﬁs/;i%_storagem s/ 42004, g Bock |2
213.8.125.176 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock 2
79.181.217. 210 |israel 147.237.72. 166 |aka. i df . i | ma’:;:ri de.aidl ?:rla)iln\fso;i;f/nf Oirgot N None 2
46.19. 85. 209 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66. 249. 78. 67 I srael 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to chinush. atal .idf.il/894-he Bl ock
Unknown Par anet er
46.19.86.160 [ srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acekbl der $ct | 13$ct | 01$ct | 03$chl Questi |None 1
on$3 in aka.idf.il/nain/giyus/ questionnaire. aspx
213. 8. 145. 99 I srael 147.237.72. 156 |aman. i df . i | Mil tipl e signatures from213. 8. 145. 99 B ock 1
84.108. 104. 206 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
80.246.133.77 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR Access to v aka. i df.i|/mail/sachar B ock
37.26.146.168 |Israel 147.237.77.233|atal .i df .i e Mot hoyi zed W peesie Bock |1
192.116. 232. 69 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 116. 232. 69 B ock 1
79.176.166.77 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in wu aka.idf.il/mai n/sachar/fag. aspx None 1
141.212.122.81 |lhited Sates 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to /x B ock 1
93.157.85.152 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gios Bl ock 1
82.81.52. 131 I srael 147.237.77. 176 |nat pash. i df . i | Dstributed Lhaut hori zed URL Access on waw cogat . i df . il/894-ar B ock 1
Unknown Par anet er
212.179.21.194 [Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Questi |None 1
on$120 in aka.idf.il/nai n/gi yus/ questi onnai re. aspx
2.54.149. 16 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm Bl ock 1
Unknown Par anet er
79.182.122. 157 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenM acetbl der $ct | 13$ct | 01$ct | 03%cbl Questi [None 1
on$42 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
109.65.34.92  [Israel 147.237.72.166 |aka. i df . i | \;:,arwa’af;e: df%??/?m%/!aﬂhi'ﬁlgi'graﬂom Jordlvegister . aspx None 1
80. 246. 133. 157 |Israel 147.237.76.42 |refuah.idf.il \Z‘j\rwafg o 3218. i\ﬂdfoll ﬁt/iiglgf:]gffg’ggﬁn;;fcem' derlstxtcontent in p oo 1
207. 46. 13. 34 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/size220x0/ si p_storage |B ock 1
149.78.243.120 |Israel 147.237.77. 216 |dover . i df . i | miré:‘ftﬁit?é“}mii?i L fecess on Bock |1
94.158.61.236 |Uzbeki stan 147.237.77. 216 |dover . i df . il Ostributed PHP Attenpt B ock 1
Unknown Par anet er
62.219.122.14 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenM acetbl der $ct | 13%ct | 01%$ct | 03%chl Questi [None 1
on$35 in aka.idf.il/nain/giyus/ questi onnai re. aspx
212, 235.53.213 |Israel 147.237.76.42 |refuah.idf.il |25 ;;?9;2_‘1;“;“;*‘3;5;"‘3 g hecess on Bock |1
82.102. 227. 115 Erfis:i;iyf‘”&cupied 147.237.77.176 |mat pash. i df . i | [Lhaut hori zed URL Access to www cogat . i df i 1/894-ar Bock |1
31.13.110.117 |ireland 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to v idf.il/arr/ B ock 1
79.183.189. 240 |l srael 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
66.249.78.170 I srael 147.237.76.200|ei tan. aka. i df i1 [Srrow PRramLer searchext in asox None |1
109.66.37.60  |Israel 147.237.77. 216 |dover. i df . i | Whaut hori zed URL Access to v i df il /https: /v df.il/ Bock |1
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