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02-07-2016-10:04:09 to 02-07-2016-11:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4
81. 218. 206. 82 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
79.176.57. 137 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
136. 0. 99. 222 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
79.176.57. 137 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
45. 32. 229. 187 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp All _Nets drop 1
85. 64. 2. 166 | srael 147.237. 76. 42 refuah.idf.il Bl ock_Udp Al _Nets drop 1




02-07-2016-10:04:09 to 02-07-2016-11:04:09

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

123. 26. 251. 210 Mi et nam 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1




02-07-2016-10:04:09 to 02-07-2016-11:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il [Tehila - Perl LW with fake user agent 4
80. 74. 100. 131 147.237.77. 216 I srael dover.idf.il |portscan: TCP DO stributed Portscan 1
46. 19. 86. 196 147.237.77. 216 I 'srael dover.idf.il |portscan: TCP D stributed Portscan 1
185. 32. 179. 86 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
149. 78. 222. 186 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
147. 236. 33. 66 147.237.77. 216 I 'srael dover.idf.il |portscan: TCP DO stributed Portscan 1
128.139. 19. 171 147.237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
109. 253. 212. 27 147.237.77.216 I srael dover.idf.il |portscan: TCP DO stributed Portscan 1
109. 65. 63. 202 147.237.77. 216 I 'srael dover.idf.il |portscan: TCP DO stributed Portscan 1
91.197. 61. 250 147.237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
213.57. 158. 224 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
79.179. 18. 61 147.237.77. 216 I 'srael dover.idf.il |portscan: TCP D stributed Portscan 1
185. 127. 10. 42 147.237. 77. 216 dover.idf.il [portscan: TCP D stributed Portscan 1
37.46.38.29 147.237.77.216 I srael dover.idf.il |portscan: TCP DO stributed Portscan 1
176. 13. 15. 74 147.237.77. 216 I 'srael dover.idf.il |portscan: TCP D stributed Portscan 1
149. 78. 183. 172 147.237. 77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
136. 0. 99. 222 147.237.77.216 Lhited Sates dover.idf.il |portscan: TCP DO stributed Portscan 1
114. 112. 90. 54 147.237.72. 156 Chi na aman. i df il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 145. 121 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 13. 208 147.237.77.216 I srael dover.idf.il |portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

ount ry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
2.54.185.186 |l srael 147.237.0.34 |tikshuv.idf.il Streamng Engi ne: TCP @i d invalid segnent retransnission drop 66
Ret r ansni ssi on Packet dr opped.
e SWNretransmit wth different .
80. 246. 130. 211 |l srael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence i ndow scal @ nonitor  [45
reamn ine: TCP Invali i i ssi
194. 90. 134. 130 |I srael 147.237.0.34  |tikshuv.idf.il Streamng Engi ne: TCP Inval id invalid segnent retransmissi on. drop 33
Ret r ansni ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 29
Sreanming Engine: TQP Invalid i i ssi
79. 176. 185. 180 |1 srael 147.237.76. 200 |ei tan. aka. i of . g =g Invalid segnent retransmssion. | o 27
Ret r ansmi ssi on Packet dropped.
2.54.19. 109 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 21
Sreaming Engine: TGP Invalid i i ssi
46.19.85.136 |l srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
46.19. 86. 91 I srael 147.237.72. 166 |aka i df .i | drop SAMrul e drop 18
109. 66. 99. 140 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
Sreaning Engine: TQP Invalid i i ssi
82.81.31.17  |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.218 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
136. 0. 99. 222 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
192.117.3.254 |Israel 147.237.77. 226 | "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK number moni tor ~ [9
Sreaming Engine: TGP Invalid i i ssi
2.54.151. 44  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 53 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
176.14.13. 57 Eéj::ﬂ o 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 7
46.19.86.175 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
192.117.3.254 |Israel 147.237.77. 226 " chanatz. aka. 10f 1paq TOP sequence Invalid ACK nunber aert 6
85. 64. 2. 166 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.23  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54.168.249 |israel 147.237.77. 243 |nobi l e. i df .1 Streaming Engi ne: TP Invalid finvalid segnent retransmission | 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127. 215. 205 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109.67.7.182 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid invalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.
66.249.81.183 |Lhited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
109. 67. 234.83 |israel 147.237.77. 234 |hal ag.i o i Bad TCP sequence SiNretransmt wth different 1 ovor o
w ndow scal e
Sreaning Engine: TQP Invalid i i ssi
176.13.9.231 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
185.3.147.186 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
81. 218. 203. 202 |I srael 147.237.72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 65.29.42  |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 6
Ret r ansmi ssi on Packet dropped.
185. 24. 206. 38 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.149.230 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
2.54.169. 97 I 'srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
141. 0. 13. 59 Nor way 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
85. 64. 2. 166 I 'srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 86. 39 I 'srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |4
46.19.86.125 |Israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
192. 116. 95. 240 |I srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SYN drop 4
81.218. 116. 129 [l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19.86.150 [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi
66.249.78.233 |Wited Sates  |147. 237. 76. 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.239 |lnited Sates  |147.237.76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
62.90. 161. 199 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
66.249.93.103 |Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TQP Invalid i i ssi
109. 253. 156. 12 |1 srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
2.54.178.128 |[lsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
109. 65. 107. 52 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.4.102 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.26.149.230 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
109. 253. 204. 113|I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 172
37.26.148.251 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 94
46.19. 85. 136 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 85
109. 253. 204. 113|I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 81
109. 253. 204. 113|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 71
46.19. 85. 136 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 67
2.52.163. 252 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 58
2.54.171. 216 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 41
37.26.148.251 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 38
46. 19. 85. 100 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 15
176.13.11.152 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 7
212. 179. 140. 133|l srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wwwu cogat . i df .il/sip_storagel/files/9/4629.jpg |B ock 5
46. 19. 86. 122 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 3
37.26.149.238 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.22.210 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.27.129 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 3
109. 253. 144. 26 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.10.99. 200 |Swtzerland |147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on waw i df .il/894-ar Bl ock 3
31. 168. 23. 60 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 31.168. 23. 60 Bl ock 3
80. 246. 130. 145 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Unaut hori zed URL Access on waw chi nuch. aka. i df.il/404. htm [B ock 2
37.26.149.239 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
176.13.17.245 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 2
82.80.196.44  |Israel 147.237.0.19 |nadimatal .idf.il Eazitrrrj:t“;ﬁ deh.?lljt/Z?];ier/?dangd j;g;sesmfkr;t qaunti ty. aspx Bock |2
31.154.19.5 [Israel 147. 237.72. 166 |aka. i df . i | o e L A L el el it asp Bock |2
2.52.163.109  [Israel 147.237.77. 243 |nobi 1 e. i df . i | nl'::;“f : ?rd'fz'f? , tgeggrcy‘izm;esn <t ohi | ddocunent </ 1361 Bock |2
176.13. 2. 90 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
80.179.223.31 |l srael 147.237.77. 176 |nat pash. i df . i | méég;t?%fu?T7;?Z:;f§fag§ fecess 4229.1. o Hock |2
217.194. 198. 104|i srael 147.237.72. 166 |aka. i df . i | (Sss‘stjjt égc\lila_bigpﬁngﬁli &;DZTiﬁiOiﬂé;m None |1
213.57.42.252 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed URL Access on v aka. i df.il/wwetikshuv.idf.il |B ock 1
94.242.228.108 |Luxenbourg |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he Bl ock 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin ww i df . i|/1283-en/ dover. aspx Bl ock 1
171.25.193.78 [Sweden 147.237.77.216|dover. i df . il D stributed Whaut hori zed LRL Access on waw i df.il/tenpl ates/article/watch |Bl ock 1
109. 253. 131. 117|Isrzel 147.237.76.42 |refuah.idf.il [0, 57 buted thaut horized ?Jaﬁa;iii on Bock |1
. . \ +
217.194. 198. 104|i srael 147.237.72. 166 |aka. i df . i | Hﬁgﬂ ﬁ?f&t—?[gig?l?;irﬁ?]%;[?#'\g]?o‘j AYZRI[#6]] ASHA Bock |1
84.228.175.102 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
31. 168. 23. 60 I srael 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to ww idf.il/inages/ 1. he/titlecap. png Bl ock
192. 116. 95. 240 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
79.179.13.253 | srael 147.237.76.42 |refuah.idf.il i;t ;g?ﬁ;gd‘l;f;“;hgsiﬁ;de dﬁspe‘fifs on Bock |1
Unknown HTTP Request Met hod AYzA'3[ [ #6] ] AS+A«
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | [[#15]] AAT[#19] ] [[#31]] Afc[[#12]] in WRL G/Acx| x3_x8A-vx| a€2gx€  |Bl ock 1
[ [ #0] ] Eeex?x™x} &,-x™[ [ #31] ] AYA: AZzx|
62.0.102.190 | srael 147.237.76.42 |refuah.idf.il i;t ;;?}’;gﬂ;;“;lhgsi;:rde dﬁspectc_ecssss on Bock |1
Unknown Par anet er
216.72.40.185 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 38$ct | 01%ct | 03$chl Questi on$l |None 1
inaka idf.il/main/giyus/questionnaire. aspx
Unaut hori zed URL Access to
95. 86. 88. 122 I srael 147.237.72. 166 [aka. i df . i | wwy, aka. i df . i1/ &a=u&ed=0ahukewi 6zmwnexkahw 8xi khvqobsyqf ggcma |B ock 1
c&usg=af gj cnh4ucr 3bgpnkvh4yz9t 7j scut sl oqg
80. 246. 130. 211 I srael 147.237.77. 234|hal ag. i df . i | ?;t rz'sgmgd2;27?‘;:32572%%/@?5?5; f;i . Bock |1
2.54.174. 222 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i/ mai n/ gi yus/ myun Bl ock 1
184.168.200. 74 [Lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy. i df. il /wor dpress/ wp-adm n/ Bl ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin vww i df . i|/1414- he/ dover . aspx B ock 1
174. 136. 50. 3 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp/wp-admn/ Bl ock 1
I1egal HTTP Version APAAHHA™H; j *{ YA[ [ #1]] a0ASzAZASA { A A- AA—
217.194. 198. 104|I srael 147.237.72.166 |aka. i df . i | :(g,zzgf,%ﬁg,%&?[lg]lé] ]* ﬁfgﬁ&ﬂ[[ﬁ%}] fﬁ%@gﬁ%@?ﬁgﬁf;ﬁ_s Bock |1
Al [#0]] A2 pPAZ\ ARA: aAvgRYmmAL [ [ #3]] =[ [ #15]] uAZ [[#12]]>' R A2URY
212.150.189.2 |Israel 147.237. 72. 166 |aka. i df . i | 1 I%;eﬁdﬁngggzazgg;kﬁ [ kapatzlfres Bock |1
85. 64. 2. 166 | srael 147.237.76. 42 |refuah.idf.il D stributed Lhaut hori zed URL Access on B ock 1

147. 237. 76. 42/ st yl e/ shar ed/ r eset . css
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