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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 6
109. 186. 45. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
109. 64. 102. 98 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
188. 24. 96. 196 Ronani a 147.237. 76. 196 e.svivaidf.il |Block Wip All Nets drop 1
188. 24. 96. 196 Rormani a 147.237.76. 202 e halag.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count

116. 119. 128. 179 I ndi a 147.237.77.216  |dover.idf.il| |22280. HITP. Jooma Qhject Injection Wil nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
46. 45, 137. 67 147.237.76.38 |Turkey eeneitav.idf.il|ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.76. 177 |Lhited Sates |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.140. 253. 9 147. 237. 76. 197 |[Mor occo ehimshid.il [ET SCAN NVAP -sS w ndow 3072 1
2.52.39.43 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
183, 233, 153, 241|147 237.8. 14 |ni na o orchot i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 130. 169. 225(147. 237. 77. 216 |Whited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
89. 138. 170. 8 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
81.218.251. 252 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
66.249.78.146 |147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 1
62.219. 141. 121 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.76. 199 |Lhited Sates [e.nakchal.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 177 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
208. 67. 1. 38 147.237.77. 243 |lhited Sates [mobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.140.253.9 147. 237. 76. 197 |[Mbr occo ehimshid.il [ET SCAN NVAP -sS w ndow 1024 1
192. 243. 55. 132 |147. 237. 72. 166 |Doni ni ca aka idf.il portscan: TCP O stributed Portscan 1
122.72.0. 126 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
104. 130. 169. 225(147. 237. 76. 44 |Whited Sates |e.refuah.idf.il |ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237. 8. 24 elifestyle.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 137. 159 [147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 102. 6. 254 147.237.72. 167 |Lhited Sates |[ishurimaka idf.i|ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
46. 19. 85. 61 I srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AGK nunber moni tor |22
46. 19. 86. 221 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |19
46.19. 85. 108 | srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 18
Sreaming Engine: TP Invalid i i ssi
2.54.3.70 I'srael 147. 237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransmssion. |, ., 12
Ret ransni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
109. 253. 128. 129|i srael 147.237.72. 167 |i shuri maka i i1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on, drop 9
Ret ransmi ssi on Packet dropped.
77.127.220. 242 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |9
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 68 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
192.42.172.110 |Wited Sates [147.237.77.233|atal .idf.il drop First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
46.19.86.165  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 9
Ret ransni ssi on Packet dr opped.
72.9.148.10 Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor (8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
193.34.57.101 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |7
46. 19. 85. 253 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
} . . SYNtACK retransmt wth .
72.9.148.10 Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence different v ndow scal e nonitor |7
46. 19. 85. 61 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreaning Engine: TCP Invalid ' i ssi
2.52.132. 53 I'srael 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 78 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor 6
r eam n ine: TCP Invali i i ssi
109. 65.81. 182 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP al i d finval i d segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 148 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
reamng Engi ne: TCP Invali i i ssi
37.26.147.226 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval i d finvalid segnent retransnissi on, drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
81. 218. 156. 151 |l srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransni ssi on Packet dropped.
198. 47. 115. 202 é{”&;‘/ym“s 147.237.77. 226 V‘l"‘l‘"‘ chanatz. aka. 1df o\ At t ack SYN -> SYN-ACK -> RST rej ect 6
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
46. 19. 86. 53 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaming Engine: TCP Invalid i i SSi
79.178.166. 231 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Lhi ted s . Geo- | ocati on i nbound
213.104.168.52 | . ngdom 147.237.76.202|e.hal ag.idf .i | Geo- | ocati on enf or cenent enf or coment drop 6
46.19. 85. 78 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
109. 253. 214. 129l srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber noni t or
37.46.38.77 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
8.37.227. 68 g”&;ymus 147. 237.77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant Response out of state monitor |5
46. 19. 85. 61 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |5
46. 19. 85. 78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
72.9.148.10 Lhited Sates [147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 5
46. 19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
8.37. 227. 69 g”&;y”ous 147. 237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Response out of state monitor |5
82.166.93.161 |lsrael 147.237.72. 166 |aka.idf il drop First packet isn't SN drop 5
109. 253. 214. 129|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 86. 176 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |4
91. 200.12. 7 Lkr ai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 4
2.54.139. 32 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i
95.35.188.60  |Israel 147.237.72. 166 |aka. i of . | 9 =g I nval i d checksum Packet drop 4
Checksum dr opped.
86.106.17.166 [Romani a 147.237.77. 170 |n@ar achot . i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
2.54.3.112 I srael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
79.179.4.229  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
81.218.135. 163 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.6.125 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
79.177.114.115 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.235. 64. 165 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 64. 200. 85 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 232
176.13. 15. 4 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 203
109. 253. 200. 35 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 138
62.219.228.81 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 114
62.219.228.81 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 113
109. 64. 200. 85 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 107
176.13.15.4 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 104
109. 253. 200. 35 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 101
79.183. 106. 8 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 75
176.13.15.4 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 72
79.179. 22. 38 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 53
109. 64. 200. 85 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 39
37.26.148.142 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 36
2.54.135.179 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 23
62.219.228.81 |l srael 147.237.0.19 |nadi matal .idf.il ggf’zhg_'yzzoé_ ;29 Sane Response Code (403) in Session from Bl ock 23
2.54.3.51 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 18
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55, 130 Bl ock 6
46. 19. 86. 76 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
192. 243.55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243, 55. 137 Bl ock 4
79.183. 106. 8 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 3
2.52.164. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.1.119 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.169. 251 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
194. 114. 146. 227 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storagel/files/8/ Bl ock 3
2.54.133.43 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 192. 243. 55, 138 Bl ock 3
194.90.107. 78 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 2
85. 65. 54. 109 I srael 147.237.77.74 [lawidf.il Paraneter Type Mol ation FreeText in ww|awidf.il/718 he/patzar.aspx  |B ock 2
37.142. 64. 43 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 136 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66.249.78.159 |[lsrael 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 2
109. 253. 208. 42 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
85. 64.207. 240 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
31.168.130. 212 I srael 147.237.0.19 |nadimatal .idf.il mu:\qh;railzl?ifﬁ_/ gﬁ;ejdslgjgxl et ekt qaur | £y, s Bl ock 1
213.57.200. 9 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in ww aka.idf.il/nai n/sachar/fag. aspx None 1
192.243.55. 131 |Dom ni ca 147.237.72.166 |aka. i df . i | mutatzr: Z?fji Itd?_naﬁfgisys/uts?gener al . aspx?cat i d=59333&doci d=68029 Bl ock !
66.249.78.166 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 166 Bl ock 1
176.10.99. 203 |Satzerland [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
52.33. 200. 49 Uhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation lang in wanidf.il/1395-en/ dover. aspx B ock 1
46.19. 85. 61 I srael 147.237.76. 42 |refuah.idf.il Abnormal |y Long Request net hod Bl ock 1
66.249. 64,177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i mu;:o;l::f 1kfi‘ d’?ficflszh;:’e 4 user contr ol header Upper Bl ock 1
131.253.25. 211 |wnited Sates [147.237.77.216|dover.idf.i | Dstributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 1
Unknown Par arret er
46. 19. 86. 199 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
31.168. 175. 206 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df.il/x¢xyx xex Bl ock 1
2.52.132.53 | srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Code Bl ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 192. 243, 55, 132 Bl ock 1
66.249.78.166 |Israel 147.237.77. 216 [dover . i df . i | Uhaut hori zed URL Access to wwaw i df.il/nivtza Bl ock 1
176.10.99.203 |Swtzerland  [147.237.77.216 |dover. i df.i| %'g.ilp(')_egge IZIOV:: deh/ bl fw dth tni code Encoding on LR Paraneter (+) - fromg o 1
46. 19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Ml formed URL B ock 1
2.54.159. 78 I sr el 147. 237.72. 166 |aka. i df . i | SSL Untraceabl e (nnection - Frotocal violation None 1
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