02-07-2016-07:04:02 to 02-07-2016-08:04:02

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M nadimatal .idf.il

M dover.idf.il

W aka.idf.il

M tikshuv.idf.il

W refuah.idf.il

B ishurimaka.idf.i

M aman.idf.il

Wiawnidf.il
nobi | e. i df . il

Watal .idf.il

Nunber
(6]
At acks

Top Tar get

M 2.54.172. 239
37.26. 149. 143

I 185.32.179.31
109. 253. 194. 225

" réfber Il 37. 26. 149. 167
Attacks M 185.32.179. 88

I 41.33.231.90
W 80. 246. 139. 227
46. 19. 85. 225
W 185.32.179. 36

Top Attackers



02-07-2016-07:04:02 to 02-07-2016-08:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
8. 37.231. 36 Anonynous Pr oxy 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
112. 74. 135. 36 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
185. 130. 5. 201 147.237.76. 34 yohal an.idf.il |Bock Wp Al Nets dr op 1
46. 32. 234. 20 Uni ted Ki ngdom 147.237.76. 30 hi nush.idf.il JLM Purple Gon Linit_Tcp drop 1
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Attacker Address

Target Address

At acker
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
185.32.179.31 |147.237.0.19 [Israel madi matal.idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
_ _ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
122.160.9.51 147. 237. 8. 28 India e.nobile-ks.idf.il . 1
Potential Scan or Brute Force
93.189. 26. 18 147.237.76. 44 |Austria erefush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 207. 60. 30 147.237.8.28 |Wkraine e.mobi | e-ks.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 113 |147. 237. 76. 147 |Ukrai ne chinuch. aka.i df . i ||ET DROP Spanhaus DRCP Listed Traffi c | nbound 1
61.149.252.58 |147.237.72.14 |China dover.idf.il (ol d) |[ET SCAN NVAP -f -sS 1
40.115.57. 147 |147.237.77. 234 |Uited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
177.238. 45. 181 |147.237.72. 217 |Mexi co eidf.il . 1
Potential Scan or Brute Force
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
113.53. 133. 242 |147.237.76. 42 |Thail and refuah.idf.il . 1
Potential Scan or Brute Force
91. 207. 60. 30 147.237.8.45 |kraine eetanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 113 |147. 237. 76. 147 |krai ne chinuch. aka. i df .i I|[ET SCAN NVAP -sS w ndow 1024 1
61.149.252.58 |147.237.72.14 |China dover.idf.il (ol d) [ET SCAN NVAP -sS wi ndow 2048 1
46. 45. 137. 67 147. 237. 77. 216 [Tur key dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
40.115.57. 147 [147.237.0.35 |Lhited Sates |akaws.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.0.33 |lhited Sates [idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
41.33.231.90 |Egypt 147. 237. 77. 216 |dover.i df .i| drop SMMrule drop 32
46. 19. 86. 85 I srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Inval i d ACK nunber moni tor |14
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
46. 19. 86. 53 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 36 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |6
46.19.85.225 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
2.52.162.195 |[lIsrael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
37.26.149. 143 |[lsrael 147.237.0.19 |nedi matal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 36 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
5.29.233.11  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
46.19.85.225 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
. . SYN+tACXK retransmt wth .
37.26. 147. 255 |lsrael 147.237.72. 166 |aka.i df.il Bad TCP sequence di fferent v ndow scal e noni t or 4
46.19.85.225 |[lIsrael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 4
46.19.85.225 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19.85.162 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (4
195. 154. 226. 90 |France 147. 237. 77. 216 |dover.i df .i| drop SMMrule drop 4
Sreamng Engine: TCP Invalid i i ssi
79.179.11.21 |israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
reaming Engi ne: TCP Invali i i ssi
109. 67. 153. 251 |I srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dr opped.
) . . SYNtACXK retransmt wth .
72.9.148.10 Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence different vindow scal e rmoni t or 3
reaming Engi ne: TCP Invali i i ssi
79.179.14.222 |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Inval id finvalid segnent retransnissi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.139 |Israel 147.237.77. 243 |nubi le.i . i1 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
46.19.86.192  |Israel 147. 237.77. 226 :"W"‘Cha”m'aka' 'di-11Bad TOP sequence Invalid ACK nunber monitor (3
Sreamng Engine: TCP Invalid i i ssi
82.81.76.218 |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Russi an . L Sreaning Engine: TCP Invalid [invalid segrent retransmission.
130.193.37.16 |- oo o 147.237.0.34 |tikshuv.idf.il Ret 1 ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
176.13.19.6  |Israel 147.237.72. 167 |i shuri maka. i of . | 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
77.125.86.53  |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. —q ., 3
Ret ransni ssi on Packet dropped.
Russi an . S Sreaming Engine: TCP Invalid |invalid segnent retransnission.
141.8.132.3 Federati on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni Ssi on Packet dr opped. drop 3
72.9.148.10 Lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
5.102. 254. 157 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
80.179.9.7 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
5.102. 254. 157 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TQP Invalid i i ssi
199.30.24.182 |Wnited Sates |147.237.76.200 [eitan. aka idf. il 9 =9 Invalid segnent retransmssion. |, ., 2
Ret r ansni ssi on Packet dr opped.
37.26.149. 143 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
5.102.254.211 |[lIsrael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber moni tor |2
85. 130. 239. 89 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
80. 246. 139. 40 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
86. 106. 17. 166 |Romani a 147.237. 77. 170 |naar achot . i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |2
46. 19. 86. 39 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
81. 169. 237. 146 |Ger many 147. 237.76. 176 |test. ncore. i df i | drop SMMrule drop 2
37.26.146. 139 |l srael 147.237.77. 243 |mobi le.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 86. 49 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
80.179.9.115 |[Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
176.13.22. 217 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert 1
46.19.86.224  |[lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |1
82.102. 169. 113 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
216.218.206. 88 |Lhited Sates  |147.237.0. 17 ?’i"IV'kOShe"kra"' 14 |syN At ack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 139. 40 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunier noni t or 1
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A tacker
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Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.54.172.239 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 326
37.26.149.143 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 162
2.54.172. 239 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 129
185.32.179.31 [l srael 147.237.0.19 |nadimatal .idf.il IZ(; I\?/)l;r?yl;); ;29 Sane Fesponse (e (404) in Session from g oo 125
37.26.149. 143 |[israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 106
2.54.172. 239 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 104
185.32.179.31 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 94
109. 253. 194. 225|I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 83
37.26.149.167 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 41
185.32.179.88 |Israel 147.237.0.19 |[nadimatal .idf.il Distributed Too Many of the Sane Response Code (404) Bl ock 29
37.26.149.167 |[Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 25
80. 246. 139. 227 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 18
46.121.78.175 |israel 147.237.0.34 |tikshuv.idf.il Ig?l'\ﬁhﬂgl;ge Sane Response (e (404) in Session from g 15
80. 246. 139. 227 [Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 13
185.32.179.88 [l srael 147.237.0.19 |nadimatal .idf.il IZ(; I\?/)l;r?yl;); ;Qe Sane Response (e (403) in Session from g oo 11
185.32.179.36  |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 10
185.32.179.36  |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 9
37.26.149.189 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 192, 243, 55, 132 B ock 4
109. 253.130.4 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
91.219. 236. 222 |Hungary 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwv i df.il/894-he B ock 3
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 192, 243, 55. 135 B ock 3
37.26.149.152 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
109. 253. 223. 68 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.1.181 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
202.78.237.210 |India 147.237.77. 216 |dover.i df . i | PHP Attenpt B ock 2
157.55.39.211 |Uhited Sates 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waww idf.il/error.htm  |B ock 2
202.78.237.210 [India 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 2
91.219. 236.222 |Hungary 147.237.77. 216 |dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm  |B ock 2
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 192.243.55. 129 B ock 2
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 192.243.55. 130 B ock 2
46. 19. 85. 97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
66.249.65.181 I srael 147.237.77. 233 at al . i df . i | e e o L2 aspx Bl ock 1
185.32.179.88 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 1
149.78.215.133 |Israel 147.237.0.19 |nadimatal .idf.il ﬁrmtn‘:r atg‘.)ie d}A. Io: ﬂt(i);nnf;s'[g(oﬂsmm ent A acetbl der 1Stxt Gapteha. 1 o) 1
2.52.158.33 [Israel 147.237.76.42 |refuah.idf.il e e L0 aspx Bl ock 1
216.218.206.68 |Lhited Sates |147.237.76.39 [nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76. 39/ B ock 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/giyus/ general B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
46.117.78.173 |lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mbde None 1
104. 250. 226. 92 147.237.77. 216 |dover . i df . i | chaut for szgn;ﬁ_sxrclfj(s)/:§:Ocpx8rsy1i {61 kg xpdbScgol 4- Bl ock 1
68.180.228.109 |Uited Sates  147.237.0.34 |tikshuv.idf.il ot ke a1 S0L et e msp Bock |1
66. 249.66. 113 | srael 147.237.0. 17 ][n in|y- kosher-kravi.. 1 :Tllln;?akjoszaéra}lfrtae\:i E:E?d: In?a: f;?(/icf: eat ecapt chai nage. aspx None !
89. 178. 175. 233 giiztr‘ion 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
2.54.55. 92 I srael 147.237.77.233|atal . i df . i ma:;efig‘fl\flmfg aste;c:s:; B ock 1
216.245.218. 190|Wnited Sates  |147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on v idf.il/error.htm  |B ock 1
66.249.78.177 | srael 147.237.76. 200 |ei tan. aka. i df . i | mn;\htnan?a;kznﬁd?fi Isfggéh;jxeti tia?]. asix None 1
46.121.78.175 |Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
68.180.230.29 [United Sates  [147.237.77.176 |mat pash. i of .i | mmﬁgiirﬁ?e. Y/goit_gr’r/‘czzgf'.\“agx” Bl ock 1
66.249. 66. 117 |l srael 147.237.0.17 | My-kosher-kravi.id| o oo Illegal Paraneter Encoding None 1
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