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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

111.47.96. 116 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_ Wp Al _Nets drop 3
120. 203. 68. 110 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_Wp Al _Nets dr op 2
39.128.223. 181 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1
134.147.203. 115 Ger nany 147.237. 76. 148 gacent er. aka. i df .i | B ock Np All _Net drop 1
42.2.243. 219 Hong Kong 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
192. 99. 193. 12 Canada 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
212.86.219. 134 147.237.72.166  |Ger many akaidf.il Tehila - Perl LWP with fake user agent 4
104. 128. 144. 131 147. 237.72. 167 Canada i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 4096 1
185. 130. 5. 200 147. 237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147.237.0.33 Austria idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 200 147. 237. 76. 201 eatal.idf.il ET SCAN Potential SSH Scan 1
77.85.35. 211 147. 237.77. 234 Bul garia hal ag.idf.il ET SCAN NMVAP -sS w ndow 4096 1
185. 130. 5. 200 147. 237.76. 30 hi mush. i df .i | ET SCAN Potential SSH Scan 1
46.151. 52. 161 147.237.77. 226 krai ne wwv chamat z. aka. i df . i | ET SCAN NMVAP -sS wi ndow 1024 1
185. 130. 5. 200 147.237.0. 19 madi matal .idf.il ET SCAN Potential SSH Scan 1
183. 61. 143. 147 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
220.231.195. 122 147.237.76. 31 Chi na nakchal . i df.il ET SCAN NVAP -sS wi ndow 3072 1
115.231. 9. 148 147. 237.76. 201 Chi na eatal .idf.il ET SCAN Potential SSH Scan 1
208.67.1.38 147. 237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 231. 9. 148 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
95.110.187. 71 147.237.0.17 Italy mny- kosher -kravi . i df il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 200 147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
91. 207. 60. 30 147.237.77.176 Ukrai ne mat pash. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 200 147. 237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
77.85. 35. 211 147. 237.77. 234 Bul garia hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 200 147.237.0.34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 147. 237. 0. 200 I ndi a mu.idf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
220.231.195. 122 147.237.76. 31 Chi na nakchal . i df il ET SCAN NVAP -sS wi ndow 4096 1
183. 60. 48. 25 147.237.76. 34 Chi na yohal an. i df .| ET SCAN Potential SSH Scan 1
115. 231. 9. 148 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
208.67.1.38 147. 237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SN drop 28
37.187.129. 166 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
2.54.164.8 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data  [monitor |4
37.46. 39. 237 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
80.246. 139. 227 | srael 147.237.77. 243 |mvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmssi on, drop 3

Ret r ansni ssi on Packet dropped.
79.176. 215. 250 |Israel 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
79.176.224.43 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret ransni ssi on Packet dr opped.

101. 227.59. 136 |Chi na 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 2
141.8.132.78 gz::;”ion 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
2.52.6.23 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
66. 249. 78. 93 Lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SWN drop 2
5.22.131. 97 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
46. 19. 86. 100 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
81.169. 237. 146 |Ger many 147.237. 76. 176 |test. ncore. i of .i | |dr op SMrule drop 2
109. 186. 185. 121 ]I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 244 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 1
185. 3. 147. 123  |lIsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.7 Uhited Sates |147.237.77.178|e.matpash.idf.il [Geo-1 ocati on enfor cenent Geo-| ocat i on inbound enf or cenent |[dr op 1
54.219.106. 162 [Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 1
104. 128. 144. 131|Canada 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.15 Lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
141.8.132.78 giiztr‘ion 147. 237. 77. 216 |dover i df .| Bad TCP sequence mﬁsg reansm wthditterent | onitor |1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
104.130.78.65 |Uhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 1
74.82.47.20 Lhited Sates [147.237.77.178|e.matpash.idf.il [Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 1
184. 105. 247. 227|lhited Sates 147.237.77. 121 |e.navy.idf .il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.meitav.idf.il|drop SAMrul e drop 1
109. 186. 185. 121l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACGK nunber aert 1
184. 105. 247. 227|Wnited Sates  [147. 237. 77. 234 |hal ag.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.246.210.9 Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 1
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192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Wnaut hori zed URL Access from 192. 243. 55. 135 Bl ock 4
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed URL Access from 192. 243, 55. 129 B ock 4
80. 246. 139. 227 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13.0. 197 I srael 147.237.0.19 |nmadimatal . i df . i |Suspi ci ous Response Code B ock 3
176.13.18.142 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.18.142 |lsrael 147.237.77.243|nobi l e.i df . i | Ostributed Unaut hori zed URL Access on nobil e. i df. il /nekudot /i ndex B ock 2
173.254.216. 67 |lhited Sates |147. 237.77. 216 (dover. i df .i | Distributed Whaut horized URL Access on waw i df . il/894- he B ock 2
72.9.148.10 Lited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/994-8613- he/ navy. aspx. aspx |B ock 2
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/giyus/ general B ock 1
103.255.31. 1 Australia 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admn/ B ock 1
66.249.78.159 |[Israel 147.237.77.216|dover . i df . i Mil ti pl e Unaut horized URL Access from 66.249. 78. 159 B ock 1
207.46.13.115 |lhited Sates |147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list3. htm B ock 1
79.176. 149. 162 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ hore/ def aul t. aspx Bl ock 1
37.187.129.166 |France 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/consol e/ core/ doc_ngr/nte_src=  |B ock 1
157.55.39. 100 |Uited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/nilitary-police/ B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
207.46.13.142 |nited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
178. 32. 53. 53 LK!iﬂr:gegom 147.237.77. 216 |dover . i df .i | O stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
Unknown Par anet er
80.179. 118. 132 [l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$20 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
66. 249. 65. 188 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1242-he/ at al . aspx B ock 1
192.243.55.135 |Domnica  |147.237.72. 166 [aka. i df . i \Au;;u”;?:ii dzfe‘?lf:‘tgfsrs; o o1 eyt kuf af 2doci d=37801 Bl ock 1
68.180.228.112 |Wited Sates [147.237.77. 216|dover.idf .il Paraneter Type M ol ation PageNumin waw i df . il/1381-he/ dover . aspx Bl ock 1
216. 245. 218. 190|Whited Sates |147.237. 77. 216 |dover.i df . il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
184.95.47.166 |Uhited Sates |147.237.77.216|dover.idf .i | Ml tipl e Unauthori zed URL Access from 184. 95. 47. 166 Bl ock 1
66.249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
194. 187. 168. 216|Pol and 147.237.77.216|dover.idf .il Unaut hori zed LRL Access to wwidf.il/sip_storage/ B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df . il/1503-en/ dover . aspx. Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Par anet er anp; si deScrol | in ww aka.idf.il/giyus/general/ None 1
207. 46. 13. 34 Lhited Sates |147.237.77. 176 |nat pash. i df . i|  [Unauthorized URL Access to ww cogat. idf.il/size220x0/ si p_st orage B ock 1
73.15.105.163 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/894-en/i df gdover. aspx Bl ock 1
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