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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
184. 90. 68. 166 Lhited Sates 147.237.76. 200 eitan. aka. idf.il Bl ock_Ulp Al _Nets drop 2
115.230. 124. 164 Chi na 147.237.76. 38 eeneitav.idf.il JLM Under At tack_Con_Tcp dr op 2
45. 32. 229. 187 147.237. 76. 38 eeneitav.idf.il Block Udp All Nets drop 1
192. 99. 193. 12 Canada 147. 237.76. 199 e.nakchal .idf.i| Block Np Al Net drop 1
71.6.135. 131 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp All Nets drop 1
192. 99. 193. 12 Canada 147.237. 76. 202 e halag.idf.il Block Np All _Net drop 1




02-07-2016-05:04:00 to 02-07-2016-06:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147. 237. 76. 197 e. hinush.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.191 |147.237.76.31 |Wited Sates |nakchal .idf.il ET SCAN NVAP -sA (2) 2
185.130. 5.200 [147.237.8.50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
185.130.5.200 |147.237.0.35 akavs. i df il ET SCAN Potential SSH Scan 1
120. 198 126. 84 1147 237 0.33  |chi na - ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114.112.90.54 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
93.189. 26. 18 147.237.77. 226 |Austria wawe chanat z. aka. i df .i | [ET SCAN NVAP -sS wi ndow 1024 1
82.117.208. 243 |147.237.77.170 naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 200 |147.237.77.74 lawidf.il ET SCAN Potential SSH Scan 1
46.151.52.161 |147.237.76.39 |Wkraine nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.200 |147.237.76. 39 nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
185.130. 5. 200 |147.237. 72. 166 akaidf.il ET SCAN Potential SSH Scan 1
185.130. 5. 200 |147.237.8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
180. 156. 115. 130|147, 237 76. 31 |ni na vekehal idf il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114.112.90. 54  |147.237.76. 42 [China refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.77. 243 |Austria nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237. 76.39 |Uited Sates |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 189. 26. 18 147.237.77. 170 |Austria naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.200 |147.237. 77. 205 prisha idf.il ET SCAN Potential SSH Scan 1
185.130.5.200 |147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
40.115.57.147 |147.237.8.50 |Uited Sates |e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5. 200 [147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 70

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10

54,244.22.103 |Wwited Sates  [147.237.77.176 |matpash.idf.il  [drop First packet isn't SN drop 6

41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data  |nonit or 6

89.204. 137.40  |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor (4

47.17.214.150 |lhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 85. 254 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
Sreaning Engine: TP Invalid i i ssi

77.126.94.49  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

reamng Engi ne: TCP Invali i i ssi

79.180.49.14  |israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid  invalid segnent retransmssion. |, op 3
Ret ransni ssi on Packet dropped.

81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop

46. 19. 86. 173 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or

86. 176. 146. 147 |United Ki ngdom|147.237.77. 216 |dover.idf.il drop SAMrule drop
Sreaning Engine: TP Invalid i i ssi

66.249.78.146 |lnited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.

130. 193. 50. 33 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2

81.169. 237. 146 |Ger many 147.237.76.38 [e.e.meitav.idf.il [drop SAMrul e drop

52. 33. 66. 29 Lhited Sates 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i SSi

157.55.39.79  |[Uited Sates |147.237.72. 166 |aka. i df.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.

74.82. 47.50 Whited Sates  [147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

184.95.47.166 |Uited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

8.37.228.77 g”;(’;ymus 147. 237. 77. 216 |dover. i df .1 B ock HTTP Non Conpl i ant Response out of state monitor |1

115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1

184.105.139.86 |Lhited Sates |147.237.76.196|e.sviva idf.il Geo-| ocat i on enf or cenent Geo- 1 ocation i nbound enf or cenent |drop 1

184.105. 139. 112|United Sates  |147.237.77.19 [lawforumidi.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1

87.69.124.174 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 1

74.82. 47. 39 Lhited Sates  [147.237.77.170 |nmarachot.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1

130. 193. 51. 66 RJSf;;”ion 147. 237. 76. 147 |chi nuch. aka.i df . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1

184. 105. 247. 215|Whited Sates  |147. 237. 77. 205 |prisha idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1

87.69.124.174 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1

74.82.47.42 Uhited Sates [147.237.76.197 |e.himush.idf.il |Geo-1 ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |dr op 1

81.169. 237. 146 |Ger many 147.237.76. 176 |test. ncore.idf.il [dr op SAMrul e drop 1

184. 105. 247. 227|lhited Sates 147.237.76.198|e.yohalan.idf.il [Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Qountry Target Address [Site Sgnature Devi ce

Action

‘Count

Pal esti i an Terri tory Unaut hori zed URL Access to

176. 65. 28. 77 : 147.237.77. 176 |mat pash. i df . i | waw. cogat . i df . i |/t enpl at es/ honepage/ waw. yout ube. cord v/ 3g |Bl ock 5
Cceupi ed :
51ei 5nuhg
37.187.129. 166 |France 147.237.77.216|dover.idf . il Dstributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 4
173.254.216. 67 |Wited Sates 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on wwidf.il/error.htm |B ock 3
171.25.193. 131 |Sweden 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on waw i df . il/894-he B ock 3
77.247.181. 163 |Net herl ands 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df .il/894-he B ock 2
37.187.129. 166 |France 147.237.77.216|dover.idf . il D stributed Lnhaut hori zed URL Access on waw i df.il/894-he B ock 2
173. 254.216.67 |lhited Sates 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on waw i df . il/894-he B ock 2
94.242.250.117 |Luxenbour g 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on ww i df .il/894-he B ock 2
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55, 133 B ock 2
. . Unhaut hori zed URL Access to
66.249.78.236 |Israel 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 4/ 3394. | pg B ock 1
94. 242, 250. 117 |Luxenbourg 147.237.77. 216 |dover.i df . il Dstributed Lhauthori zed URL Access on wawidf.il/error.htm |[B ock 1
. . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Uited Sates 147.237.77. 176 (@t pash. i df . i | v cogat . i df . i 1/ 1934- he/ cogat . asp B ock 1
201. 103. 142. 239|Mexi co 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
m ny- kosher - kr avi . i ing j o
66.249. 66. 115 |l srael 147.237.0. 17 "y I1legal Paraneter Encoding j.el 81 2tH LRSI, *SzzuM&AWe |\ 1
af.il in mny-kosher-kravi.idf.il/aj ax/ creat ecapt chai nage. aspx
157.55.39.251 |thited Sates 147.237.77.243|nobi le. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
77.247.181. 163 |Netherl ands 147.237.77.216|dover.i df . il O stributed Whaut hori zed URL Access on wn i df.il/error.htm |B ock 1
. . Unaut hori zed URL Access to
66.249.78.242 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel fi | es/ 4/ 3384. | pg B ock 1
101. 99. 65. 48 Ml aysi a 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-admin/ B ock 1
! . . Unaut hori zed URL Access to
69.194.230.99 |lhited Sates 147.237.76.42 |refuah.idf.il refua. atal .idf . i |/wor dpr ess/ vp- adhiry Bl ock 1
207.46.13.142 |lnited Sates 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed URL Access on 147.237. 72. 166/ B ock 1
m ny- kosher - kr avi . i
66.249. 66. 117 |l srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 1
91.226.212.54 |kraine 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
68. 180. 228. 112 |Lnited Qates 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation PageNumin Bock |1

ww i df . i | /1133-ar/ dover . aspx

. . Unaut hori zed URL Access to
37.187.129. 166 |France 147.237.77.216|dover.idf . il v i dff . i 1/ 1133- 19405- he/ dover . aspx) B ock 1

. . . Unhaut hori zed URL Access to
184.95.47.166 |Uited Sates 147.237.77.216|dover.i df . il o i df i 11 ar/ 4f 23F 65992ad007acd6ceab7b35c8576 B ock 1

Paraneter Type Molation frontate in

146. 185. 234. 48 |Russi an Federation |147.237.77.176 nat pash.idf.il vaw cogat . i df i 1/ 901- en/ cogat . aspx Bl ock 1
71.43.100.242 |thited Sates 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to wawidf.il/). htm( B ock 1
. . Uhknown Paraneter hc_l ocation in
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | v aka, i df . |/ i v har edi i gener al . aspx None 1
173.236.176. 119|Uhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal .idf.il/wp/ wp-adnmn/ B ock 1
93.158.152. 49 |Russian Federation |[147.237.76.147|chi nuch. aka.idf.il Unhaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm |B ock 1
] . . Paramet er Type M ol ati on PageNumin
68.180.228. 112 [Wnited Sates 147.237.77.216|dover. i df . il v i df i 1/ 1379- he/ dover . aspx Bl ock 1
Paraneter Type Mol ation
188. 143.232.10 |Russian Federation [147.237.77.216|dover.idf.il ct1 00$Cont ent A aceHbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker  |Bl ock 1
in wwidf.il/1283-en/ dover. aspx
64. 90. 48. 202 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/test/wp-adnn/ B ock 1
. . . . Unaut hori zed URL Access to
146. 185. 234. 48 |Russian Federation |147.237.77.176 |nat pash.idf.i| v cogat . i df i 1/ enpl at es/ shar el user cont rol s/ header upper/ Bl ock 1
74.208.16.113 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/blog/wo-admin/  |B ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.78.159 |[Israel 147.237.77.216|dover.idf . il v i df i 1/ at al 1/ zkor / vi ew i g, asp B ock 1
68. 180. 228. 112 [Lnited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNimin Bock |1

waw i df . i |/ 1779-he/ dover . aspx

. . Unhaut hori zed URL Access to
66.249.65.112 |l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st or agel fi | es/ 8/ 2418.| pg B ock 1

. . . Unaut hori zed URL Access to
157. 55. 39. 80 Lhited Sates 147.237.72. 166 [aka. i df . i | o aka, i o i 1/ mai o r abanut / 61998 B ock 1
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