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Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
66. 151. 244. 102 Wited Sates 147. 237. 76. 200 citanakaidf.il |Bock Uip Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il ock_Wp Al _Nets drop 1
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Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
193. 201. 227. 11 |147.237. 77. 216 |kr ai ne dover.idf.il ET SCAN Potential SSH Scan 3
59. 45, 79. 117 147.237.8.28 [China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
189. 203. 240. 181(147.237.0.15  |Mexi co kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
104. 192. 0. 19 147.237.77.235|Whited Sates |svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 192. 0. 19 147.237.77.170|Wited Sates |mmarachot.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.86 |Chi na navy. i df il ET SCAN Potential VNC Scan 5900- 5920 1
93. 189. 26. 18 147.237.77. 179 |Austria e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
172.56.35. 154 [147.237.76.30 |Lhited Sates |hinush.idf.il BT D5 Large armount of TCP ZeroWndow - Possible Niller2 1
DDos attack
59. 45. 79. 117 147.237. 77. 226 |Chi na wan chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.76.34 |thited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
104.192.0. 21 147.237.8.27 |lhited Sates |e.nadi matal.idf.il ET SCAN Potential SSH Scan 1
201 172, 146. 99 1147 237 0.34  |nsxi co tikshov. i i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.77. 227 |Uhited Sates |e hamaz.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.76. 44 |[Wited Sates |e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
193.201. 227.11 [147.237.0.15 |lkraine kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.8.50 [Wnited Sates |e tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 192. 0. 19 147.237.77.205|Lhited Sates |prishaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 192. 0. 19 147.237.8.46 [Wited Sates |e. chinuch.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.30 |China hi nush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
82.117.208. 243 |147.237.76. 196 esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
151. 72. 10. 87 147.237.8.28 |[itay e.mobi | e-ks. i df il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.72. 167 |Lhited Sates |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan. aka. idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.8.24 |wnited Sates |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 38 |[China eenetav.idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.77.170|Whited Sates |nmarachot.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
193.201.227.11 |147.237.0.17 |Wkraine mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.76.39 |Lhited Sates |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
86. 176. 146. 147 U_1| ted 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 78
Ki ngdom
i o Veéb Server ) i i
207.241.229. 100|Lhited Sates |147.237.72.166 |aka.idf.il . Veéb Servers S ow HTTP Denial of Service rej ect 33
Enf orcenent M ol ati on
Geo- 1 ocati on
64. 19. 78. 242 Lhited Sates |147.237.76.44 |e.refuah.idf.il Geo-1 ocation i nbound enf or cenent drop 14
enf or cenent
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
o Bl ock HTTP Non . ) i
41.33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il . Failed to handl e connection data nonitor |8
Conpl i ant
197. 36.60.192  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
41.190. 2. 188 N geria 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
S reamng Engi ne: TCP i i ssi
66.249.78.130 |United Sates |147.237.76.86 |navy.idf.il M Ng Engine: 17 invalid segnent retransmssion. Packet drop |6
I nval i d Retransnissi on|dropped.
o Bl ock HTTP Non . ) i
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |5
Conpl i ant
91. 200. 12. 7 krai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
S reanming Engi ne: TCP i i SSi
65.55.210. 141 |Wnited Sates |147.237.76.200 |eitan. aka idf. il M NG ENGINE. TLF jinvalid segnent retransmssion. Packet drop 4
Inval i d Retransm ssi on|dropped.
Sreamng Engi ne: TCP i i ssi
70.162.97.240 |wnited Sates [147.237.76.200[eitan. aka. idf.il mng tngi e 1L 1invalid segnent retransmission. Packet drop 4
Inval i d Retransm ssi on|dropped.
Bl ock HTTP Non
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |4
Conpl i ant
Sreamng Engi ne: TCP i i SSi
66.249.78.137 |lnited Sates [147.237.76.86 |navy.idf.il mng tngi e 1L 1inval id segnent retransmission. Packet drop 4
Inval i d Retransm ssi on|dropped.
S reamng Engi ne: TCP i i ssi
2.54.162.182  |israel 147. 237.72. 166 |aka.i of i M Ng Engine: 17 invalid segnent retransmssion. Packet drop |3
I nval i d Retransnissi on|dropped.
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il dr op SAMrule drop
85. 65. 71. 200 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engi ne: TCP i i SSi
66.249.78. 144 |lnited Sates [147.237.76.86 |navy.idf.il mng tngi e 1L 1inval id segnent retransmissi on. Packet drop 2
Inval i d Retransm ssi on|dropped.
S reamng Engi ne: TCP i i ssi
192. 243. 55,133 |oonini ca 147. 237.72. 166 |aka.i of i M Ng Engine: 17 invalid segnent retransmssion. Packet drop |2
I nval i d Retransnissi on|dropped.
172.56.35.154 |Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
S reamng Engi ne: TCP i i ssi
66.249.65.133 |United Sates |147.237.76.86 |navy.idf.il M Ng Engine: 17 invalid segnent retransmssion. Packet drop |2
I nval i d Retransnissi on|dropped.
85. 65. 71. 200 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
Bl ock HTTP Non
74.6.254. 127 Lhited Sates |147.237.77.216|dover.idf.il . Fail ed to handl e connection data nonitor |2
Conpl i ant
46.19.86.102  |[israel 147. 237.77. 226 "‘:"‘I‘NCha”mZ'aka"df Bad TCP sequence Invalid ACK nunber moni tor |1
162.223.46.68 [Canada 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |1
5.144.131. 170 'F;;EH:E';”“C 147. 237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber monitor |1
Geo-l ocation
74.82.47.12 Lhited Sates |147.237.76.201|e. atal.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
198. 20. 69. 74 Lhited Sates [147.237.76.197|e. hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.10.78.243  |Wnited Sates [147.237.72. 166 |aka.idf il HTTP Format S zes Cookies’ header |ength exceeded maximum oo
allovned length
184.105. 139. 83 |Uhited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 186. 168. 72 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence Ssca:em( retransmt with different wndow 0o |
81.169. 237. 146 |Ger many 147.237.76. 177 |ncore.idf . i drop SAMrul e drop 1
216.218. 206. 112|Lhited Sates [147.237.77.170 |nmarachot.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
i o Bl ock HTTP Non ) ) i
184.168.152.6 |lhited Sates [147.237.76.86 |navy.idf.il . Fail ed to handl e connection data monitor |1
Conpl i ant
46.19.86.102  |Israel 147.237.77. 226 V‘f"lw chanat z. aka. 1df || A t ack SYN -> SYN-ACK -> RST reject |1
172.56.35.154 |Uited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.187.114.171 |France 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47. 47 Lhited Sates [147.237.72.167 |ishurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
i o Bl ock HTTP Non ) ) i
206. 253. 226. 7 Lhited Sates |147.237.77.74 |lawidf.il . Fail ed to handl e connection data monitor |1
Conpl i ant
i ) o Geo- 1 ocati on o
184. 105. 139. 103|lhited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
Non- conpl i ant TCP packets com ng from
S reaning Engi ne: TCP ' i
109. 253. 217. 10 [Israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g mitiple external sources vere detected. This |, 1
anonal y det ect ed nmay result frompotential network
configuration probl em
85. 65. 71. 200 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
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50. 7. 178. 100 Netherlands |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
37.187.114.171 |France 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
100. 38. 164. 180 |Lhited States [147.237.72. 166 |aka idf.il Bad TCP sequence Inval i d ACK nunber aert
74.116.219.176 [Canada 147.237.77. 216 |dover. i df .i | Bad TCP sequence Snracretransmt With different window oot or
184. 105. 139. 104|United Sates [147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
42.62.74. 80 Chi na 147.237.72. 166 |aka. i df il drop First packet isn't SN drop
157.55.39. 126 |lhited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
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A tacker

Devi ce

Count ry Target Address |Site S gnature Action ‘Count
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 192. 243. 55. 136 Bl ock 5
192. 243. 55. 131 [Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on waw aka. i df . i/ gi yus/ kadat z B ock 2
136. 243. 98. 54 |Ger many 147.237.77.216|dover.idf .l Distributed Unaut hori zed LRL Access on waw i df . il/894-he Bl ock 2
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 192. 243. 55. 134 Bl ock 2
192. 243. 55. 133 [Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on waw aka. i df . i/ gi yus/ kadat z B ock 2
77.247.181. 162 |Net her | ands 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on ww i df.il/error.htm B ock 2
66.249. 78. 159 |l srael 147. 237.77. 216 |dover. i df . i | mir;fb.uitﬁdat??ﬁ Ziglrlz\?:jevfngk;sfs on Bl ock 2
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 133 Bl ock 2
66.249. 78. 184 |Israel 147.237.76.200|ei tan. aka. i df . i | |inknown Paraneter lang in www eitan. aka. i df.il/1103-en/ eit an. aspx None 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192.243. 55. 138 Bl ock 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 130 Bl ock 1
68.180.228. 175 |Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1638- he/ r ef uah. aspx Bl ock 1
66.249.69.26 |lsrael 147.237.77.216|dover.i df.i Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
192.243.55. 133 |Dom ni ca 147.237.72. 166 [aka. i df . i | mu;rlzgr: Zféi Iullnalib‘r:l;:g’isf/uts?gener al . aspx?cat i d=58604&doci d=68885 Bl ock !
85. 214. 155. 116 |Ger many 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to v i df.il/1133-21744-ar/i df gdover.aspx |B ock 1
66. 249.78.230 |l srael 147. 237.77. 243 |nobi | e. i df . i | nﬁ;ﬂtgﬁr&%??/geggf;semztesllistch” ddoounent </ 1732 Bl ock 1
37.142. 190. 206 |l srael 147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code Bl ock 1
207.46.13.34 |Wited Sates |147.237.77.176 |nat pash. i df .i| Lhaut hori zed URL Access to waw cogat . idf.il/size220x0/ si p_st or age Bl ock 1
74.82.47.3 Lhited Sates |[147.237.72.167[i shuri maka. i df . ifUnaut hori zed URL Access to 147.237.72. 167/ B ock 1
66.249.78.95 |[Israel 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to 147.237. 77. 216/ 1065- he/ dover . aspx Bl ock 1
192. 243. 55. 134 [Doni ni ca 147.237.72. 166 [aka. i df . i | D stributed Uauthorized LRL Access on waw aka. i df . i|/gi yus/ kadat z Bl ock 1
66.249. 78.236 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ | ayout 2. css Bl ock 1
37.142. 190. 206 [l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw tikshuv.idf.il./favicon.ico Bl ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72.166|aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192.243. 55. 132 Bl ock 1
77.247.181. 162 |Net her | ands 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on waw i df .i|/894-he B ock 1
66.249.78.102 [ srael 147.237. 77. 216 |dover . i df . | D o el dover aspx B ock 1
176.56.230.79 [Netherlands  [147.237.77. 216 |dover. i df . i m;;ﬁ?‘f/?‘ze{?’;ﬁﬁ{iripts/jquery/jquery_l. 42 nins B ock 1
66.249. 78. 242 |Israel 147.237.76.42 |refuah.idf.il ﬂ?”;:fr;gig/g;r focﬁz nttgcri s/ query/ dl obel | Bl ock 1
64.19.78.243 |Whited Sates [147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
181.215.1.105 |Chile 147.237.77. 216 |dover.idf .il Unaut hori zed LRL Access to waw i df.il/english/>israel Bl ock 1
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
66.249. 64.133 I srael 147.237.77. 234 |hal ag. i df .i | multog?rsi“zs:aﬁ.f‘éﬁsflstizemom 5 storage Bl ock 1
77.247.181. 162 |Net her| ands 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to v i df . il/1133-20187- he/ dover . aspx) Bl ock 1
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