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Signature Device Action Count
74.91. 28. 61 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 34 yohal an.i df .i | B ock Np Al _Net drop 1
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Attacker Address |Target Address

195. 34.150.18  |147.237.77.216

At acker
Gountry

Austria

dover.idf.il

Signature
Tehila - Perl LWP wth fake user agent

~

213. 244. 233. 123|147. 237.0. 16

ny-kosher-kravi .idf.il

ET SCAN Potential SSH Scan

41. 33. 231. 90 147.237.77. 216

Egypt

dover.idf.il

Tehila - Perl LWP wth fake user agent

222.73.202.85 |147.237.76.176

Chi na

test.ncore.idf.il

ET SCAN Potential SSH Scan

183. 61. 109. 189 [147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072
222.73.202.85 |147.237.76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan

183. 61.109. 189 [147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -f -sS
222.73.202.85 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan

175. 143. 70. 237 |147. 237. 77. 205 Ml aysi a prisha.idf.il ET SCAN NVAP -sS wi ndow 2048
222.73.202.85 [147.237.76.39 |China nobi | e.nei tav.idf.il |ET SCAN Potential SSH Scan
146.185.250.2 |147.237.0. 33 ?ég:;;m idf.il ET SCAN NVAP -sS wi ndow 1024
222.73.202.85 |147.237.76.34 |China yohal an. i df il ET SCAN Potential SSH Scan
222.73.202.85 |147.237.76. 202 |Chi na e haagidf.il ET SCAN Potential SSH Scan
82.117. 208. 243 |[147.237.76. 30 hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024
213. 244. 233. 123|147. 237. 0. 35 akaws. i df il ET SCAN Potential SSH Scan

ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

2
2
1
1
1
1
1
1
1
1
1
1
1
1
14.145. 4. 65 147.237.8.46 |[China e. chinuch.idf.il Potential Scan or Brute Force 1
222.73.202.85 |[147.237.76.199|Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
5.199.172.154 [147.237.0.33 |Lithuania idf.il ET SCAN NMAP -sS wi ndow 2048 1
222.73.202.85 |147.237.76.197 |Chi na e himush.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147(147. 237. 77. 227 | ted Sates e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
222.73.202.85 [147.237.76.177|China ncore.idf.il ET SCAN Potential SSH Scan 1
185. 56. 28. 72 147. 237. 72. 217 [Net her | ands eidf.il ET SCAN Potential SSH Scan 1
222.73.202.85 |147.237.76.148|hina ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
183. 61. 109. 189 |147.237.0.34 [China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
222.73.202.85 |147.237.76.86 |thina navy.idf.il ET SCAN Potential SSH Scan 1
175. 143. 70. 237 |147. 237. 77. 205 Ml aysi a prishaidf.il ET SCAN NVAP -sS w ndow 3072 1
222.73.202.85 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
175. 143. 70. 237 |147.237. 77. 205 [Mil aysi a prisha.idf.il ET SCAN NVAP -f -sS 1
222.73.202.85 |[147.237.76.38 [China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
93.189. 26. 18 147.237.77. 121 |Austria e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.73.202.85 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
222.73.202.85 |147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
213. 244. 233. 123[147. 237. 0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
5.199.172.154 |147.237.0.33 |Lithuania idf.il ET SCAN NVAP -sS wi ndow 4096 1
222.73.202.85 |147.237.76.198|hi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
213. 244. 233. 123[147. 237. 0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
5.199.172. 154 [147.237.0.33 |Lithuania idf.il ET SCAN NVAP -f -sS 1
222.73.202.85 |147.237.76. 196 |Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
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Vb Servers 9 ow HITP Deni al of

207.241.229. 100|United Sates [147.237.72. 166 |aka.idf.i| : . rej ect 40
Mol ation Servi ce
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
202. 165. 197. 246 Zlaip:;‘a'\bw 147.237.77. 216 |dover. i f.il  |drop First packet isnt SWN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TQP Invalid i i ssi
109.67.59.49  [israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.78.252 |Whited Sates |147.237.0.19 |madimatal.idf.il 9 =g Invalid segnent retransnission. drop 6
Ret r ansm ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data  |nonitor 4
128.194. 131. 148|Whited Sates |[147.237.72. 166 |aka. idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
Sreanming Engine: TGP Invalid i i ssi
66.249.78.170 |tnited Sates |[147.237.76.200 [eitan. aka.idf.il 9 =g Invalid segment retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.45.198 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 217. 10 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.30.17  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
40.77.167.105 |Wiited Sates |147.237.77.243|nobile idf. il 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.80  |UWnited Sates |147.237.72. 167 |i shurimaka.i df .i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
128.104. 131. 148|Wnited Sates (147, 237. 72. 156 |anan. i df i Bad TCP sequence SNretransmt with di fferent monitor |2
w ndow scal e
37.46.39.113 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop
103. 14. 88. 99 ZJaiprL]’:a'\EW 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
68.194.87.253 |United Sates [147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il|drop SAMrul e drop 1
74.125.93.100 |[Uhited Sates [147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 1
220. 181. 108. 163|Chi na 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
149. 78. 184. 243 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
81. 169. 237. 146 |Ger many 147.237.76. 177 |ncore.idf . i drop SAMrul e drop 1
46.121.140.73 |Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 1
202. 165. 197. 246 zip::al\bw 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
202.165. 197. 246 P42 NW 1147 237, 77. 216 |dover.icf.il  |Bad TCP sequence SINAQC retransmt with different | opnitor |1
QUi nea w ndow scal e
128.194. 131. 148|Wnited Sates |[147.237.72. 156 |anan. i df .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
79.181.64.160 |Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 247. 224|thited Sates [147.237.0.200 |rdu.idf.il Geo-1 ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1
81.169. 237. 146 |Ger many 147.237.77. 179 |e. nazi . i df .i | drop SAMrul e drop 1
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128.194. 131. 148|United Sates |147.237.72.166|aka.idf.il Miltiple NLLL Character in Method from 128.194. 131. 148 B ock 7
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243, 55. 130 B ock 4
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 132 B ock 3
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 129 B ock 3
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243, 55. 134 B ock 3
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 131 B ock 3
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 3
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 192. 243,55, 135 B ock 3
5.29.93.171 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85. 214. 155. 116 |Ger nany 147.237.77.216|dover. i df . il Distributed Unaut hori zed URL Access on www i df.il/894-he B ock 2
192. 243. 55, 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 192. 243, 55, 138 B ock 2
188.143.232.34 [0 147. 237.77. 176 |nat pash. i df . i | maﬁtggt e i\':f;glli_g;/fcro‘;?aes;): Bock |1
111.13.102.5  |China 147.237.76.42 |refuah.idf.il ﬁ?“;g?r'?éejﬂﬁp _Acstcfrsjg;ﬁi | es/ 21 3192, pef Bl ock 1

Unknown Par anet er
2.54.33.154 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

204.124.83.130 |lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
176. 10. 104. 240 |Saitzerl and 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on wwidf.il/error. htm Bl ock 1
66.249.78.245 |[Israel 147.237.76.200|ei t an. aka. i df . i | [Unknown Paraneter SearchText in eitan. aka.idf.il/938-heleitan. aspx None

192. 243.55. 136 |oni ni ca 147.237. 72. 166 |aka. i df . i | et s Lot ot o v seneral . aspx7cat| d-G8435 Hock |1
128.194. 131. 148|lhited Sates |147.237.72. 156 |aman. i df .i | D stributed Wnaut hori zed LRL Access on list.ips.gov.il/robots. txt B ock 1
204.124.83.130 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/tenpl ates/articl e/ ylcebowts7a  |B ock 1
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka.idf.il/giyus/kadat z B ock 1
176. 10. 104. 240 |[Snitzerl and 147.237.77.216|dover.i df . il Ml tipl e Unhauthorized URL Access from 176. 10. 104. 240 B ock 1
66.249.78.245 |[Israel 147.237.76.200(ei t an. aka. i df . i | [Lhknown Paraneter SortDir in eitan. aka.idf.il/938 en/ eitan. aspx None 1
192. 243.55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243, 55. 137 B ock 1
46.165. 230. 5 Ger many 147.237.77.216|dover.i df . il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
176.10.104. 240 |Swtzerl and 147.237.77. 216 [dover . i df . i | vl:‘x/q\x?\zuitgfo.ril IZ/etdenL:)?_atAeCsclzsr? itcclje/srcz" ht t p: / waw yout ube. cond v/ Onwgt cl d1f e Bl ock !
128.194. 131. 148|Uhited Sates [147.237.72.166|aka.idf.il NULL Character in Method Bl ock 1
66.249.64.191 | srael 147.237.77.74 |lawidf.il me?iwﬁfﬁtf;gﬁipg Zsaef‘ri;i"t n None 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka.idf . il /v tikshuv.idf.il Bl ock 1
178. 255. 215.87 |France 147.237.77.233|atal .i df.il ;f;“_tich’r. ii szf’enlﬁ atic;gﬁzr;dc;usemomml of header Upper Bl ock 1
109. 67. 59. 49 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock 1
192.243. 55. 138 | Doni ni ca 147.237.72. 166 [aka. i df . i | mugtg.r: Ehsdi Iullrraﬁlcgfys/uts;)gener al . aspx?cat i d=59331&doci d=73449 B ock !
192.243.55. 131 |Dom ni ca 147.237.72.166 [aka. i df . i | V\u;\:/i\zu;Eg.r: zlfefji r‘/lna?fllcgisf/ugfgener al . aspx?cat i d=59268&doci d=65421 Bl ock !
176. 10. 104. 240 |Saitzerl and 147.237.77. 216 |dover.idf . il D stributed Unauthori zed URL Access on wa i df .il/894-he Bl ock 1
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