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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
74.91. 28. 58 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df . i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

188. 165. 15. 214 France 147. 237.77. 226 vy, chanat z. aka. i df . i | 228: HITP. AwrefBot crawer B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
139. 194. 68. 57  [147. 237. 76. 147 |I ndonesi a chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
104.155.82.12 |147.237.0.33 |lhited Sates |[idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.211 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
77.85.35. 211 147.237.77.19 |Bilgaria lawforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
209.126. 116. 147(147.237. 76. 31 |Lnited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 28. 72 147.237.76.86 |Netherl ands navy. i df.il ET SCAN Potential SSH Scan 1
139. 194. 68. 57  [147. 237. 76. 147 |I ndonesi a chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
139. 194. 68. 57  |147. 237. 76. 147 || ndonesi a chi nuch. aka. i df .i | ET SCAN NVAP -f -sS 1
104. 128. 144. 131|147. 237. 8. 45 [Canada eeitanidf.il ET SCAN NMAP -sS wi ndow 3072 1
77.85.35. 211 147.237.77.19 |Bilgaria lawforumidf.il ET SCAN NMAP -sS wi ndow 4096 1
911.20.129. 79 |147. 237 76.30 |Tai van hivushi il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 56. 28. 72 147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Country‘Target Address |Ste Signature
207.241.229. 100|Wited Sates  |147.237.72. 166 |aka i of il Veb Sgr ver Enf or cerent Veb Servers Sow HITP Denial of | 38
Mol ation Servi ce
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
172.56.20. 149 |wnited Sates 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> RST rej ect 20
86.176. 146. 147 |United Kingdom ([147.237.77.216|dover.idf.il drop First packet isn't SN drop 18
54.244.22.103 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 13
2.54.100. 208 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 11
212.143.142.56 |Israel 147.237.77. 216 |dover.idf i drop First packet isn't SIN drop 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
195.34.150.18 |Austria 147.237.77. 216 |dover.i df . i | B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
104. 237. 152. 195 147.237.77. 216 |dover.idf i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
141.8.184.5 :Zg::tnim 147.237.72. 166 |aka. i df . ;{ ?Z‘:L?g SE:ig(l):e: TP Invalid :DZ\cl;ak]eitd dsreggsgfi retransmssion. 4 o0 3
109. 67.187.98 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TGP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.19.86. 4 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
79.180.27.141 |israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TGP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.52.2.73 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
46.19.86.213  |Israel 147. 237.77. 243 |nobi l e.i df .i1 Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.52.129.181  |Israel 147.237.72. 166 |aka.i df .i Streamng Engine: TCP Inval id invalid segnent retramsmission |, ) 3
Ret r ansni ssi on Packet dropped.
54.244.22.103 |Lhited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SN drop 3
37.46.39. 108 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d AGK nunber noni t or 3
2.52.159. 49 | srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
66.249.78.223 |Uited Sates  |147.237. 77. 243 |nobile.iof i1 Streaning Engi ne: TCP Invalid finvalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.meitav.idf.il |drop SAMrul e drop 2
66.240.78.233 |Wnited Sates  |147.237.76. 200 |eiten akaich.il || 2 NG Engine: TP Invalid finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
52. 33. 66. 29 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 2
85. 250. 116. 49 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
94.230. 86. 160 [l srael 147. 237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
81. 169. 237. 146 |Ger many 147.237.8.45 |e.eitanidf.il drop SAMrule drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
54.241.198.78 |lhited Sates 147.237.77. 216 |dover.i df . i | B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |2
46.121.206.65 [Israel 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 2
2.54.39.29 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I nval i d ACK nunber roni t or 1
87.69.208.194 [lIsrael 147. 237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
46.163.68.111  [Ger many 147.237.77. 216 |dover.idf .i | drop SAMrule drop 1
37.142.68. 72 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 1
81.169. 237. 146 |Ger many 147.237.77. 179 |e.nazi .i df il drop SAMrul e drop 1
54.244.22.103 |lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
149. 88. 111. 32 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
91. 214. 201. 107 &L:g?‘i’i' o 147.237.76.199 |e.nakehal .idf.il  [Geo-1 ocation enf or cement ifo'r 222;“0“ i nbound drop 1
212.124.109. 166|Uhited Sates 147.237. 77. 216 |dover.i df . i | B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
37.142.68. 72 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
128.194. 131. 235|Uhited Sates 147.237. 72. 156 |anan. i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
54.244.22.103 |[thited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
23.96.208.137 |Lhited Sates 147.237.77. 216 |dover.idf. | B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
52.49.79.6 Lhited Sates 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
128.194.131. 235|Wited Sates  [147. 237. 72. 156 [anan.if . Bad TCP sequence md:)?vr:é:”lt wth different moni tor 1
85.250.116.49 | srael 147. 237. 72. 166 |aka. i f . Bad TCP sequence ;ﬂﬁ*ﬁtrﬁ;gx?&?th moni tor |1
46.118. 155. 216 [Wkrai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 1
184.168.152.6 |Lnited Sates 147.237.76.31 |nakchal .idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
104. 128. 144. 131|Canada 147.237.0.15  |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il |drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 120. 125. 51 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 12
109. 67. 134. 105 |l srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock 8
104. 237. 152. 195 147. 237.77. 216 |dover . i df . i | \;Pjrwaﬁf?ri IT/yfgm\;_ Z'n‘;‘t dio‘\)/';rc_t;sosf@m ent P acetbl der 1txt Enai | in B ock 4
46. 165. 230. 5 Ger many 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waw i df .il/894-he Bl ock 4
46.165. 230. 5 Ger many 147.237.77.216|dover.idf .il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 4
2. 54. 160. 65 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176.10. 99. 205  |Satzerl and 147.237.77.216|dover.idf . il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 3
37.142.68.8 I srael 147.237.77. 176 [mat pash. i df . i|  |PHP Attenpt Bl ock 3
37.142.68.8 I srael 147.237.77. 176 |nat pash. i df . i|  [Wnhauthorized URL Access to waw cogat.idf.il/xnrpc. php B ock 3
66.249.78.159 |[lsrael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm Bl ock 2
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 135 B ock 2
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 129 B ock 2
128.194. 131. 235|Uhited Sates |147.237.72.156|anman. i df . il Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
89. 106. 244. 100 |Bel gi um 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-admin/ B ock 1
192.243.55. 135 |Domini ca 147.237.72. 166 |aka. i df . i | m“;ﬁ‘:z'dﬁdl ﬁ?‘ mfﬁﬁ;f? def aul . aspPcati d=47784 Bock |1
66. 249. 69. 32 I srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx B ock
181. 88.228. 112 |Argentina 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i|/gen204 B ock 1
68.180.230.29 [United Sates  [147. 237.77. 176 |nat pash. i df . i | \;P:rwazf;zrt pe M /oég;?ﬁeﬁggg?waisgx HBock |1
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwwu aka. i df . il/giyus/ kadat z B ock 1
162.243.188.75 [lhited Sates [147.237.77.176|matpash.idf.il |Wauthorized URL Access to / B ock 1
89. 169. 90. 81 :Z:::Inl on 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in wwaka.idf.il/brothers/skira/default.asp None 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 137 B ock 1
66.249.69.48 Israel 147. 237.77. 216 |dover . i df . i | e o e e e/ dover . aspx HBock |1
109. 65. 80. 7 I srael 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
68.180.230.29 |Lhited States |147.237.77.176|nat pash.idf.il [Paraneter Type Mol ation PageNumin wan cogat . idf.il/901-ar/cogat. aspx |Bl ock 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/giyus/kadat z B ock 1
89. 238. 188. 119 Ei"";gegom 147.237.76.42 |refuah.idf.il  |thauthorized URL Access to refua atal .idf.il/ol o wp-adnmin B ock 1
192. 243. 55. 137 |Domi ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i1/ hinuch B ock 1
Uhaut hori zed URL Access to
8.37.70. 104 Uited Sates |147.237.77.216|dover.idf.il W i df . i1/ 1414- 22572- hel dover . aspx&usg=al kj r hj r 7t r 4f wav_ngwuet nb |Bl ock 1
cr h10ur eg
192.42.116.16 |Netherl ands 147.237.77.216|dover.idf .il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
109. 65. 80. 7 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmnrpc. php B ock 1
68. 180. 230. 244 |Whited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273- he/ at al . aspx B ock 1
65.75.160.133 |lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adm n/ B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/giyus/general B ock 1
176. 10. 99. 205 Sntzerl and 147.237.77.216|dover.i df . il Mil tipl e Whaut horized URL Access from 176. 10. 99. 205 B ock 1
91.226. 212. 160 |Wkraine 147.237.77.216|dover.idf .il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
216. 218. 207. 138|lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df .il/1294- he/ v i df . i | B ock 1
68.180.228.170 |lLhited Sates |147.237.72.156|anman.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
192.42.116.16 |Netherl ands 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
Unknown Par anet er
85. 250. 248. 192 [l srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Questi on$ |None 1
40 in aka.idf.il/main/gi yus/ questionnai re. aspx
66.249. 65. 122 |l srael 147.237.76.200|ei tan. aka. i df . i | [Uhaut hori zed URL Access to waw ei tan. aka.idf.il/tenpl ates/ news/{"key":" |B ock 1
176.10. 99. 205 [Swtzerland 147.237.77.216|dover . i df . il Unaut hori zed URL Access to wwuidf.il/894-he B ock 1
95. 139. 148. 130 :32::1”' on 147.237.72. 166 [aka. i df . i | Unknown Paraneter doci d in vwwe aka. i df.il/brothers/skira/ defaul t.asp None 1
68.180.228. 175 |Whited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9703- he/ r ef uah. aspx  |B ock 1
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