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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
104. 255. 70. 247 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
142.54. 160. 213 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
153. 188. 176. 67 Japan 147.237.76. 38 eeneitav.idf.il |Bock Wp Al Nets drop 1
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



02-07-2016-01:04:05 to 02-07-2016-02:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
86. 176. 146. 147 |1 1€ 147. 237. 77. 216 |dover.i df .i | drop First packet isnt SYN drop 422
Ki ngdom
Veéb Server Enforcenent HTTP Deni
207. 241.229. 100|Wited Sates |147.237. 72. 166 |aka.i df . i1 _ Veb Servers S ow Denial of | o et 40
Mol ation Service
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
37. 46. 39. 165 I srael 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |28
Lhi ted R SWNretransmit wth different )
86.176.146.147 | ngdom 147.237. 77. 216 |dover.i df .il Bad TCP sequence wi ndow scal e nonitor |24
172.56.21.196 |Wited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
156. 170. 176. 237 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
reamng Engi ne: TCP Invali i i ssi
79.177.36.238 | srael 147.237.77. 243 |robi L e. i of .1 Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 9
Ret ransni ssi on Packet dropped.
192. 115. 177. 203|I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
89.139.1.110 [ srael 147.237.77. 233 |atal .idf il Bad TCP sequence SNretransmt with different | oo |7
w ndow scal e
46.19. 85. 54 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
reamng Engi ne: TCP Invali i i ssi
79.180.19.230 |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 212 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
46.19. 85. 54 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 212 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
80. 179. 14. 94 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 5
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
85. 64.206.122 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 54 I srael 147.237.77. 226" chanatz. aka. 1df 1paq TOP sequence Inval i d ACK nunber aert 4
37. 46. 39. 165 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 54 I'srael 147.237.77. 226 '} chamatz.aka.1df |pag TGP sequence Inval i d ACK number moni tor |4
Russi an . o Streaming Engine: TCP Inval id |invalid segnent retransmission.
93. 158. 152. 49 erat i on 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansmi si on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
79.177.80.16  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
105.90.179.21  |Egypt 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
77.127.193.91 |israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an . L Streanming Engine: TCP Inval id |invalid segnent retransnission.
130. 193. 37. 16 erati on 147.237.0.34 |tikshuv.idf.il Ret 1 ansmi si on Packet dr opped. drop 3
212.76.127. 44  |lIsrael 147.237.77. 234 |hal ag.i df .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
Sreanming Engine: TCP Invalid i i ssi
79.177.34.44  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.0.218  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
75.126.221.55 |Lhited Sates |147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
Sreanming Engine: TCP Invalid i i SSi
66.249.78.184 |lnited Sates |147.237.76.200 [eitan. aka idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
75.126.221.55 |lLited Sates |[147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 2
Sreaning Engine: TCP Invalid i i Ssi
66.249.78.245 |Wnited Sates |147.237.76.200|eitan aka idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
62.128.48.166 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Lhi ted o
86. 176. 146. 147 Ki ngdom 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249.65.82  |lWited Sates |147.237.76.200 |ei tan. aka.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
172.56. 39. 84 Lhited Sates |[147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TCP Invalid i i ssi
66.249.78.177 |United Sates  |147.237.76. 200 [ei tan. aka i df i1 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
62.0.117. 82 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber alert 1
213.57.171. 164 |l srael 147.237.72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
176. 13.19. 74 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 1
46. 19. 86. 31 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 130. 169 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
195. 60. 232.57 |l srael 147.237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
62.0.117.82 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
172.56.21.196 |Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
176. 13.19. 74 I srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1




02-07-2016-01:04:05 to 02-07-2016-02:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
86. 176. 146. 147 E?';;gom 147.237.77. 216 |dover.idf . il Aut onat ed Ml nerabi 1ty Scanni ng Bl ock 1305
109. 186. 26.34 |l srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (404) in Session from 109. 186. 26. 34 |B ock 202
109. 186. 26.34 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 107
109. 186. 26.34 |l srael 147.237.0.19 |nmadimatal .idf.i|Too Many of the Same Response Code (403) in Session from109. 186.26.34 |B ock 92
109. 65. 111. 23 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 4
46. 19. 85. 46 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code Bl ock 3
149.78.26.235 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.177.36.238 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
62.219. 208. 193 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 2
5.29.93.171 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
216.218. 207. 138 ;h;:ee: 147.237.77. 216 |dover. i df . i | Unhaut hori zed URL Access to v i df.il/1294-en/wan idf.il/english B ock 1
81. 106. 46. 80 E?';;gom 147.237.76.30 |hi nush.idf.il Illegal Byte Code Character in Header Nane p/ AZASASA?A™A! AJA A AR &K [B ock 1
66.249.78.233 |[Israel 147.237.76.200(ei tan. aka. i df . il [Miltiple Unauthorized URL Access from 66.249. 78. 233 Bl ock
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/ vi ew pi ct ures. asp B ock
89. 139. 1. 110 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx B ock 1
Lhknown HTTP Request Method AT[[#0]][[#0]][[#0]] CAE[[#11]] A'AcelE
Lhi ted . . . a RA—P{ [#27] 1 [ [#30] 1 A\ A Ac[ [ #3]1 A2l A AYA2d[ [ #7] 1 A &A[ [ #19] ] AeA
81.106.46.80 i ngdom |47-287-76-30 |NEMUSR Tt i1 oo r i)y 1427111 A 21 [ #6]] « AoAoRoul Ay AShomi AARRARAYA A & (B [
AL A%oA"A2 A2 +[ [ #20] ] RAW AceAA [ [ #7] ] A¥( A%.=1A€A,
67.52. 46. 10 ;“;tteeg 147.237.77.233|atal .idf.il Ostributed eMi| Hoardi ng B ock 1
162. 243. 175. 80 g‘;tt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english B ock 1
Unknown Par anet er
109. 66. 157. 218 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphhai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03%chl Questi on$74 in [None 1
aka.idf.il/nain/gi yus/ questi onnai re. aspx
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ 1381- 16313- he/ dover. aspx  |B ock 1
Unknown Par anet er
37.142.190.63 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01%$ct | 03$chl Quest i on$67 i n |None 1
aka.idf.il/main/giyus/ questionnaire. aspx
Il1legal Byte Code Character in Method AT[#0]][[#0]][[#0]]CAE[[#11] ] AAcele
Lhi t ed : Do a RE—P[[#27] ] [ [#30]] Aj A Ac[ [#3]] A2l A AYEd[ [ #7]] A &A[ [ #19]] Aok
81.106.46.80 |\ gdom  |147-237-76.30 (himush. il U1 )y [ Tua71 1 A 2L [ 48] ] - Ao AoAkoRA; ASAOMAT A ARARAATA Ad Hock |2
AL A%oAAR A2 +] [ #20] ] RAW AceAA [ [ #7] ] A¥( A%o=1A€A,
66.249.78.236 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storagel il es/ 4/ 2974. | pg Bl ock
66. 249. 69. 32 | srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- 15044- he/ dover . aspx B ock
91. 109. 247. 173 LK!i“r:ge(cijom 147.237.77.216|dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 91.109. 247. 173 Bl ock 1
84 229.173. 130 |1 srael 147.237.72. 166 |aka. i df .i | mknom Par‘ ama? er c_tl OQ$ctI 00$cphMai n$TochenPl aceHol der $bt nAt udaBack None 1
in ww aka.idf.il/nain/giyus/atuda/ asnacht a. aspx
172.56. 21. 196 Lsh'mt:: 147.237.77. 216 |dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
68. 180. 228. 175 g;g: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Unhaut hori zed URL Access to wwyidf.il/international _training/ Bl ock 1
86. 176. 146. 147 zlnt:gom 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
81. 106. 46. 80 E?Ir:g}egom 147.237.76.30 |hi nush.idf.il Mal f or med HTTP Header Line 1 B ock 1
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storagel fil es/ 8/ 2828. | pg Bl ock 1
66.249.74.104 |lIsrael 147.237.77. 170 |mmar achot . i df . i | [Mil ti pl e Uhaut hori zed URL Access from 66. 249. 74. 104 B ock
91. 109. 247. 173 LK!i“r:ge(cijom 147.237.77. 216 |dover. i df . i | Unhaut hori zed URL Access to wwwy i df.il/1133-21915-ar/i df gdover. aspx B ock 1
85. 65. 43. 172 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unauthorized Method for Known URL from 85. 65. 43. 172 B ock 1
192, 243.55.133 |Dominica [147.237.72.166|aka.idf.il Mil tipl e Uhauthorized URL Access from 192. 243, 55. 133 B ock 1
109. 186. 26. 34 |l srael 147.237.0.19 |[madi matal .idf.i|Too Many 403: Response Code per Session Bl ock 1
66.249.78.166 |lsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
87. 68. 150. 51 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
81.106. 46,80  |Jted 147.237.76.30 |hinush.idf.il  |Miformed LR Bock |1
Ki ngdom
. . . |Unaut hori zed URL Access to
66. 249.78. 245 I srael 147.237.76. 200 [ei tan. aka. i df . i1 eitan. aka.idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
157. 55. 39. 100 g];::: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/barmachane/ B ock 1
66.249.74.106 |lIsrael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77.170/ pdf/ fil es/ 3/ 112243. pdf B ock 1
85. 65. 43. 172 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df.il/mai n/ sachar/f ag. aspx Bl ock 1
2.54.185. 57 I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex Bl ock 1
192. 254. 204. 106 g“;:s 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 1
81. 106. 46. 80 LK!i“r:gegom 147.237.76.30 |hi nush.idf.il Abnormal |y Long Request net hod Bl ock 1
109. 186. 26.34 |l srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session Bl ock 1
. . - Unaut hori zed URL Access to
66.249.78.223 |[Israel 147.237.77.243|nobi l e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1774 B ock 1
66.249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 5/ 3295.  pg B ock 1
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