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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action [Count |

82. 145. 209. 204 Eur ope 147.237. 76. 42 refuah.idf.il B ock_Ip V¢b_In drop 8
79.178. 20. 85 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Wdp All Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2
185. 56. 28. 67 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Wp Al _Nets drop 1
173.195. 0. 21 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TP H ags drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 dr op 1
173.195. 0. 22 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
66. 249. 81. 212 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
173.195. 0. 23 Lhited Sates 147.237.72. 166 aka.idf.il Inval i d TP H ags drop 1
142. 54. 160. 212 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 drop 1




02-07-2016-00:04:00 to 02-07-2016-01:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount
23.91.70.94 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
108. 67. 169. 124 Lhited Sates 147. 237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
45.79.193. 230 147.237.77. 216 dover.idf.il Cl04: HTTP. Access to - pagei nfo. php B ock 1
202. 124. 109. 87 New Zeal and 147.237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
62.210. 226. 9 France 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
85. 244, 191. 251 Por t ugal 147.237.77. 216 dover.idf.il Q008: HTTP:. Xenu User Agent B ock 1
103. 14. 234. 54 I ndi a 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



02-07-2016-00:04:00 to 02-07-2016-01:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
r N ine: TCP Invali i i ssi

31.210. 180. 249 |israel 147, 237.76. 200 [ei tan. aka i o, 11| €3 NG Engi ne: TP Invalid invalid segnent retransnissi on, dr op 198
Ret r ansm ssi on Packet dropped.

212.76.127.10 |lsrael 147.237.77.233|ata .idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 117
Vb Server Enforcenent HTTP Deni

207. 241. 229. 100|Wited Sates |147.237.72. 166 |aka idf.il . Ve Servers S ow Denial of | et 40
Mol ation Service

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

84.228. 53. 218 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 12

212.76.127.111 |lsrael 147.237.77. 233 |atal .idf il Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or 9

151. 224. 58. 159 z‘;;gom 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TGP Invalid i i ssi

66.249.78.184 |Wnited Sates |147.237.76.200 [eitan. aka.idf.il g =g Invalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

90. 197. 111. 47 LK!i“r:gegom 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 6

2.54.149. 90 I srael 147.237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi

66.249.78.223 |lhited Sates |147.237.77.243|nobile idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.

41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

46.117.137. 115 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

79.181.128. 211 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning BEngine: TCP Invalid i i ssi

2.54.48.210  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion drop 3
Ret r ansm ssi on Packet dropped.

81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop

79.179.16.216 |Israel 147.237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i sSi

5.102.192. 141 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.

185.32.179.19 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning BEngine: TGP Invalid i i ssi

46.19.85.214  |israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion drop 3
Ret r ansm ssi on Packet dropped.

94.230.86.156 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi

109. 66. 188. 61 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.54.181.191  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

79.183. 101. 225 |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

31.168. 147. 148 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

77.125.109. 191 |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 64. 49. 219  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

37.46.38.143  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.183.217.90 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnssi on. drop 3
Ret ransm ssi on Packet dropped.

182.118. 21. 205 [China 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi

87.68.54.175  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.

81.169. 237. 146 |Ger many 147.237.76. 176 |test. ncore.i df .i|dr op SAMrul e drop 3
Sreaning BEngine: TCP Invalid i i ssi

79.178.59.16  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion drop 3
Ret r ansm ssi on Packet dropped.

46.117.137. 115 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert

5.39.93. 143 France 147.237.77. 176 |matpash.idf.i| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i sSi

79.183. 217. 235 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.

46. 19. 85. 165 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or

31.210.187. 201 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

80.246.133.49 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransnssi on. drop 2
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

5.29. 38. 247 I'srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dropped.

5.102. 254. 48 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TAP Invalid i i ssi

66.249.78.239 |lited Sates |147.237.76. 200 |eitan. aka idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dropped.

46. 19. 86. 91 | srael 147.237.0.34 [tikshuv.idf.il |drop SAMrul e drop 2
Sreaning Engine: TGP Invalid i i ssi

192. 243, 55. 138 |Domi ni ca 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dropped.

46.19. 86. 91 I srael 147.237.76.86 [navy.idf.il drop SAMrul e drop

5.29.252.2 I srael 147.237.77. 170 |maarachot . i df . i [[Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

66.249.65.88  |Uited Sates [147.237.76.200 [ei tan aka idf.il 9 =g Invalid segnent retransmssion. dr op 2
Ret r ansm ssi on Packet dropped.




02-07-2016-00:04:00 to 02-07-2016-01:04:00

A tacker

Attacker Address count ry Target Address |Ste Signature

185. 3. 144. 42 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2




02-07-2016-00:04:00 to 02-07-2016-01:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Country ‘Target Address |Site Sgnature Action ‘Count
31. 154. 135. 230 [l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 457
95.86.127.73 |lIsrael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from 95.86.127. 73 |B ock 167
31. 154. 135. 230 |l srael 147.237.0.19 |nadi matal .idf.il ;gf’l'\ﬂyl;; tzgg Sane Response Code (403) in Session from B ock 157
31. 154. 135. 230 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 134
37.142.137. 251 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 37
94.199. 151. 22 t’i‘i;;gom 147.237.0.34 |tikshuv.idf.il |Mitiple Uhauthorized URL Access from 94,199, 151, 22 Bock |9
2.54.135. 90 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 133 B ock 4
176. 126. 252. 11 |Ronani a 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. idf.il/firstgov/inages/ he/ govcon/  |B ock 4
37.142.233.38 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip _storagel/files/ 7/ B ock 3
46.117. 142. 186 I srael 147.237.77. 243 |nobi l e. i df . i | %;ﬂtg‘?rc:fz_??/g:t‘eggrcy‘im s/ 1 st chi | ddocunent s 1071 B ock 3
31.168. 68. 203 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.116. 164. 20 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 211. 28 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
192. 243. 55. 136 |Domi ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243.55. 136 B ock 2
79.178.149. 178 |I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df.il/hi nush B ock 2
37.142.233.38 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 37. 142, 233. 38 B ock 2
109. 16. 156. 126 |Lhited Sates |147. 237. 7. 216 [dover. i df . i | chaut Qfo.riilzli‘? piof‘;;iffi sl 2622040 17 468, pg Bock |2
66. 249. 78. 233 |Israel 147.237.76.200|ei tan. aka. i df . i | |Unhauthorized LR Access to eitan. aka.idf.il/tenpl ates/sitenap/ sitemap. aspx [B ock 1
162. 243.255. 53 |Lhited Sates |147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed URL Access from 162. 243. 255. 53 B ock 1
46.165.230.5 [Gernmany 147.237.72. 156 |anan. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
Unknown Par anet er
79.176. 194. 110 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$35 [None 1
inakaidf.il/main/ g yus/questionnaire. aspx
173.161.52. 213 |Lhited States |147.237.77. 176 |mat pash. i df .i|  |eMil Hoarding B ock 1
66. 249. 74. 106 |l srael 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed UR. Access to 147.237.77.170/ pdf/fil es/ 3/ 110873. pdf B ock 1
41. 238. 122. 164 |Egypt 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
86.107.110. 49 |Romani a 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to www aman. i df.il/nodiin/& B ock 1
66.249. 78.234 |l srael 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ Bl ock 1
162. 243. 255. 53 |Lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/14-he B ock 1
54.234.74.215 |Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unauthori zed URL Access from 54. 234. 74. 215 B ock 1
94.199.151. 22 E?Ir:;gom 147.237.0.34  [tikshuv.idf.il vl{wq\:\zuttihl?srrlluzvé? dlfJ.:ai_I ffgr?p?lsattgs/ cont act us/ cont act us. aspx B ock !
2.54.167.58 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249.78.97 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock
Unknown Par arret er
176.13.7.127 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$41 [None 1
in aka.idf.il/nan/giyus/questionnaire. aspx
41. 238. 122. 164 |Egypt 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
149.78.54. 176 |l srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in vwwaka idf.il/tiznoret/fag/ default.asp None 1
87.68.54.175 |[lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/undefi ned Bl ock 1
66. 249. 78. 239 |Israel 147.237.76.200(ei tan. aka. i df . i | |Unknown Paraneter searchText in eitan. aka.idf.il/983-en/ eitan. aspx None 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 138 B ock 1
173.161.52. 213 |Lhited Sates [147.237.77.74 [law idf.il Enail collector robots 14 Bl ock 1
54.234.74.215 |wited Sates |147.237.77.216|dover.idf .i| Uhaut hori zed URL Access to waw i df . il/894-he/ B ock 1
95. 45. 254. 123 |irel and 147.237.72. 167 |i shuri maka. i df . i|SSL Untraceabl e Connection - Protocol violation (SSL_CGONN CLIENT_ HALLQ [None 1
Unknown Par arret er
5.28.181. 48 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$20 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
83. 130. 100. 170 [l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general . aspx None 1
Unknown Par anet er
176.13.7.127 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetol der $ct | 13$ct | 01%ct | 03$chl Quest i on$71 [None 1
inakaidf.il/nain/giyus/questionnaire. aspx
46.117.137. 115 |I srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waw idf.il/aman Bl ock 1
157.55.39.79 |Lhited Sates |[147.237.72.166|aka. i df .il Unknown Paraneter tmin ww aka.idf.il/main/giyus/ None 1
91. 109. 247. 173 t’i‘i;;gom 147.237.77. 216 |dover . i df . i | Ml tipl e Wnaut hori zed URL Access from 91. 109, 247. 173 B ock 1
31. 154, 135. 230 |l srael 147.237.0.19 |nadi matal .idf.il|Too Many 403: Response Code per Session B ock 1
66. 249. 78. 245 |Israel 147.237.76.200(ei tan. aka. i df . i | |Uhauthori zed URL Access to eitan. aka.idf.il/tenpl ates/|inks/|inks. aspx B ock 1
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