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02-06-2016-23:04:09 to 02-07-2016-00:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
85. 64. 158. 221 | srael 147.237. 72. 156 anan.idf.il TP Scan (vertical) drop 1946
109. 67. 136. 152 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
79.178. 20. 85 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
142.54. 160. 214 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
74.91. 28. 58 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
74.91. 28. 61 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 dr op 1
185. 56. 28. 67 Net her | ands 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
74.91. 28. 62 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
112.118. 93. 52 Hong Kong 147.237.76. 147 chi nuch. aka.idf.il Bl ock_ Udp Al _Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1




02-06-2016-23:04:09 to 02-07-2016-00:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature

Devi ce Action |Oount
144. 76. 29. 162 Ger many 147.237.77. 216 dover.idf.il Cl06: HTTP. majestic bot B ock 1
188. 165. 15. 75 France 147.237. 72. 156 anan.idf.il 28: HITP.  AnhrefBot craw er B ock 1
103. 14. 234. 54 I ndi a 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 1




02-06-2016-23:04:09 to 02-07-2016-00:04:09

|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
61. 240. 144. 64 147.237.77. 233 Chi na atal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1




02-06-2016-23:04:09 to 02-07-2016-00:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
212.76.127.10 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 81
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
195. 239. 16. 40 RJF Sﬁ::ﬂ on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 24
195. 239. 16. 53 RJSIS::tnion 147.237.77.74 |lawidt.il B ock HTTP Non Conpl i ant Failed to handle connection data  |monitor |24
212.76.127.111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 15
reamn ine: TCP Invali i i Ssi
5.22.130.241  |israel 147. 237. 72. 166 |aka. i df . | Srean 9 Erp e T Invalid finvalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dropped.
Vb Server Enforcenent HTITP Deni
207.241.229. 100|Wited Sates  |147.237.72. 166 |aka. i df .il _ Véb Servers S ow Denial of oot 11
Violation Servi ce
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 135. 26 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g, 9
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 91 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 9
79. 180. 4. 246 I sr ael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 6 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransission. drop 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.177.27.212 | srael 147.237.72. 166 |aka.i df . Srean g Engine @ Invalid  linvalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nmoni t or 6
Sreaning Engine: TQP Invalid i i ssi
85.65.188.92  |Israel 147.237.77. 243 |robi | e. i of .| g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.75  |israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
87.68.61.159 [Israel 147.237. 72. 166 [aka. i f .i g =g valid segnent retransmssion. g o 6
Ret ransm ssi on Packet dropped.
2.52. 147. 87 I sr ael 147. 237. 72. 166 |aka.i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
Russi an . . L
195. 239. 16. 53 Federat i on 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 4
141.0.14.150  |Europe 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210.187.181 |l srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
85. 65. 188. 92 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Russi an s .
195. 239. 16. 40 eration 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 4
2.54. 168. 69 I sr ael 147.237.77. 243 |mobile.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
Sreaning Engine: TCP Invalid i i ssi
79.179. 210. 232 [ srael 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
109. 67.234.78 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Bngine: TCP Invalid i i ssi
2.54.16.96 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
87.68.146.138 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
79.176. 35.202  |Israel 147.237.72. 156 |anan. i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
85. 65. 188. 92 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Bngine: TQP Invalid i i ssi
46.19.85.240  |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.180.3.105  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.19. 85. 74 I srael 147.237.0.19 |nadimatal .idf.i g =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i Ssi
79.182. 136. 147 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Bngine: TQP Invalid i i ssi
2.54.168. 69 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 59 Invalid segment retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.239  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Bngine: TQP Invalid i i ssi
188. 120. 153. 185|i srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i Ssi
79.183.176.96 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.177. 159. 234 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 66. 216.80 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
37. 46. 38. 146 I sr ael 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence I'nvali d ACK nunber nonitor |3
Sreaning BEngine: TGP Invalid i i ssi
79.180. 165.29 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
77.125.7.20 I sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
80.178.198.56 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.179.201.63 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

109. 67. 142. 204 |l srael 147.237.72. 166 |aka.idf.il Ret r ansni ssi on Packet dr opped. drop
212.76.127.219 [Israel 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or
46. 19. 86. 203 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
84.110. 36. 82 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop




02-06-2016-23:04:09 to 02-07-2016-00:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 67. 145. 48 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Same Response Code (404) B ock 246
46. 19. 85. 222 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 181
46.19. 86. 80 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response CQode B ock 105
185. 120. 125. 6 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 104
46. 19. 85. 222 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 94
46.19.85. 74 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 72
46. 19. 86. 80 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 55
109. 253. 158. 193]l sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 45
185. 120. 125. 6 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 30
176.13.15.4 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed URL Access from 192. 243, 55. 136 B ock 6
46.19. 85. 74 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 5
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 192. 243. 55. 138 B ock 4
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243, 55. 134 B ock 4
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55, 132 B ock 4
109. 67.153.64 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.182. 136. 147 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
31.154.135.230 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
199. 16. 156. 126 |Lhited Sates |147.237.77.216|dover.idf . il mult gf?riilz/zcij plj:t‘o/:z;;sfi fgs/s/si L2200/ 17468, | pg Bock |3
37.26.146.235 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
80.178.227.219 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
94.242.228.108 |[Luxenbourg |147.237.72.156|aman.idf.il Mil ti pl e Uhaut hori zed URL Access from 94.242. 228. 108 B ock 3
85.64.158.221 |[Israel 147.237.72. 156 |anan. i df . i | Ml tipl e Unaut horized URL Access from 85. 64. 158. 221 B ock 2
109. 65. 225. 111 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
87.68.241.126 |[Israel 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response ode B ock 2
109. 253. 210. 174]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
93. 115. 95. 205 é{ng(r;yrmus 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to waw anan. i df.il/admn B ock 2
188. 143.232. 35 gz:;;r: on 147.237.77. 176 |mat pash. i df . i |  [Paraneter Type Mol ation fronDate in ww cogat.idf.il/901-en/cogat.aspx [B ock 2
109. 66. 130. 13 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
87.68.241.126 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt eh ?r(;fzf? , g;eggrcﬁsem O e/l st chi | ddocument s/ 1152 Bock |2
66. 249. 69. 26 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/error.htm B ock
94. 159. 176. 252 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
89. 138. 168. 229 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
Unknown Par anet er
85. 65. 155. 22 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01$ct | 03$chbl Question$l  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
37.187.114.171 |France 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to /irj/portal B ock 1
192.243.55. 136 |Dom ni ca 147.237.72. 166 [aka. i df . i | mu;:::”i é?fji :Jllnafflfz}sf/u;;)gener al . aspx?cat i d=59391&doci d=65402 Bl ock !
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 130 B ock 1
79. 180. 195. 202 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
Unknown HTTP Request Met hod o
O e T
46.165.230.5  |cermany 147, 237.72. 156 |anan. i df . 1 (L4001 401 L4611 (4011511 01 [ (4411 [0 Al ) (L4001 (100 - (2o o 2% |1
#O1[[#0]]
[[#0]] in LIRL
213.151.47.138 [Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/tenpl ates/ soci al / undef i ned B ock 1
93. 115. 95. 205 g”&;y”ous 147.237.72. 156 |anan. i df . i | Adnin B ocki ng Bock |1
85. 64.158.221 |[Israel 147.237.72. 156 |anman. i df . i | Miltiple Drectory Traversal - 6(+) froma85.64. 158, 221 B ock 1
Unknown Par anet er
2.54.141. 233 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01$ct | 03$chbl Questi on$6  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/chinuch/ gal | ery/ ?cati d=46028 |B ock 1
66.249.78.140 |[Israel 147.237.0.34 |tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/tenpl ates/sitenap/sitenap. aspx |B ock 1
94.242.228.108 |[Luxenbourg |147.237.72.156|anan.idf.il Unaut hori zed LRL Access to waw anan. idf.il/nodiin/login. asp B ock 1
Illegal Byte (bde Character in Mthod o
R T T
46.165.230.5  |cermany 147,237, 72. 156 |anan. i df . 1 {0011 (#0011 #61] 14015401 L4401 [L#011 A L)) {01 {2001 -[ (oo g oo [ O |1
# ] [[#0]]
[[#]
85. 65. 188. 92 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
40.77.167.105 |lhited Sates |147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55, 131 B ock
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