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02-06-2016-22:04:05 to 02-06-2016-23:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address|Site |Signature Device Action|Count|
37.8.122.198 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - reset 4
85. 64. 158. 221 | srael 147.237.72. 156 anan.idf.il | D QpenSSL- Hear t beat - ex1 dest - r eset 3
109. 66. 216. 80 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
142. 54, 185. 230 Lhited Sates 147.237.76. 34 yohal an. i df .| Block Udp All Nets drop 1
175. 25. 170. 77 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il Bl ock_Up Al _Nets drop 1
49. 65. 154. 180 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il ock Wdp Al _Nets drop 1
66. 249. 93. 180 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Trave- 2 |dest - reset 1
142.54.160. 211 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
74.91. 28. 58 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il |bl ock-sp-trafl forward 1




02-06-2016-22:04:05 to 02-06-2016-23:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count |
37.8.122.198 Pal estinian Territory, QGecupied |147.237.77.216 |dover.idf.il Q091: HTTP. Access to - adnin. asp B ock 45
37.8.122.198 Pal estinian Territory, QGecupied |147.237.77.216 |dover.idf.il Q003: HTTP: phpM/Adnin access B ock

83.130. 109. 130 [l srael 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet  [B ock
188. 165. 15. 191 |France 147.237.77.226 |wwn chamat z. aka. i df .i|  [C228: HITP.  AhrefBot craw er B ock

2
37.8.122.198 Pal estinian Territory, Qecupied [147.237.77.216 |dover.idf.il @23: HITP. administrator in LR Permt 2
1
1




02-06-2016-22:04:05 to 02-06-2016-23:04:05

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry Signature
66.249.93.241 |147.237.77.176|Wited Sates natpash.idf.il |[ET SCAN NVAP -sA (2) 190
37.8.122.198  |147.237.77.216 chis;ii;ijan Territory, | sover. id.i| SERVER WEBAPP adni nl ogi n access 7
37.8.122.198  |147.237.77.216 gcisgiigém Territorys Niover.icr.il  |SERVER WEBAPP admi n. php access 7
37.8.122.198  |147.237.77.216 chis;ii;ijan Territory, | sover. id.i| SERVER- WEBAPP | ogi n. ht m access 4
195. 34. 150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
125. 140. 41. 3 147.237.0.34 |Korea, Republic of tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
109. 64. 81. 163  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
50.204. 188. 142 [147.237.77.170|Wited Sates naarachot.idf.il |ET SCAN NMAP -sS w ndow 3072 1
209. 126. 116. 147(147. 237. 72. 167 |Uited Sates ishurimaka.idf.i|ET SCAN Potential VWNC Scan 5900- 5920 1
188. 126. 77. 138 |147. 237. 77. 243 |Sweden nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
188. 126. 77. 138 |147.237.0.200 |Sweden . i df il ET SCAN NMAP -sS wi ndow 1024 1
183. 61. 143. 147 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
123, 204. 186. 155|147, 237 76. 30 |Tai vian Hrush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85.75.195.212 |147.237.0.19 |Geece nadi matal .idf.il ET SGAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
50.204. 188. 142 (147.237.77.170|Wited Sates naarachot.idf.i1 [ET SCAN NMAP -sS w ndow 4096 1
188. 126. 77. 138 |147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 61. 143. 147 [147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1




02-06-2016-22:04:05 to 02-06-2016-23:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 68
S SWNretransnmit wth different .

84.228.7. 240 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence ui ndow scal e monitor |49
Sreanming Engine: TQP Invalid i i ssi

79.182. 148. 106 |Israel 147.237.77. 176 |nat pash. i df .| 9 =g Invalid segnent retransmssion. g 48
Ret ransmi ssi on Packet dropped.

46. 32. 212. 187 (F;ajcis;i';'ja” Territory.l147. 237.77. 176 ratpash.icf.il  |drop Frst packet isn't SN drop 42

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32

54.244.22.103 |Uhited Sates 147.237.77. 233 atal .idf il drop First packet isn't SN drop 29
Véb Server Enforcenent HITP Ceni

207. 241. 229. 100|Wnited Sates 147. 237. 72. 166 |aka. i of . i | _ Ve Servers S ow Denial of | o et 26
Mol ation Servi ce

72.9.148. 10 Lhited Sates 147.237.77.176 |nat pash. i df . i1 dr op Frst packet isn't SN drop 23

79.176.73.243  |Israel 147.237.72. 166 |aka.i df.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 17
Sreaming Engine: TGP Invalid i i ssi

46.19. 85.33 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dropped.

79.176.73.243 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |13
Sreamng Engine: TCP Invalid i i ssi

109. 64.81. 163 |[Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

77.127. 209. 155 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.

79.176.73.243  |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |11

79.176. 73. 243 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 11

79.176.73.243 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 11

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreanming Engine: TQP Invalid i i ssi

141.8.132. 112 |Russian Federation  |147.237.72. 166 [aka.idf. il 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

79.182. 137. 140 |Israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

2.54.59, 217 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid ' i ssi

85.64.122.228 | srael 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.

reaming BEngi ne: TCP Invali i i ssi

109. 67. 101. 102 |Israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP I nval i d invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

176.13.15.232  |Israel 147. 237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

70.64.70.73 Canada 147.237.77.233 |atal .idf.il drop Frst packet isn't SN drop 6

54.244.22.103 |Whited Sates 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

109. 160. 134. 26 | srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

46.19.86.122  |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

2.52.7.227 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |5

213.8.204. 41 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN - > SYN-ACK -> RST alert 5

213. 8. 204. 41 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

31.210.187.179 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

91.200.12.106 |Ukraine 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 4

91.200.12.136 |lkrai ne 147.237.77. 176 |nat pash.i df .i | drop SAMrul e drop 4

84.228.107. 162 |lsrael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi

31.154.40.50  |israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

217.132.58.238 |Israel 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.117.107. 241 | srael 147. 237. 77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor (4

91.200.12.136 |Uraine 147. 237. 77. 216 |dover. i df .i | drop SAMIirul e drop 4
Sreaning Engine: TGP Invalid ' i ssi

5.102.219.23  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

213.8.204.56  |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.

85. 65. 61. 158 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber monitor |3

77.125.138.46 |Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 3
Sreanming Engine: TCP Invalid i i SSi

79.183.98.63  |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.179.104.98 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

212.150. 252. 59 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

109. 253. 135. 48 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi

5.102.232.48  |israel 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature

79.182.103. 116 |[lIsrael 147.237.72. 166 |aka. i df .i | o
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site dgnature Action ‘Count
Pal esti ni an
37.8.122.198 Territory, 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 37.8.122.198 B ock 372
Qccupi ed
176. 228. 130. 143|I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 179
176. 228. 130. 143]I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 107
Pal esti ni an
37.8.122.198 Territory, 147.237.77. 216 |dover.i df . i | Mil tipl e Adnin B ocking from37.8.122. 198 B ock 105
Qccupi ed
Pal esti ni an
37.8.122.198  |[Territory, 147.237.77.216|dover . i df . i | Distributed PHP Attenpt Bock (98
Qccupi ed
84.108. 249. 133 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 97
185. 32. 179. 227 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 51
185. 32. 179. 227 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 40
" ; ; Too Many of the Sane Response Gode (403) in Session from
176. 228. 130. 143l srael 147.237.0.19 |nadimatal .idf.il 176. 228. 130. 143 B ock 39
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 132 B ock 6
Russi an . .
37.75.204. 241 er ati on 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 6
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 192. 243. 55, 135 B ock
176.13.15. 153 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
37.75. 204. 241 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 37.75.204. 241 Bock |5
192. 243.55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized LRL Access from 192. 243. 55, 131 B ock 4
109. 253. 158. 193]l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
192. 243. 55, 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 137 B ock 3
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized LRL Access from 192. 243. 55, 134 B ock 3
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 192. 243.55. 129 Bl ock 2
2.110.142.157 |Denmark 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to vww i df . il/894-en/ i df gdover. aspx B ock 2
46.19.85. 74 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.108. 249. 133 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Sane Response Code (404) Bl ock 2
190. 45. 66. 156 |Chile 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 2
46.120.220.76 |Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
198.58.103.36 |Lnited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwn i df.il/1294- he/ v i df . i | B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
149. 78. 170. 246 |l srael 147.237.72. 156 |arman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
192. 243.55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwy aka.idf.il/tizmoret/gallery Bl ock 1
87.242. 64. 205 RJSIS;;ni o 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnin/ Bock |1
66. 249. 93. 35 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
188.138. 9. 49 Ger many 147.237.72. 156 |anan. i df . i | SIS Lhtraceabl e Qonnection - sigal gs DoS Attack None 1
m ny- kosher - kravi . - i
66.249. 66. 115 I srael 147.237.0.17 | llegal Paraneter Encoding rnd in . None |1
idf.il mny- kosher-kravi . i df . i1/ aj ax/ creat ecapt chai nage. aspx
. . Parameter Type Mol ation search in
109. 253. 150. 51 |l srael 147.237.77.233|atal .idf.il ww atal i df.i1/1440- hel at al . aspx B ock 1
37.75. 204. 241 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Lhaut hor i zed URL Access to i aka. i df.il/main/giyus/index.php [Bock |1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i/ gi yus/ kadat z B ock
84.94.185.197 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
Unaut hori zed URL Access to
66.249.78.148 |lsrael 147.237.76.30 |hi nush.idf.il ww chi nush. atal . i df.il/tenpl at es/ shared/ user cont r ol s/ header upper |Bl ock 1
/
46.121.18. 32 I srael 147.237. 76. 147 |chi nuch. aka. i df .i| |Wauthorized URL Access to waw chi nuch. aka. i df . i|/404. ht m B ock 1
Unaut hori zed URL Access to
. . waw, aka. i df . i |/ mai n/ har edi i &a=u&ved=0ahukewi y-t 3_get kahxcw
164. 138. 125. 206 I sr ael 147.237.72. 166 [aka. i df . i | 24khaf yer cqf gghnaadsi g2=cpni ¢l ggj nkt 6f c- | hacbagusg=af qj cnf ds |2 °°K 1
s02zi eednbnf xvss2_oef usww
87.246.192.21 |Pol and 147.237.76.200|ei tan. aka. i df . i | Dstributed PHP A tenpt B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates 147.237.77. 216 |dover . i df . il v i df i 1/ 1380- he/ dover . aspx Bl ock 1
190. 45. 66. 156  |Chile 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock
176. 228. 130. 143|I srael 147.237.0.19 |madimatal .idf.il Too Many 403: Response Code per Session B ock
- . Unhaut hori zed URL Access to
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | waw i df i 1/ at al 1/i zkor/ vi ew i gt op. asp B ock 1
40.77.167.105 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . Unhaut hori zed URL Access to
5.28.129.43 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel f | es/ 8/ 1668. doc B ock 1
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwu aka.idf.il/giyus/general B ock 1
185. 120. 125. 6 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/error.htm B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Ill1egal Byte Qode Character in URL /main/ giyus/[[#11]]general . aspx [B ock 1
Pal esti ni an
37.8.122.198 Territory, 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/ar/wp-adnin B ock 1
Qccupi ed
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