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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |

109. 67. 107. 17 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2
180. 157. 159. 37 Chi na 147.237. 76. 198 e.yohal an.idf .il Bl ock_Udp All _Nets drop 1
60. 50. 87. 231 Ml aysi a 147.237.76. 198 e.yohal an.i df.il B ock Wp Al Nets dr op 1
115. 239. 228. 10 Chi na 147.237. 76. 39 nobi l e.neitav.idf.il [JLM Under Attack Con Htp drop 1
199. 48. 164. 223 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1
66. 249. 81. 206 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1
116. 230. 112. 226 Chi na 147.237.76. 198 e.yohal an.i df .il ock Wp Al _Nets drop 1
199. 48. 164. 223 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 1
66. 249. 93. 184 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
142.54. 169. 166 Lhited Sates 147, 237.76. 147 chi nuch. aka.idf.il bl ock-sp-trafl drop 1
49.213. 152. 41 Tai wan 147.237.76. 198 e.yohal an.i df .il Bl ock_Up Al _Nets drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59.106. 108. 116 147.237.77. 216 Japan dover.idf.il Tehila - Perl LW with fake user agent 1
46. 120. 74. 235 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
201. 232. 25. 160 147.237.77. 121 Col onbi a e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
181. 115. 129. 81 147.237.72. 166 Bolivia akaidf.il portscan: TCP O stributed Portscan 1
119. 40. 88. 226 147. 237. 76. 30 Bangl adesh hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
117. 41. 184. 227 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
114. 112. 90. 54 147. 237.77. 226 Chi na waw charat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
46.121.111. 174 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
40. 115. 57. 147 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119. 40. 88. 226 147. 237. 76. 30 Bangl adesh hi nush. i df . i | ET SCAN NVAP -sS w ndow 4096 1
117. 41. 184. 227 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
117. 41. 184. 227 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
67.212.89.253 |Canada 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 512
67.212.89. 253 |Canada 147. 237. 76. 147 |chi nuch. aka. i of . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 510
Sreaming Engine: TGP Invalid i i ssi
109. 64.81. 163 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 105
Ret ransnm ssi on Packet dropped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 32
R SYNretransmit wth different .
84.228. 7. 240 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 29
reamn ine: TCP Invali i i ssi
79.181. 162. 133 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 24
Ret ransm ssi on Packet dropped.
R SN retransmt wth different .
79.181.225. 169 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 19
reamn ine: TCP Invali i i ssi
109. 226. 15. 251 |Israel 147.237.77. 243 |nobile. i f . Streamng Engi ne: TCP alid invalid segnent retransnission drop 18
Ret ransm ssi on Packet dropped.
R SYNVACK retransmt wth different .
79.179. 218. 217 |l srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence wi ndow scal noni t or 16
46.121. 205. 4 I srael 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
79.179. 218. 217 |Israel 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 16
82. 81.31. 69 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
82.81.31.69 |Israel 147.237.77.176 |natpash.icf.il  [Bad TOP sequence SINAQK retransmt with different ooivor |12
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.54.145.132  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
37.26.146.189 |Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence alert 10
37.26.146.189 |[Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence noni t or 10
46.19. 86. 129 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i ssi
185. 32. 179. 241 |Israel 147.237.77. 243 |nobi l e. i f . | Streamng Engi ne: TCP alid invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
80. 246. 133. 166 |l srael 147.237.77. 233 |atal .i .| Bad TCP sequence Sretransmt wth i fferent monitor |7
w ndow scal e
46. 19. 86. 129 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
5.102. 254.160 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreamng Engine: TP Invalid i i ssi
66.249.78.170 |United Sates |147. 237.76. 200 |ei tan. aka i f il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
31.210.188.24 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
77.126.7. 63 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
2.54.13.238 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i SSi
79.177.172.79  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.68.160.35  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
77.127.209. 155 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
sl SYNVACK retransmt wth different .
109. 65. 17. 88 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence wi ndow scal noni t or 6
197.134. 21. 222 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.19. 85. 42 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert
Sreaming Engine: TGP Invalid i i ssi
46.116.51. 7 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
197.134.21. 222 |Egypt 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
188. 120. 148. 158|l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 42 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence I'nval i d AGK nunber alert 5
37.26.146.189 |Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
37.46.39. 74 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
91.200.12. 141  |lkrai ne 147.237.77. 176 |nat pash.i df .i | drop SAMrul e drop 4
176.228.129. 48 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreanmng Engine: TCP Invalid i i Ssi
46.121.70.125 |Israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransnm ssi on Packet dropped.
s SYNVACK retransmt wth different .
176.228.129. 48 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal e noni t or 4
195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
46. 19. 85. 160 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
R SN retransmit wth different .
84.108. 33. 89 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 4
2.54.159. 101 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect
50. 18. 94. 121 Wited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
5.102. 254.5 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
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Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
37.26.146.189 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 92
213.151.32.163 |[lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 88
37.26.146. 144 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 74
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 69
185. 32.179. 227 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
176.13.15. 153  |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 44
46.117.217. 151 |[Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 29
37.26.146.189 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 29
149.50. 126. 150 |Lhited Sates 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 17
84.108.27.254 |lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 84.108. 27. 254 B ock 13
46.19. 85. 135 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
80. 246. 137. 130 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 10
31.210. 186. 102 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 226. 15. 251 |l srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 6
109. 66. 103. 10 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 5
109. 226. 15. 251 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
46. 19. 86. 237 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.121.98.193 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 179. 184. 165 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
93.172.39.121 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.15. 4 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
37.142.230.17 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192. 243, 55. 133 B ock 3
80. 246. 136. 136 [lIsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.18. 194 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.145. 132 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32. 179. 241 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
89.103.5.142  |crech Republic  |147.237.72. 156 |anan. i df . i | m”;l;: izsfl :ﬂ‘cﬁﬁgsf; igre/ doc._ gt undef i ned B ock 2
109. 253. 145. 250] srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.29.118. 48 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
149.88.181.92 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response ode B ock 2
197. 38. 215. 124 |Egypt 147.237.77.74 [lawidf.il PHP Attenpt B ock 2
Unknown Par arret er
77.127.225.254 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 02%ct | 03%t xt Fi el d i n [None 1
wwv aka. i df. i1/ mai n/ gi yus/ questi onnai re. aspx
Unknown Par anet er nodul eToGoTo in
93.172.21.81 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i 1/ mai n/ gi yus/ nai n/ gi yus/ resour ces/ i mages/ mast er/ f avi co |[None 1
n. gif
192.243.55. 135 1Dom ni ca 147.237.72.166 [aka. i df . i | vL\?Asuu;Eg.r: Zl?fji Il’?_naﬁ/c;s;uts;)gener al . aspx?cat i d=58339&doci d=69689 B ock !
176.13.7.1 I'sr el 147.237.77.233|atal . i df . i | L ed Mot hoyized W _A:SCSES on Bock |1
Unknown Par aret er
37.142.143.31 [israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $t xt Password i n None 1
wwv aka. i df . i |/ mai n/ gi yus/ f ag. aspx
197. 38. 215. 124 |Egypt 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
Unknown Par arret er
2.54.150. 94 I srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMii n$TochenP acetbl der $ct | 13%ct | 02%ct | 03$t xt Fi el d i n |None 1
aka.idf.il/nan/giyus/questionnaire. aspx
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 192. 243. 55. 130 B ock 1
46.117.176.105 |israel 147.237.0.34 |tikshuv.idf.il Igélhﬁr.'yl% tlgg Sane Response C(bde (404) in Session from Bl ock 1
37.8.43.170 Pal estini an . |147.237.77. 216 |dover.i df .i | D stributed Whaut hori zed URL Access on waw idf.il/arr/ B ock 1
Territory, Qcupi ed
84. 108. 33. 89 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 192. 243, 55, 137 B ock 1
66.249. 78. 245 |l srael 147.237.76.200|ei tan. aka. i df . i | |nknown Paraneter searchText in eitan.aka.idf.il/916-en/eitan. aspx [None 1
109. 160. 178. 134|I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 109. 160. 178. 134 B ock 1
207. 46. 13. 34 Lhited Sates 147.237.77. 176 |mat pash. i df . i|  |Unhauthorized URL Access to waw cogat.idf.il/size220x0/ si p_storage |Bi ock 1
Unknown Par arret er
89.139.225.31 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Questi  |None 1
on$72 in aka.idf.il/nai n/gi yus/ questionnai re. aspx
192.243.55. 130 |Dom ni ca 147.237.72.166 |aka. i df . i | mugzg.r: fh?fji Tnaﬁ?éisiuts;)gener al . aspx?cat i d=59269&doci d=59488 Bl ock !
80. 246. 133. 166 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
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