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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
14.215. 2. 162 Chi na 147.237. 76. 201 e atal.idf.il ock Wp Al _Nets drop 2
198. 20. 99. 130 Net her | ands 147.237.76. 34 yohal an. i df .il Bl ock_Udp All _Nets dr op 1
74.91. 28. 59 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
94. 102. 48. 195 Net her | ands 147.237. 76. 148 gocenter. aka.idf.il Bock Np All _Net drop 1
142.54. 185. 230 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il Bl ock_ Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
85. 203. 18. 169 Net her | ands 147.237.77.216  |dover.idf.il| |22280. HITP. Jooma Qhject Injection Wil nerability B ock 1
93.142. 189. 206 Coatia 147.237.77. 216 dover.idf.il |008: HITP. Xenu User Agent B ock 1
136. 243. 103. 157 Ger many 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot Bl ock 1
186. 151. 63. 89 Quat enal a 147.237.72.166 |aka.idf.il Q008: HTTP. Xenu User Agent B ock 1
186. 151. 63. 89 Guat enal a 147.237.77. 216 dover.idf.il |008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
59. 45. 79. 117 147.237.77. 61 |[China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.76.86 |[China navy. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.77. 227 |Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0.16 |China ny- kosher-kravi . i df i ET SCAN Potential SSH Scan 1
176.13.22.143 |147.237.72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
77.85.35. 211 147.237.77. 216 |Bil garia dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77. 178 |Chi na e.matpash.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 |China I awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
213.57.235.73  |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
59. 45, 79. 117 147.237.0.15 [China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
192.80. 65. 177 |147.237.77.216|lnited Sates |[dover.idf.il portscan: TP Dstributed Portscan 1
101 108. 103. 216|147, 237 76. 34 |Trei 1 and yohal an.i df. i ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237.77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1




02-06-2016-20:04:06 to 02-06-2016-21:04:06

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
67.212.89.253 [Canada 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 419
67.212.89.253 |Canada 147.237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 419
Sreamng Engine: TCP Invalid i i ssi
109. 66. 103. 10 |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. 54
Ret ransni ssi on Packet dropped.
212.76.127.10 | srael 147.237.77. 226 [\ chanatz.aka.1df |5 6k HTTP Non Gompl i ant Failed to handl e connection data [monitor |39
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
93.173.73.136 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different monitor (35
w ndow scal e
R SN retransmit wth different .
79.181. 225. 169 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal noni t or 31
149. 88. 82. 47 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 26
212.76.127.219 |israel 147.237.77. 226 [ chanat z. aka. 1df |5 6k HITP Non Conpl i ant Failed to handl e connection data |[menitor |15
46. 19. 86. 91 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
Sreaning Engine: TCP Invalid i i ssi
46.120.190.75 |israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
149. 88. 82. 47 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
46. 19. 86. 182 I srael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
Sreamng Engine: TCP Invalid i i ssi
109. 65. 188. 118 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 9
Ret ransni ssi on Packet dropped.
213. 8. 204. 19 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
154.118. 111. 15 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
77.125.114. 235 [Israel 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
37.46. 39. 204 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
5. 29. 201. 220 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |[nonitor 7
212.179. 212. 215|I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
s SYN+ACK retransmt with .
5. 29. 201. 220 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence different i ndow scal noni t or 6
46.19. 85. 13 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19. 85. 13 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
62.19.59.171 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
2.54.158. 9 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.115.67 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54. 40. 37 I'srael 147.237.77. 243 |nobi l e i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.68.160.35  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
149.88.82.47  |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence SINFACK retransnit i th monitor |6
di fferent w ndow scal e
46. 19. 85. 21 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
79.183.178.205 |lsrael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
52.49.79.6 Wited Sates |147. 237. 77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |[monitor |5
46. 19. 86. 193 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.22.131.125 I srael 147.237.72. 156 |anan.idf .| Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 13 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
2.52.190. 75 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
84.95. 57. 146 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 4
46. 19. 85. 22 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 4
50.18.94.121  [Wited Sates |147. 237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai led to handl e connection data |monitor |4
188. 120. 148. 210|1 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
46. 19. 85. 22 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
46.19. 85. 13 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
Sreamng Engine: TCP Invalid i i ssi
68. 180. 229. 121 |Wnited Sates |147. 237. 76. 200 [ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dr opped.
46. 19. 85. 28 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
31.210.187.58 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 66. 103. 10 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 222
109. 66.103. 10 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
79.181.118.101 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 55
37.142.239. 157 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 52
109.66.103.10 |Israel 147.237.0.19 |madi matal .idf .|/ & of the Sane Response Code (403) in Session from Bock |36
109. 66. 103. 10
37.142.239.157 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 19
185.32.179.52 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 192. 243, 55. 136 B ock 6
109. 65. 80. 7 I srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock 4
109. 65. 80. 7 | srael 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. i df.il/xmrpc. php Bl ock 4
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 3
109. 253. 145. 2501 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
37.142.230.17 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.176.125.67 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.146.225 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.22.13 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response ode Bl ock 2
] - . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
. . . Unaut hori zed URL Access to
46.120.190.75 |Israel 147.237.77.243|nobi l e. i df . i | mobi l e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1431 B ock 2
Unaut hori zed URL Access to
95. 86. 107. 125 [l srael 147.237.77. 170 [maar achot . i df . i | [maarachot . i df.i|/pdf/files/ 4/ 113414. pdf &a=uved=0ahukewi | nsck6epkah |Bl ock 2
vdi i wkhz5j cgoqf ggynag&usg=af gj cnf nwyykf odf yysnf h8l 8i aj nt| - zq
164. 138. 118. 222l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 164. 138. 118. 222 B ock
109. 64. 225. 130 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/giyus/controls/atuda/ A |B ock
- - - {lhaut hori zed URL Access to
46.120.191. 110 |Israel 147.237.0.19 |nadimatal .idf.i nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
Unknown Par anet er
31.168. 3. 188 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetol der $ct | 13%ct | 01$ct | 03$chl Quest i on$7 |None 1
8 in aka.idf.il/nan/ g yus/ guestionnaire.aspx
93.173.73.136 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.179.99. 243  |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/ atal . aspx B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/fag. aspx B ock 1
Unaut hori zed URL Access to
164. 138. 118. 222/l sr ael 147.237.72. 166 |aka. i df . i | wwwv aka. i df . i |/ main/ gi yus/ &a=u8ved=0ahukewi r 4i 623epkahvd9g4khag9 |B ock 1
cxcgf ggi maa&usg=af qj cnhcvyyg7wlcq- yhd5 ammrzoyodt wa
Unknown Par arnet er
46.19. 85. 191 I srael 147.237.72. 166 |aka. i df . i | ct |1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 38%$ct | 01$ct | 03$chl Quest i on$0 [None 1
in ww aka.idf.il/nain/giyus/ questionnaire. aspx
2.54.40. 37 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
. . D stributed Lhaut hori zed URL Access on
213.8.204. 66 I srael 147.237.72.166 |aka. i df . i | vaw aka. i df .1/ i 1 gi yus/ cont rol S/ at udal A B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
79.182. 64. 11 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
185. 89. 217. 226 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 1
46. 120. 236. 155 |[lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css Bl ock 1
109. 67. 133. 253 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
95. 86. 97. 26 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
68. 180. 230. 244 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
46.120.190.75 |Israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 120. 190. 75 B ock 1
5.22.131. 86 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 1
79.182.207.82 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (Qpen Mde None 1
185. 89. 217. 235 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
79.176.125.67 |[Israel 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code B ock 1
46.121. 136. 224 |lIsrael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/mivtza Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
95. 86. 105. 200 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df i 1/ nai 1/ gi yus/ B ock 1
79.181.124.22 |[israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/gen204 Bl ock 1
207.46.13.192 |Uhited Sates [147.237.77.176 |mat pash. i df.il |Wauthorized URL Access to 147.237.77. 176/ robots. t xt B ock 1
176. 221. 124. 42 |Pol and 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/894-en/ dover . aspx/ B ock 1
5.102. 234. 64 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/valtam Bl ock 1
Unknown Par aret er
80. 246.136.89 |[lIsrael 147.237.72. 166 |aka. i df . i | ct |1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$l [None 1
17 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
Unknown Par anet er
79.176.168.63 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 38%$ct | 01%ct | 03$chl Quest i on$6 [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
188. 143.232.21 RJSIS;:Fi on 147.237.77. 176 |mat pash. i df . i | Paranet er Type M ol ation fronDate i n ww cogat . idf.il/901-en/ cogat.aspx |B ock 1
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