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02-06-2016-19:04:05 to 02-06-2016-20:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
85. 65. 100. 83 | srael 147.237.77.176 nat pash. i df . i | TP Scan (vertical) drop 806
85. 65. 100. 83 | srael 147.237.77. 176 nat pash. i df.i | JLM Purpl e Gon Limt_Tcp drop 15
85. 65. 100. 83 | srael 147.237.72. 156 anan.idf.il JLMPurple Gon Linit Tcp drop 9
109. 66. 172. 42 I srael 147.237. 72. 156 anan. i df i Block Udp Al Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
183. 32. 176. 14 Chi na 147.237. 76. 31 nakchal .idf.il ock Wp Al _Nets drop 2
124.112. 214. 207 Chi na 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
85. 65. 100. 83 | srael 147.237.77. 176 nat pash. i df.i | Invalid TGP H ags drop 1
36. 105. 44. 223 Chi na 147.237.76. 31 nakchal .idf.il Bl ock Wp Al Nets drop 1
142.54.160. 213 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 1
110. 152. 11. 193 Chi na 147.237.76. 31 nakchal .idf.il Bl ock Udp Al _Nets drop 1
85. 65. 100. 83 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
142. 54. 169. 163 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
86.178. 131. 38 Uni ted Ki ngdom 147.237. 76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

109. 253. 133. 40 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
85. 65.100.83  [147.237.77. 1761 srael nat pash. i df.i[[ET SCAN Pot enti al VNC Scan 5900- 5920 3
85. 65.100. 83  |147.237. 72. 156 |I srael aman.idf.il |ET SCAN Potential WNC Scan 5900- 5920 3
85. 65.100.83  [147.237.77. 1761 srael natpash.idf.il|[ET SCAN NVAP -sS wi ndow 1024 2
77.126.152. 13 |147.237.72. 156 |I srael anen.idf.il [ET SCAN NVAP -sA (2) 2
85. 65.100.83  [147.237.77. 176 |1 srael natpash.idf.il|ET SCAN Potential VNC Scan 5800- 5820 2
66.102.8.185 |147.237.76.42 |Wited Sates refush.idf.il [ET SCAN NVAP -sA (2) 2
. ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkill er2 DDos
176. 13.13. 135 |147.237.77. 233 |l srael atal.idf.il 2
attack
85. 65.100. 83  |147.237. 72. 156 || srael aman.idf.il |ET SCAN Potential WNC Scan 5800- 5820 1
121. 40. 195. 144 |147. 237. 76. 201 |Chi na eaa.idf.il [ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 114 |147. 237. 77. 216 |Wkrai ne dover.idf.il [ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89.248.171. 63 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential SSH Scan 1
. ... |ET D5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
80.230.13.82 [147.237.0.34 |lIsrael tikshuv.idf.il 1
attack
91. 201. 236. 114 |147. 237. 77. 216 |kr ai ne dover.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
89.248. 171. 63 |147. 237. 77. 216 |Net her | ands dover.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
S reamng Engi ne: TCP i i ssi
84.95.88.77  |Israel 147.237.0.34  |tikshwv.idf.il mng tngine. 1 Inval i d segnent retransmssion. |, 42
Inval id Retransm ssion Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 36
reamng BEngi ne: T i i ssi
79.181. 162. 133 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 24
Inval i d Retransnission Packet dr opped.
reamn ine: T i i ssi
176.13.4.126  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 18
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
141.8.132.112 |Russian Federation |147.237.72.166 |aka.idf.il mng tngine. 1 Invalid segnent retransmssion. |, 15
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
79.178.116. 108 |Israel 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 15
Inval id Retransm ssion Packet dr opped.
82.102.169. 113 |l srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 12
reamng BEngi ne: T i i ssi
84.228.14.38  |israel 147.237.76. 200 |ei tan. aka. i of .1 Streamng Engine: TCP Invalid segnent retransmssion. | ., 12
Invalid Retransnission Packet dr opped.
2.54.31.138 I sr ael 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Pal estinian Territory . . -
37.8.72.228 Qecupi ed 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 10
reamng BEngi ne: T i i ssi
2.54.7.27 I'sr ael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 9
Invalid Retransnission Packet dr opped.
85. 65. 100. 83 I sr ael 147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 129 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |7
176.13.13.135 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
82.102. 169. 113 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng BEngi ne: TCP i i ssi
79.181. 100. 244 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
2.54. 47, 154 I'sr ael 147.237.72. 166 |aka.i df . i mng thgine. Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dr opped.
2.54.9.31 I sr ael 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
85. 65. 100. 83 | srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.180.161.41 |lsrael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop
S reaming Engi ne: TCP i issi
109. 65. 128. 132 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval i d Retransm ssion Packet dr opped.
89.139.42. 71 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.7.27 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 149 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert
109. 64.54.187  |Israel 147.237.77. 233 |atal i il Bad TCP sequence SN retransmt with different oo |s
w ndow scal e
46. 19. 85. 149 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
176.13.13.135 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant ZZ’ILed to handie comection oo |5
46. 19. 85. 129 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 5
37.46. 39. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
188. 120. 148. 184|| srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
94.230.86.202 |lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |4
195.34.150.18 |Austria 147. 237.77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant EZ’I;ed to handie comnection \onitor |4
84.109.7.169 [ srael 147.237.77. 226 "} chanatz. aka. 1df 1pad TCP sequence Inval i d ACK nurber moni tor |4
82.102. 169. 113 |Israel 147. 237. 72. 166 [aka. i o .i Bad TCP sequence SINWACK retransmt with monitor |4
di fferent w ndow scal e
Sreamng BEngi ne: TCP i i ssi
199.30.24.95 |wited Sates 147.237.76. 200 |ei tan. aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
s SYN+ACK retransmt wth .
46. 19. 86. 157 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence aifferent vi ndow scal nonitor |4
41.239.58.7 Egypt 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 3
Sreamng BEngi ne: TCP i i ssi
109. 66. 162. 149 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
79.180.161.41 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
84.109.7.169  |israel 147.237.77. 226 "} chanatz.aka.idf a4 TOP sequence Inval i d ACK nunber aert 3
S reamng BEngi ne: TCP i i ssi
84.228.244.68 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 65. 218. 136 I srael 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
79.179. 211. 146 |l srael 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
5. 22. 130. 66 I'srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
2.54.139.229  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.




02-06-2016-19:04:05 to 02-06-2016-20:04:05

Attacker Address |Attacker Qountry Target Address |Jte Signature
S ream ng Engi ne: TCP i i ssi

46.19.85.69  |israel 147.237.77. 243 |mbi le.i o i1 mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval i d Retransni ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi

109. 66. 170. 190 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.

37.46. 38. 146 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber nonitor |3




02-06-2016-19:04:05 to 02-06-2016-20:04:05

|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Action ‘Count

176.13. 20. 146 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Mainy of the Sane Response Code (404) B ock 252

176.13.20. 146 | srael 147.237.0.19 |madi matal .idf.i| |1°0 V& of the Sane Response Qode (403) in Session from Bl ock 147
176. 13. 20. 146

176. 13. 20. 146 |l srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response ode B ock 121

109. 67. 188. 73 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) Bl ock 120

31.154.22.122 |[Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 79

31.154.22.122 |[Israel 147.237.0.19 |[nadimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) Bl ock 71

89.138.93.51 |[Israel 147.237.0.19 |nadimatal .idf.il| [Distributed Suspicious Response Code Bl ock 53

109. 67. 188. 73 [l srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 38

109. 65. 80. 7 I srael 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock 4

176.13.7.174  |Israel 147.237.77.243|nobi l e.idf . il D stributed Unaut hori zed URL Access on nobi | e.idf.i|/nekudot/i ndex B ock 4

109. 65. 80. 7 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xnirpc. php B ock 4

109. 65. 147. 212 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/main/ gi yus/ B ock 3

192. 243. 55. 134 [Dom ni ca 147.237.72.166|aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192.243.55. 134 Bl ock 3

176.13.7.174 |Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 3

46. 19. 85. 45 I srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Qode B ock 3

176.13.19. 136 |l srael 147.237.77.243|nobi l e.idf . i | D stributed Unaut hori zed URL Access on nobi | e.idf.i|/nekudot/i ndex B ock 2

5. 28.136. 28 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 2

192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192. 243, 55. 138 Bl ock 2

37.142.68.85 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2

109. 65. 147. 212 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2

79.176.125. 67 |Israel 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Qode B ock 2

95.86.118.91 |[Israel 147.237.0.19 |nadimatal .idf.il| [Dstributed Suspicious Response Code Bl ock 2

81.218.57.230 |[Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 2

66.249. 78. 159 [l srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 2

85. 65. 100. 83 | srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 1

142.54.160. 213 |Lhited Sates |147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to www 330ww. cond B ock 1
Unknown Par anet er

79.178. 235. 161 [l srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%chbl Quest i on$ [None 1
38 in aka.idf.il/main/giyus/questionnaire. aspx
Unknown Par anet er

109. 65. 110. 99 |l srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 1
14 in aka.idf.il/nai n/ giyus/ questi onnai re. aspx

46.19.85.106 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1

. . Unaut hori zed URL Access to

217.73.208. 111 [Itay 147.237.77.216|dover.idf.il vw i i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 1
Unaut hori zed URL Access to

178. 255. 215. 87 |France 147.237.77.216|dover. i df . il www. i df .il/1153-16104-he/ mmmmm=d507e6b4nmmmmmm d507e |B ock 1
6b4

173.161.52. 213 |Lhited Sates [147.237.72.156|aman. i df .l eMi | Hoar di ng B ock 1

. . Dstributed Paraneter Type Mol ation on

84.108. 14. 207 |Israel 147.237.77.233|atal .idf.il v atal i of i1/1440-hel at al . aspx paraneter search B ock 1

68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df.il/1398-en/ dover. aspx B ock 1

109. 66. 162. 149 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for www aka. i df . il/mai n/ sachar/fag. aspx B ock 1

- . D stributed Lhaut hori zed URL Access on

104.236. 16. 238 147.237.76.31 [nakchal .idf il nakhal . i df . i1/894-he/ nakhal . aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
Unknown Par anet er

37.26. 146. 247 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 1
85 in aka.idf.il/main/giyus/questionnaire. aspx

85.65.100.83 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed Met hod CPTIONS for / B ock 1
Unknown Par anet er

149.78.72. 135 |Israel 147.237.72.166|aka. i df . i | ct 1 00%$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 02%ct | 03$txtFiel d in None 1
aka.idf.il/nain/giyus/ questi onnaire. aspx
Unknown Par anet er

79.181.162. 174 |l srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%chbl Quest i on$ [None 1
61 in aka.idf.il/main/giyus/questionnaire. aspx

62.219. 154. 225 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
Unknown Par anet er

5.29.105.132 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 02%ct | 03$txtFeld in  [None 1
aka.idf.il/main/gi yus/ questionnai re. aspx

Russi an . . Dstributed Paraneter Type Mol ation on ww i df.il/1283-en/ dover. aspx

188.143. 232. 21 Federati on 147.237.77. 216 [dover . i df . i | par anet er ct | 00$Cont ent Pl aceHbl der 1$ucArti cl eLobbyCGont r ol $dat epi cker Bl ock !

89.138.180.3 |Israel 147. 237. 72. 166 |aka. i df . i | Paraneter Read Oy Molation in : None 1
wav aka. i df . i |/ mai n/ sachar/ popups/ nar ki vsachar . aspx

84.108. 14. 207 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1

173.161.52. 213 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed eMil Hoarding Bl ock 1
Unknown Par anet er

77.125.79.39 |lIsrael 147.237.72. 166 |aka. i df . i | ct |1 00%ct | 00$cphMai n$TochenP acehbol der $ct | 13%ct | 01$ct | 03$cbl Quest i on$ [None 1
71 in aka.idf.il/main/giyus/questionnaire. aspx

109. 64. 54, 187 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1

212.76.100.36 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter sig2 in ww aka.idf.il/nain/giyus/general .aspx None

85. 65.100. 83 [l srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to / B ock

02-06-2016-19:04:05 to 02-06-2016-20:04:05




