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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
74.91. 28. 60 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
74.91. 28. 62 Lhited Sates 147.237.77.234 hal ag.idf.il bl ock-sp-traf 1 drop 1
142. 54. 169. 166 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature
89.216. 115. 8 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 2
208. 52. 154. 240 |Lhited Sates 147.237.77. 216 |dover . i df . i|0003: HTTP: phpM/Adni n access B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
77.127.157. 134 147.237.76. 86 I srael navy. i df .i | ET SCAN NVAP -sA (2) 2
114. 112. 90. 54 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
107. 218. 93. 76 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS w ndow 2048 1
98. 119. 105. 221 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.77.121 Chi na e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
213. 151. 104. 226 147. 237. 76. 86 Spai n navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
60. 48. 156. 50 147.237.72. 14 Ml aysi a dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
121. 141. 225. 10 147. 237. 76. 42 Korea, Republic of refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
121. 141. 225. 10 147. 237. 76. 30 Korea, Republic of hi nush. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
121. 141. 225. 10 147.237.0. 16 Korea, Republic of ny-kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
107. 218. 93. 76 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
107. 218. 93. 76 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -f -sS 1
84. 228. 175. 154 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 200 Chi na eitan. aka.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
60. 48. 156. 50 147.237.72. 14 Ml aysi a dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
213. 151. 104. 226 147.237.76. 38 Spai n eeneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 45. 137. 67 147. 237. 8. 50 Tur key e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
121. 141. 225. 10 147. 237. 76. 86 Korea, Republic of navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
121. 141. 225. 10 147.237.76. 34 Korea, Republic of yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
121. 141. 225. 10 147.237.0.35 Korea, Republic of akavs. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 73
Sreamng Engine: TCP Invalid i i ssi
84.110. 144. 123 | srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. g, 36
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid ' i ssi
109. 66. 214.35  |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 21
Ret ransnm ssi on Packet dr opped.
37.46.39. 235 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 16
77.127.164.32  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt with different monitor |12
w ndow scal e
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SYN drop 11
217.132. 60. 254 |l srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
. . . SWNretransmt wth different .
86.176. 146. 147 |United Ki ngdom|147.237.77.216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 10
188.120. 148. 13 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
2. 54. 150. 200 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
s SWNretransnit wth different :
5.29.57.108 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
213.57.225.108 |l srael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
37.46.39.178 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
. . SWNretransmt wth different .
185.27.105.80 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Russi an s Sreamng Engine: TGP Invalid Inval i d segnent retransnission.
141.8.132. 112 er ot on 147.237. 72. 166 |aka.i df .il Ret r ansmi ssi on Packet dr opped. drop 6
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data  [noni tor
154.118. 111. 15 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
reamng BEngine: TCP Invali i i ssi
46.19. 85. 25 I'srael 147.237.77. 203 |moi e i1 |7 SAM NG Bngine: TP Invalid - finvalid segnent retransmission. | 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.223 |Israel 147.237.77. 243 |mubile.i o .11 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
149.78. 237. 180 |Israel 147 237.72. 167 [i shuri maka i i | | €M NG Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46.19. 85. 211 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
Sreaming Engine: TGP Invalid i i sSi
2.54.3.102 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
104. 162. 238. 240|Whited Sates  [147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 5
104. 162. 238. 240|Wited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 36 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
77.127.208.125 |l srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
109. 65. 61. 21 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
54.244.22.103 |thited Sates  |147.237.77.176|mstpash.icf.il  |drop First packet isn't SWN drop 4
37.46.38.33 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |4
reamng BEngine: TCP Invali i i sSi
80. 246. 133. 181 |Israel 147, 237, 76. 200 |ei tan. aka i cf. i1 | " S2M NG Engi ne: TGP alid invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dr opped.
109. 64. 5. 31 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TGP Invalid i i sSi
79.181.10.139 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TQP Invalid ' i ssi
84.228. 233. 253 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
109. 67.24.230 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
217. 132. 216. 102|i srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
2.52.1.46 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i SSi
87.68.245.100 |israel 147. 237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
176.13.17. 4 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
77.127.227.53  |israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109.253.223.0 |israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
84.228.138. 213 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 65. 196. 100 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19. 86. 0 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 175. 220 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.52. 33. 44 I srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
2.54.150. 200 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 132. 202|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 260
109. 65. 32. 198 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 229
77.126. 255. 224 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 179
77.126. 255. 224 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 161
84.109. 240. 42  |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 147
109. 253. 132. 202|I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 138
212.179.21.194 |israel 147.237.0.34 |tikshuv.idf.il ;22'\1"7? ;{ tlgi Sane Response (bde (404) in Session from Bock  [138
109. 65. 32. 198 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 107
109. 67.215. 42 |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 95
84.109. 240.42 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 92
46.121.97.91 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 79
109. 67.215.42 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 76
109. 67.188.73 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 54
109. 65. 32. 198 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 24
149. 78.117. 64 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 23
31.154. 253. 217 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
109. 253. 132. 202|I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 12
176.13.22. 13 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 7
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 192.243.55. 131 B ock 5
84.228.78.244 |israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. i df .il/ B ock 5
84.228.78.244 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/ 8/ Bl ock 3
46.19. 85. 85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.9. 41 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
109. 65. 195. 220 I srael 147.237.77. 243 |nobi | e. i df . i | Dot buted that for) zed (L Access on Bock |3
192. 243. 55, 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthori zed URL Access from 192. 243, 55. 138 B ock
79.183.10.135 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
176.13.3.118 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
Unknown Par anet er
217.132.26.22 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 2
tion$l4d in aka.idf.il/nan/giyus/ questionnaire. aspx
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243.55. 134 B ock
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55, 137 Bl ock
5.29.93.171 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
188. 143. 232. 70 gs::;”i on 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 188. 143. 232. 70 Bl ock 2
62.90.193.250 |Israel 147.237.72. 166 |aka. i df . i | mn;k?i ';?Tﬁﬁ;rmgxlmfm ED in None 1
192.243.55. 132 |bom ni ca 147.237.72.166 |aka. i df . i | mu;rlzgr: éféi Iullnaf‘r:l;:gisf/uts?gener al . aspx?cat i d=592688&doci d=72793 Bl ock !
23.94.237.235 |Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i1/ newsite/ hebrew nai n. asp Bl ock 1
185.27.105.80 |l srael 147.237.76.42 |refuah.idf.il i;t ;';;”;gd 45;“;@'5;‘16%;‘?9::5 on Bock |1
77.127.164.32  [israel 147.237.76.42 |refuah.idf.il el pauthort zed ;Taﬁcgzii on Hock |1
Russi an ) ) Uhaut hori zed LRL A{:cess to _
146. 185. 234. 48 Federati on 147.237.76.42 |refuah.idf.il v refua. at al y df.il/tenpl at es/ news/ news. i n. aspx/ t enpl at es/ sendt o |B ock 1
fri end/ sendt of ri end. aspx
66.249.78.240 I srael 147.237.72.166 |aka. i df . i | ﬂ‘;‘“tzg‘;r ;;éielé‘f‘mﬁ?gisiug?gener o aspx Bock |1
192. 243.55. 138 |Donini ca 147. 237.72. 166 |aka. i df . i | m“;kr:: hf‘ﬁ /'\iA:turr]?(rjma(;/rsfeg:chresul (s, a8p Bock |1
91.192.110. 162 [Spain 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal .idf.il/wp/ wp-adnmn/ B ock
46. 19. 85. 25 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
Russi an ) ) Paraneter Type Mol ation . _ '
188.143.232.70 |_ oo 147.237.77. 216 |dover.idf .il ct1 003Cont ent A acetbl der 13ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
wawy i df . i | /1283- en/ dover . aspx
2.54.150.200 | srael 147.237.72. 166 |aka. i df . i | %{“&;ﬁﬁ&ﬁ;‘fﬁgﬁf& - Protocol violation None 1
75.119. 200. 140 |hited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnin/ B ock 1
66.249.66. 113 I srael 147.237.0.17 g]fnlyl kosher-kravi- i 1, i buted Illegal Paraneter Encoding None 1
185. 32. 179. 156 |l srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
85. 65. 19. 109 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$l in aka.idf.il/nain/giyus/questionnaire. aspx
79.179.36.251 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
67.245.150.145 |lhited Sates |[147.237.72.166|aka.idf.il Ml ti pl e Unaut horized URL Access from 67.245. 150. 145 B ock 1
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