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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

142. 54. 169. 164 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
74.91. 28. 58 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 drop 1
142. 54. 160. 212 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature

112.175.184.9 |Korea, Republic of |147.237.77.74 [l aw i df . i|13248: HITP. Jooma JCE File Wl oad Renote Code Execution Mul nerability ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
162. 216. 19. 183 147.237.77.216  |Wited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
112.175.184.9 147.237.77. 74 Korea, Republic of lawidf.il Tehila - Perl LW wth fake user agent 2
162. 216. 19. 183 147.237.77.216  |Wnited Sates dover.idf.il GPL WEB_SERVER TRACE att enpt 1
1.93.129.5 147.237. 8. 28 Chi na e.nobi le-ks.idf.il  |ET SCAN Potential SSH Scan 1
209.126.116. 147  |147.237.77.212  |Wited Sates e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
162. 216. 19. 183 147.237.77.216  |Wnited Sates dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
1.93.129.5 147.237. 8. 46 Chi na e. chi nuch. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 32
Sreamng Engine: TCP Invalid i i ssi
85. 65.127. 204 | srael 147. 237. 77. 243 |nubi l e.i df . i 9 =g Invalid segnent retransmssion. 22
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
46.19.86.168  |Israel 147.237.77. 243 |mvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransnissi on, drop 9
Ret ransm ssi on Packet dropped.
Russi an o Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141. 8.132. 112 ration 147.237. 72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 9
100. 127.57. 99 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.i | drop First packet isn't SN drop
46. 19. 85. 47 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
reanming BEngine: TCP Invali i i ssi
46.121.114. 124 |israel 147,237, 77. 243 |mwbi e i1 | €M NG Bngine: TCP Invalid finvalid segnent retransnissi on. drop 8
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.156.102 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
109.67.113.32 [ srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmission drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.131  |Israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
79.176. 137. 234 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.20  |israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
79.177.127.90 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.12.248 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
79.177.127.90 |israel 147237, 77. 243 |mebi e i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.130.241  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
5.102.254.192 |[lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.46.39. 80 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
77.127.88.51 I srael 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
. . SYNPAXK retransmit with different .
188. 66. 203. 241 |Oman 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
188. 66. 203. 241 |oman 147.237.77.176 |matpash.icf.il  |Bad TCP sequence SINRAK Tetransmt with different | oo |y
w ndow scal e
195. 34. 150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data  |nonitor 4
188. 66. 203. 241 |Oman 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence I'nval i d AGK nunber nonitor |4
5.102. 254. 64 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |4
188. 66. 203. 241 |Oman 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i sSi
46.19.86.151  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
94.230. 86. 243 |l srael 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
87.68.53.248  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
41.239. 23. 89 Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.182. 227. 248 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 67. 9. 37 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.110.35 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
2.54.136. 131 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
79.176.72.3 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
37.46.38.198 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
79.183.187.88 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 125. 53 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
75.126.221.55 |Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 3
Sreaning Engine: TGP Invalid i i ssi
85. 130. 245. 120 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
188. 66. 203. 241 |Oman 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
79. 180. 5. 24 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
37.26.147.212 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 11 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.135.243  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.94.102.25  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
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Signature
Sreanming Engine: TCP Invalid

Inval id segnent retransnission.

109. 253. 208. 239! srael 147.237.77. 243 |nobi l e.i of .i | > dro
Ret r ansni ssi on Packet dropped. P

23.91.142. 64 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TGP Invalid i i ssi

86. 176. 146. 147 |Wnited Ki ngdom|147. 237. 77. 216 |dover.idf il 9 =g Invalid segent retransmssion. drop

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
176.13.9. 41 I srael 147.237.0.19 |[madimatal .idf.il |Too Many of the Sane Response Code (404) in Session from176.13.9. 41 B ock 320
176.13.9. 41 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bock |157
176.13.9. 41 I srael 147.237.0.19 |[madimatal .idf.il |Too Many of the Sane Response Code (403) in Session from176.13.9. 41 B ock 107
185. 32. 179. 219 |I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 32
46.19.86.155 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bock |18
192. 243.55. 135 [Doninica  |147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized LRL Access from 192. 243. 55, 135 B ock 6
192.243.55. 133 |Dominica |147.237.72.166|aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243.55. 133 B ock 6
192. 243.55. 137 |Dominica  |147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 192. 243. 55, 137 Bock |4
37.142.68.18 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
79.176. 192. 155 |I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
176.13.5. 17 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bock |3
84.228.187.76 |lsrael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
192.243.55. 136 |Dominica |147.237.72.166|aka. i df .i | Mil tipl e Uhaut horized URL Access from 192. 243.55. 136 B ock 3
. . Untraceabl e S3. Sessions: Protocol violation
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
109. 67. 188. 73 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode Bock |3
192.243.55. 129 |Dominica |147.237.72.166|aka. i df .i | Mil ti pl e Uhaut hori zed URL Access from 192. 243.55. 129 B ock 3
109. 253. 205. 84 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
213.8.204.12 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/giyus Bl ock 2
. . Unaut hori zed Met hod CPTIONS for
5. 29.76.120 I'srael 147.237.72.166 [aka. i df . i | viwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 2
85. 65. 202. 235 |l srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
162. 216. 19. 183 g;ttf:: 147.237.77.216|dover.idf .l Unaut hor i zed HTTP Met hod B ock 1
. . Illegal Byte Gode Character in Paraneter Nane AVA, G4,
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | p Bl ock 1
-6[ [ #15] 1 X [ #27]] A=§ [ #22] |
80. 246. 136. 240 |l srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 1
86. 176. 146. 147 z";gegom 147.237.77.216|dover. i df . il Unaut hori zed LRL Access to wanidf.il/englisg/ B ock 1
m ny- kosher - kr av _ ,
66. 249. 65. 138 |l srael 147.237.0. 17 i idfil Miltiple Illegal Paraneter Encoding from 66.249. 65. 138 None 1
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Ml formed URL from 85. 65. 220. 186 Bock |1
. . Mal formed URL t AZAVE A€t yOxeA° AZA[ [ #17] | 3a€“A¢] ( x?[ A?sx€Ace
85. 65. 220. 186 |l srael 147.237.72. 166 [aka. i df . i | [[ #2411 [ #5] ] AZA€: 4€° 6] A x™AEWAGCU] [ #12] ] Al x7x! A¥3 Bock |1
. . Paraneter Type Mol ati on SearchText in
37.26.148. 179 |[lIsrael 147.237.76.42 |refuah.idf.il W ref ua atal i o i 1/ 938- hel ref uah, aspx Bl ock 1
142. 54, 169. 164 g“'ait:g 147.237.0.19 |madimatal .idf.il |Wauthorized URL Access to wwwv 330ww. cond Bock |1
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
NULL Character in Method AfA...NAY[[#21]]A%9e[ [ #0]] 2AnA?I A°H =A
A2Be AEI AcOAYACAA™] [ #21] ] [ [ #28]1 A\ A»& A%olki s[[#2]] Au[ [ #21]] I~Ac
&YJATATA—A® A®AcbAtAf A? A—#AYA#[ [ #3]] =j A0 ~rA”
Aa[ [ #24] 1 [ [ #18] ] A2rA[ [ #2] ] * AtAn [ #12] | +AL AgA?[ [ #20] 1 [[#1]1A...
85. 65. 220. 186 |l srael 147.237.72. 166 [aka. i df . i | Ao AuAYVKAYC3g2A 1 ] AY[ [ #7]] VAA? AEAACA.. . AGY miBA«[ [ #24]] A%A~  |B ock 1
A3 A"ACAEA nK[ [ #7] ] AceA+A” AEA?AZA; ASA- QtA»Af[ [ #29] ] 2A3As
Ao K[ [#4] [ [#27] ] ASAL [#8] ] [ [#27]]1908[ [ #4] 1 [ [#4] ] A #[ [ #25] ] f TzZAE
AAE[ [ #1]] Asl ApYR? A¥AS] [ #17] | AtA~AASSS[ [ #11] ] AA, { ASA-AAAce
gA\N A™[ : A2A-A- AT [ #3]] AceAA QaAAcl[ [ #5]]
68. 180. 230. 29 L;;::g 147.237.77. 176 |nat pash. i df . i | Par anet er Type M ol ati on PageNumin ww cogat . i df .il/1038-he/ cogat.aspx |B ock 1
192.243.55. 130 |Dominica |147.237.72.166|aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243. 55. 130 B ock 1
85. 65. 220. 186 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 85, 65. 220. 186 B ock 1
162. 216. 19. 183 ;h;:ee: 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df . i | /404t est page4525d2f dc Bock |1
. . Illegal Byte Gode Character in Query Sring Aaca,
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | 2 Bl ock 1
-6[ [ #15] ] X [ #27] ] A~ [ #22] ]
84.109.73.26 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. ] Unaut hori zed URL Access to
93.172.226.4 I'srael 147.237.77. 176 |nat pash. idf.il v cogat . i df . i |/ shar ed/ user cont r ol s/ header upper / B ock !
66.249.78. 4 I 'srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
192.243.55. 135 |Dominica |147.237.72.166|aka. i df . i | Unaut hori zed URL Access to waww aka. i df . il/forgot passwor d. aspx B ock 1
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e NILL Character in Header Nane from 85. 65. 220. 186 Bock |1
85. 65. 220. 186 |l srael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Header Line from 85. 65. 220. 186 B ock 1
157. 55. 39. 100 g;ttf:: 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 157.55. 39. 100 B ock 1
Illegal Byte Code Character in Header Nane A A?[[#3]]Af} Aj BAYAC4AGA. ..
AVA x wA¥A”
85. 65. 220. 186 |l srael 147.237.72. 166 [aka. i df . i | B6A?AVDR] [ #15] ] zf A§+A?AYA- 9" A20GA, >[[#8]1i A | AYAVA- N&i A+Act A?} |B ock 1
[ [ #29] ] dbA?A2 sAzhAce- cAGAAY[ [ #19] ] AALA-
A" A“A%ACATA?[ [ #27] ] AYA" A—hA" AE
Unknown HTTP Request Met hod AfA...MAY[ [ #21]] A2 Qe[ [ #0]] 2A,
nA?l A° H: =AA?A2 AE| AcOAYACAcA™] [ #21] ] [ [#28]] A\ A»& A%
1ki s[[#2]] Au[ [ #21] ] I~A&YIATATA—A° ARRabATAf A?A—#AYA
#[ [#3]] =) RoAKAa] [ #24] ] [[#18] ] APnA [ #2] ] * AtAn] [ #12] ] +AL A
. . gA?[ [ #20] 1 [ [ #1] ] A...AeAuAVKAYC3g2A i ] AY[ [ #7] ] vVAKA?REAACA. .. A
85.65.220.186 |lsrael  147.237.72. 166 |aka. I df . i ymUBA[ [ #24] ] koA RS A-ACAER' nK[ [ #7] ] AceAtA’ ACA?AZA; ASA- QuAwAf B0 [1
[ [#29] ] 2ASAA e AT [ #4] ][ [ #27] 1 ASAL
[[#8]1[[#27]]1908[ [ #4]][[#4] 1A #[ [ #25] | f TZAEAAE] [ #1] ] Aol Auvd?A¥AS
[[#17]] AtA~AAS8S[ [ #11] | AA { ASA-AK AceqA )\ A™[ : A?A-A- A
[[#3]] AceAA CaAAal][#
46.19.86.168 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bock |1
192.243.55. 130 |Dominica |147.237.72.166|aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/giyus/kadat z B ock 1
85. 65. 220. 186 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from85. 65, 220. 186 B ock 1
2.54.13.52 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
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At t acker .
count ry Target Address |Site Sgnature
. . Illegal Byte Code Character in URL t AZAVS &EL yOxeA° AZA] [ #17]] 38€"
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | Ac[ ( x2[ Avsx€ce] [ #24] ] [ [ #5] ] AZa€1 3€°6] A x™AEASOL( [ #12]] Al x2x! A¥3 Bock |1
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