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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
142.54.169.164 United States 147.237.0.19 madim.atal.idf.il block-sp-traf1 forward 1

74.91.28.58 United States 147.237.77.176 matpash.idf.il block-sp-traf1 drop 1

142.54.160.212 United States 147.237.77.233 atal.idf.il block-sp-traf1 drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

112.175.184.9 Korea, Republic of 147.237.77.74 law.idf.il13248: HTTP: Joomla JCE File Upload Remote Code Execution Vulnerability Block 2

 02-06-2016-17:04:08 to 02-06-2016-18:04:08 



Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
195.34.150.18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

162.216.19.183 147.237.77.216 United States dover.idf.il ET WEB_SERVER Fake Googlebot UA 1 Inbound 4

112.175.184.9 147.237.77.74 Korea, Republic of law.idf.il Tehila - Perl LWP with fake user agent 2

162.216.19.183 147.237.77.216 United States dover.idf.il GPL WEB_SERVER TRACE attempt 1

1.93.129.5 147.237.8.28 China e.mobile-ks.idf.il ET SCAN Potential SSH Scan 1

209.126.116.147 147.237.77.212 United States e.dover.idf.il ET SCAN NMAP -sS window 1024 1

162.216.19.183 147.237.77.216 United States dover.idf.il SERVER-WEBAPP TRACE attempt 1

1.93.129.5 147.237.8.46 China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address
Attacker
Country

Target Address Site Signature Message
Device
Action

Count

41.33.231.90 Egypt 147.237.77.216 dover.idf.il drop SAM rule drop 32

85.65.127.204 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 22

46.19.86.168 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 9

141.8.132.112
Russian
Federation

147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 9

100.127.57.99 147.237.72.166 aka.idf.il drop First packet isn't SYN drop 8

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 8

46.19.85.47 Israel 147.237.76.42 refuah.idf.il Bad TCP sequence Invalid ACK number monitor 8

46.121.114.124 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 8

2.52.156.102 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

109.67.113.32 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.19.86.131 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

79.176.137.234 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.19.85.20 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

79.177.127.90 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

77.126.12.248 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

79.177.127.90 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

5.22.130.241 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

5.102.254.192 Israel 147.237.77.233 atal.idf.il Bad TCP sequence Invalid ACK number monitor 5

37.46.39.80 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 5

41.33.232.66 Egypt 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 5

77.127.88.51 Israel 147.237.77.234 halag.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 4

188.66.203.241 Oman 147.237.77.216 dover.idf.il Bad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 4

188.66.203.241 Oman 147.237.77.176 matpash.idf.il Bad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 4

195.34.150.18 Austria 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 4

188.66.203.241 Oman 147.237.77.176 matpash.idf.il Bad TCP sequence Invalid ACK number monitor 4

5.102.254.64 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 4

188.66.203.241 Oman 147.237.77.176 matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.86.151 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

94.230.86.243 Israel 147.237.72.167 ishurim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 3

87.68.53.248 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

41.239.23.89 Egypt 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 3

79.182.227.248 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

109.67.9.37 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

79.176.110.35 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

2.54.136.131 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 3

79.176.72.3 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

37.46.38.198 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 3

79.183.187.88 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

185.120.125.53 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

75.126.221.55 United States 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 3

85.130.245.120 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

188.66.203.241 Oman 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 3

79.180.5.24 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

37.26.147.212 Israel 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 3

46.19.86.11 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

5.22.135.243 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

84.94.102.25 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3
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Target Address Site Signature Message
Device
Action

Count

109.253.208.239 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

23.91.142.64 Canada 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

86.176.146.147 United Kingdom 147.237.77.216 dover.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

176.13.9.41 Israel 147.237.0.19 madim.atal.idf.il Too Many of the Same Response Code (404) in Session from 176.13.9.41 Block 320

176.13.9.41 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 157

176.13.9.41 Israel 147.237.0.19 madim.atal.idf.il Too Many of the Same Response Code (403) in Session from 176.13.9.41 Block 107

185.32.179.219 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 32

46.19.86.155 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 18

192.243.55.135 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.135 Block 6

192.243.55.133 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.133 Block 6

192.243.55.137 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.137 Block 4

37.142.68.18 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

79.176.192.155 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

176.13.5.17 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

84.228.187.76 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

192.243.55.136 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.136 Block 3

85.65.220.186 Israel 147.237.72.166 aka.idf.il
Untraceable SSL Sessions: Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE)

None 3

109.67.188.73 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

192.243.55.129 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.129 Block 3

109.253.205.84 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

213.8.204.12 Israel 147.237.72.166 aka.idf.il Unauthorized Method HEAD for aka.idf.il/main/giyus Block 2

5.29.76.120 Israel 147.237.72.166 aka.idf.il
Unauthorized Method OPTIONS for
www.aka.idf.il/main/giyus/authenticationservice.asmx/getauthuser

Block 2

85.65.202.235 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 2

162.216.19.183
United
States

147.237.77.216 dover.idf.il Unauthorized HTTP Method Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il
Illegal Byte Code Character in Parameter Name Â½â„¢â‚
¬6[[#15]]X[[#27]]Â¬S[[#22]]

Block 1

80.246.136.240 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 1

86.176.146.147
United
Kingdom

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/englisg/ Block 1

66.249.65.138 Israel 147.237.0.17
m.my-kosher-krav
i.idf.il

Multiple Illegal Parameter Encoding from 66.249.65.138 None 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il Multiple Malformed URL from 85.65.220.186 Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il
Malformed URL tÂŽÂ¼fâ€¹y0×•Â°ÂžÃ¿[[#17]]3â€“Â¢[(×?[Â?s×€Âœ
[[#24]][[#5]]ÂŽâ€¹â€º6]Â·×™â€?wÂ§Öµ[[#12]]Â¦×?×¦Â¥3

Block 1

37.26.148.179 Israel 147.237.76.42 refuah.idf.il
Parameter Type Violation SearchText in
www.refua.atal.idf.il/938-he/refuah.aspx

Block 1

142.54.169.164
United
States

147.237.0.19 madim.atal.idf.il Unauthorized URL Access to www.330ww.com/ Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il Abnormally Long Request method Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il

NULL Character in Method ÂƒÂ…MÂŸ[[#21]]Âª9e[[#0]]2Â„nÃ?IÃ°H:=Â’
Â?ÃªÂ£IÂ¤0ÃŸÃ¢ÃœÃ™[[#21]][[#28]]Ã¯\Â»&:Ã‰1kis[[#2]]Âµ[[#21]]J~Ã‹
&YJÂ¶Ã†Ã—Â°Â®Ã¤bÃ†ÂƒÃ?Â—#ÂŸÂ’#[[#3]]=jÂº^Â˜
Â¤[[#24]][[#18]]Ã?mÂ‘[[#2]]*Ã†Am[[#12]]+Ã¹ÂˆgÃ?[[#20]][[#1]]Ã…
Ã¤ÂµÃ½KÂ¼C3g2Ã i]ÂŸ[[#7]]vÂ«Ã?Ã€Ã’Ã«Ã…ÂŒym%8Ã«[[#24]]Ã‰Ã˜
Ã³Â¯Â¢Â£Ã¨nK[[#7]]ÂœÂ±Ã¨Ã€Â?ÃžÂ¿ÃšÂQ#Ã»Ãƒ[[#29]]?ÃšÃ•
Â¯mÃºÃˆ[[#4]][[#27]]ÃŠÂ‡[[#8]][[#27]]9q8[[#4]][[#4]]Â´#[[#25]]fTzÂŒ
4ÃŒ[[#1]]Ã»IÂµ%Â?Â¥ÃŠ[[#17]]Ã‡Ã›~Â’ÂŠ8$[[#11]]Â•Ã¸{ÂŠÂ¬Ã“Ã˜Ãœ
qÃ„\Â™[:Ã?Ã¬ÂÃ’[[#3]]ÃœÃ˜Ã´OaÃ˜Â¤1[[#5]]

Block 1

68.180.230.29
United
States

147.237.77.176 matpash.idf.il Parameter Type Violation PageNum in www.cogat.idf.il/1038-he/cogat.aspx Block 1

192.243.55.130 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.130 Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il Multiple Illegal Byte Code Character in Method from 85.65.220.186 Block 1

162.216.19.183
United
States

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/404testpage4525d2fdc Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il
Illegal Byte Code Character in Query String Â½â„¢â‚
¬6[[#15]]X[[#27]]Â¬S[[#22]]

Block 1

84.109.73.26 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/1518-he/refuah.aspx Block 1

93.172.226.4 Israel 147.237.77.176 matpash.idf.il
Unauthorized URL Access to
www.cogat.idf.il/shared/usercontrols/headerupper/

Block 1

66.249.78.4 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/robots.txt Block 1

192.243.55.135 Dominica 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/forgotpassword.aspx Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il Multiple NULL Character in Header Name from 85.65.220.186 Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il Multiple Abnormally Long Header Line from 85.65.220.186 Block 1

157.55.39.100
United
States

147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 157.55.39.100 Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il

Illegal Byte Code Character in Header Name Ã·Ã?[[#3]]Ã‡}Â¡BÃ¥Ã¢4Â®Ã…
Ã¼Ã˜xwÃ¥Ã”
B6Â?Ã¼DR[[#15]]zfÂ§+Ã?Â¾Â·9"Â?oGÃ¸_>[[#8]]iÂ·/Â¾Ã½ÃN&iÃ±Â©tÃ?}
[[#29]]dbÂ?Ã²s^zhÂœ-cÃ©Â‘Ãµ[[#19]]Â„Â‡Â
Ã¨Â“Ã‰Ã©Â¶Â?[[#27]]ÂŸÃ´Â—hÂ¨Â£

Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il

Unknown HTTP Request Method ÂƒÂ…MÂŸ[[#21]]Âª9e[[#0]]2Â„
nÃ?IÃ°H:=Â’Â?ÃªÂ£IÂ¤0ÃŸÃ¢ÃœÃ™[[#21]][[#28]]Ã¯\Â»&:Ã‰
1kis[[#2]]Âµ[[#21]]J~Ã‹&YJÂ¶Ã†Ã—Â°Â®Ã¤bÃ†ÂƒÃ?Â—#ÂŸÂ’
#[[#3]]=jÂº^Â˜Â¤[[#24]][[#18]]Ã?mÂ‘[[#2]]*Ã†Am[[#12]]+Ã¹Âˆ
gÃ?[[#20]][[#1]]Ã…Ã¤ÂµÃ½KÂ¼C3g2Ã i]ÂŸ[[#7]]vÂ«Ã?Ã€Ã’Ã«Ã…ÂŒ
ym%8Ã«[[#24]]Ã‰Ã˜Ã³Â¯Â¢Â£Ã¨nK[[#7]]ÂœÂ±Ã¨Ã€Â?ÃžÂ¿ÃšÂQ#Ã»Ãƒ
[[#29]]?ÃšÃ•Â¯mÃºÃˆ[[#4]][[#27]]ÃŠÂ‡
[[#8]][[#27]]9q8[[#4]][[#4]]Â´#[[#25]]fTzÂŒ4ÃŒ[[#1]]Ã»IÂµ%Â?Â¥ÃŠ
[[#17]]Ã‡Ã›~Â’ÂŠ8$[[#11]]Â•Ã¸{ÂŠÂ¬Ã“Ã˜ÃœqÃ„\Â™[:Ã?Ã¬ÂÃ’
[[#3]]ÃœÃ˜Ã´OaÃ˜Â¤1[[#

Block 1

46.19.86.168 Israel 147.237.77.243 mobile.idf.il Distributed Suspicious Response Code Block 1

192.243.55.130 Dominica 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/giyus/kadatz Block 1

85.65.220.186 Israel 147.237.72.166 aka.idf.il Multiple Illegal Byte Code Character in URL from 85.65.220.186 Block 1

2.54.13.52 Israel 147.237.72.166 aka.idf.il SSL Untraceable Connection - Open Mode None 1
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85.65.220.186 Israel 147.237.72.166 aka.idf.il
Illegal Byte Code Character in URL tÂŽÂ¼fâ€¹y0×•Â°ÂžÃ¿[[#17]]3â€“
Â¢[(×?[Â?s×€Âœ[[#24]][[#5]]ÂŽâ€¹â€º6]Â·×™â€?wÂ§Öµ[[#12]]Â¦×?×¦Â¥3

Block 1
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