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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
66. 249. 81. 206 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
186. 220. 26. 3 Brazil 147.237. 76. 39 nobile.neitav.idf.il [Block Udp All Nets dr op 1
80. 82. 78. 39 Net her | ands 147.237. 76. 30 hi nush. i df.il B ock Np Al Net drop 1
186. 220. 26. 3 Brazil 147.237.76. 42 refuah.idf.il Bl ock_Up Al _Nets drop 1
142. 4.197. 204 Lhited Sates 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
153. 254. 144. 70 Japan 147.237.77.178 e. nat pash. i df . i Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

201. 33.198. 203 |[147.237.76.86 |Brazil navy. i df .il ET SCAN NVAP -sA (2) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.216 |147.237.77.243|Wited Sates [mobile.idf.il |ET SCAN NVAP -sA (2) 2
66. 102. 8. 167 147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
209. 126. 116. 147|147.237.72. 14 |thited Sates |dover.idf.il (o dET SCAN NVAP -sS wi ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.246. 177. 235|147. 237. 77. 74 |Mexi co lawidf.il ) 1
Potential Scan or Brute Force
93. 189. 26. 18 147.237.8.24 |Austria e.lifestyle.idf.|JET SCAN NVAP -sS wi ndow 1024 1
218.246.0. 97 147.237.76.30 |Chi na hinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
177, 246,177, 235|147, 237. 77. 234 | co hal 2L i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T g1 Potential Scan or Brute Force
. .. |ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential
122. 147. 148. 178|147. 237. 76. 38 |Tai wan eeneitav.idf.i . 1
Scan or Infection
75.159. 188. 149 |147.237. 77. 243 |Canada nobi le.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
46. 19. 86. 68 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 151
85. 250. 109. 244 I srael 147.237.76.31 |nakchal .idf.i|Bad TOP sequence S retrensmt with different wndowl o ior  [110
8. 37. 231. 30 é{”&;‘/ym“s 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 86
Sreamng Engine: TP Invalid i i ssi
109. 253. 198. 2001 sr ael 147. 237.77. 243 |nubi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 48
Ret r ansn ssi on Packet dr opped.
217.132.35.131 |israel 147.237.77. 234 |nal ag.i f .11 [Bad TCP sequence ?C(de”a”sm with different wndowl oivor |41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 32
89.138.208.24 |israel 147.237.77. 234 |nal ag.i of .i1 [Bad TCP sequence ig;e”a”s”"t wWith different window) oo |os
Sreamng Engine: TCP Invalid ' i ssi
79.181.226.24 |israel 147. 237.77. 243 |mwbi l e, i f . 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
46.19.86.131  |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segent retransmssion. drop 24
Ret ransnm ssi on Packet dr opped.
109. 64.123. 46 |Israel 147.237.76.42 |refuah.idf.il[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 18
46. 19. 85. 89 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 16
46. 19. 85. 207 I srael 147.237.72. 156 |anan.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |Israel 147.237.77. 216 [dover.idf.il [dr op First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi
66.249.64.203 |Wited Sates  |147.237.77. 243 |nobile.idf il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
109.253.216.7  |Israel 147 237.77. 243 |moti 1 e oy |2 €AM NG BNgine: TCP I nval i d Inval i d segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.78.216 |Wited Sates  |147.237.77. 243 |nobile.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
77.126.61.99  |Israel 147. 23777, 243 |t 1 e, o 11| €AM NG ENgi ne: TCP aid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
62.19.59. 171 Italy 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
79.180. 196. 198 |l srael 147.237.76.86 [navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreaming Engine: TCP Invalid i i ssi
84.108. 219. 183 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
5.22.135.174  |Israel 147, 237.72. 166 |aka i or.i1 || €AM NG Engine: TCP alid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 88 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 88 I srael 147.237.76.86 [navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 179 I sr ael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
79. 180. 196. 198 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
31.210.187.182 [lIsrael 147.237.72. 166 |aka.idf.il  |[Bad TCP sequence Invalid ACK nunber noni t or 5
89.138.208.24 |Israel 147.237.77.233|atal .if i1 |Bad TCP sequence S retrensmt with different wndow) o ivor |5
46. 19. 85. 207 I srael 147.237.72.156 |anan.idf.i1 |Bad TCP sequence I'nval i d ACK nunber noni t or 5
5.22.129. 255 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invali d ACK nunber noni t or 4
185.3.147.236 |Israel 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 4
5. 36. 23. 221 Ooman 147.237.77. 216 [dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
C e SYNHAK retransnit with different .
5.36. 23. 221 oman 147.237.77. 216 |dover.idf.il [Bad TCP sequence vi ndow Scal & noni t or 4
Sreaning Engine: TCP Invalid i i Ssi
109. 65.39. 130  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.80  |Wited Sates  |147. 237. 72. 166 |aka i of il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
84.94.114.184 |lsrael 147.237.72. 156 |aman.idf.il |drop First packet isn't SN drop
94.230.86.209 |lsrael 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79. 180. 160. 175 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.54.146. 42 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
212.29.222.162 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109.66.7.225  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181.171. 226 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 64. 105, 243 |1 srael 147. 237. 72. 166 |aka i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 89 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
84.110. 210. 142 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.253.145.7 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 122 I sr ael 147.237.77.233|ata .idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 3
213.8.204.14  [Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence SNretransmt with different window| ;oo |3

scal e
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A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

Sreaning Engine: TCP Invalid Invalid segnent retransnission.

37.26.147.162 |lIsrael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
87.71.1.45 | srael 147.237.0.34 |tikshuv.idf.il |[Too Many of the Same Response Code (404) in Session from87.71.1.45 |B ock 81
46.120. 190. 200 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
37.142.239. 157 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 51
149.78.11.123 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
109. 253. 198. 200|1 sr ael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock
79.181.226.24 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
79.183.30.132 | srael 147.237.0.19 |nadimatal .idf.i L{n;;u;]h;tr;f?%f%ﬁ‘/ gﬁgre:ds/;j(;x/ et ekt e Ly, s Bl ock 7
46.19. 86. 131 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 6
79.181.226.24 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Whaut hori zed URL Access on nobi | e. i df.il/nekudot/i ndex B ock 4
2.54.18.194 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55, 133 B ock 3
46.121. 114. 124 |lIsrael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.189. 26 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55, 134 B ock 3
46.120. 190. 200 I srael 147.237.0.19 |nadimatal .idf.i ng’l'\ﬁfylgél ;gg sane Response (ode (404) in Session from Bock |2
87. 68. 78. 202 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/givus B ock 2
79.181.226.24 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253.216.7 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
2.52.33.231 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.78.153 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/giyus/ general /defaul t.a B ock 1
192.243.55. 136 |om ni ca 147.237.72.166 |aka. i df . 1| vqu\j\zmatg.’: fjl?fji It‘?_naﬁ;xgaisys/uts?gener al . aspx?cat i d=59391&doci d=65518 Bl ock !
149. 88. 233. 221 |l srael 147.237.72.166 |aka. i df . i | \;Ps\rwa';;eird???,%ﬁ/\gaghi'/?ggi's?ratiOnw yardlvegi ster . aspx None 1
85. 65.220. 186 || srael 147.237.72. 166 |aka. i df . i | thééfi %C&Eﬁpsffg?f:@i gﬁg_g;gj;ﬂ) None 1
212.29.222.162 | srael 147.237.72.166 |aka. i df . i | mn;k“:isz"f ?Ff;;rnlg\é'hgﬂiﬁm@a;pg None 1
77.126.61. 99 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
Russi an _ ) Paraneter Type Mol ation _ ' .
188.143. 232. 21 Federat i on 147.237.77. 216 |dover.idf . il ctl 09$0)r)t ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
www i df . i | /1283- en/ dover . aspx
109. 67.202. 42 |l srael 147.237.72.166 |aka. i df . i | fggﬁc_ %ﬂ&ﬁ:ﬁg’?f:@i &fﬂ_&gﬁﬂ) None 1
66.249.78.216 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
192. 243. 55, 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 137 B ock 1
157.85. 39. 35 Uited Sates  [147.237.76.30 |hi nush.idf. il muégorfn:szhéit?i Q?C:elslst :,‘n?ol at es/ shar ed/ user cont r ol s/ header upper / Bt ock !
46.19. 86. 12 I srael 147.237.72. 166 |aka. i df . i | mn;’k“; i'zaf“.?rl'ftn:.r NcéégﬁiitgaggffE:f;;prhsaChar$Ct' 13in None 1
85. 250. 109. 244 I srael 147.237.76.31 |nakchal .idf il ﬁ?”tzg;’”?éegﬂ?pfgfgfjg;}I | os/ 8/ 1668, doc Bock |1
213.8.204. 14 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
77.237.146.28 |Czech Republic [147.237.77.235|sviva.idf .il Unaut hori zed Met hod HEAD for / B ock 1
2.54.155.100 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§F rz'st;u;?d2217?;:‘;:;2?1&%/@??2? fgi . Bock |1
Unknown Par arret er
79.183.146. 117 [Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unhaut hori zed LRL Access from 68. 180. 228. 112 B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/gi yus/ ganda B ock 1
157.55.39.100 |Uited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to ww aka.idf.il/mlitary-police/ Bl ock 1
46.19. 86. 12 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.132.35.131 |Israel 147.237.77. 234 |hal ag. i df . i | 1D4§F rz'st;u;?d2217?;:‘;:;2?1&%/@??2? fgi . Bock |1
66. 249. 64. 203 |Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
192.243.55. 133 |bom ni ca 147.237.72. 166 |aka. i df . i | mu;::z.r: zh?éi Iullna?(rzllczisf/uts;)gener al . aspx?cat i d=58565&doci d=35732 Bl ock !
Unknown Par arret er
84.109. 234. 210 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehHol der $ct | 13%ct | 01$ct | 03$chbl Questi on$ [None 1
120 in aka.idf.il/mai n/ gi yus/ questi onnai re. aspx
68.180.228.112 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wwwy i df.il/1397-en/ dover. aspx B ock 1
207. 46. 13. 34 Lhited Sates |147.237.77.176|mat pash.idf.i| |Uauthorized UR. Access to wmw cogat.idf.il/si ze220x0/ si p_stor age B ock 1
157.55.39.205 |Uhited Sates |[147.237.77.243|nobile.idf.il Lhaut hori zed URL Access to nobil e.idf.il/sachar/ Bl ock 1
87. 69. 69. 144 I srael 147.237.77. 216 |dover . i df . i D stributed Whaut hori zed URL Access on wwwy i df.il/https:/wanidf.il/ B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to waw i df.il/navy/ htm/gal eryfs. htn B ock 1
37.142.160. 135 |Israel 147.237.77. 234|hal ag. i df . i | D stributed thauthori zed LR Access on Bock |1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
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