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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
157. 55. 39. 209 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
182. 52. 206. 206 Thai | and 147.237.77. 212 e.dover.idf.il |Frk_Under Attack _Con Tcp drop 2
185. 130. 5. 174 147.237.76. 42 refuah.idf.il ock Wp Al Nets drop 1
199. 48. 164. 223 Lhited Sates 147.237. 76. 42 refuah.idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 61. 109. 189 [147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 212. 232. 144|147. 237. 77. 170 |M et nam naar achot . i df . i | ET SCAN NMAP -sS w ndow 2048 1
93. 189. 26. 18 147.237.76.38 |Austria eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 76. 148 |Lnited Sates |gocenter.aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
20,177 35.199  |147. 237 76.30 |5 el Hirushi b il ET DO Large anount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
201. 48. 50. 33 147.237.72. 14 |Brazil dover.idf.il(old) ET SCAN Potential SSH Scan 1
50.204. 188. 142 |[147.237.76. 147 [Lited Sates  [chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 48. 50. 33 147.237.0.33 |mrazl idf.il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147.237.0.16 [N caragua ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS w ndow 3072 1
125. 212. 232. 144|147. 237. 77. 170 |M et nam nmar achot . i df . i | ET SCAN NVAP -sS wi ndow 3072 1
125. 212. 232. 144|147. 237. 77. 170 | et nam naar achot . i df .i | ET SCAN NVAP -f -sS 1
91.201. 236. 114 [147.237.77.121|krai ne e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 48. 50. 33 147.237.72. 166 |Brazi akaidf.il ET SCAN Potential SSH Scan 1
50.204. 188. 142 |[147.237.76. 147 [Lnited Sates  [chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
201. 48. 50. 33 147.237.0.35 |Bazl akavs. i df . i | ET SCAN Potential SSH Scan 1
50.18.225.195 |147.237.77.216|lhited Sates  [dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 1
201. 48. 50. 33 147.237.0.19 |Brazil nedi matal .idf.il ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147.237.0.16 [N caragua ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
187. 38. 150. 123 |147.237. 77. 216 |Brazi dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

count ry Target Address [Ste Signature
89.138.208.24 |Israel 147.237.77.234|nal ag.icf.il  |Bad TCP sequence SNretransmt with i fferent moni tor  |127
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
2.54.54.194 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 36
54.244.22.103 |Wnited Sates [147.237.0.34 |tikshw.idf.il |drop First packet isn't SWN drop 32
54.244.22.103 |[lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 27
62.19.59.171 |italy 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 23
2.54.54.194 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 18
2.54.54.194 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber nmoni t or 18
reaming BEngine: TCP Invali i i ssi
109. 67.18.212 |Israel 147. 237.76. 200 [ei tan aka. i of .1 | | €2M NG Engine: TP Invalid Jinvalid segnent retransmssion drop 18
Ret r ansm ssi on Packet dropped.
2.54.54.194 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 18
79.176.20.37 |Israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt wth different monitor |14
wi ndow scal e
Sreaning Engine: TGP Invalid i i ssi
77.126. 220. 173 |1 sr ael 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.47.127  |israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
208.115.113. 84 [hited Sates  [147.237.77.74 [lawidf.il drop SAMrule drop 11
Sreamng Engine: TCP Invalid i i ssi
37.26.149. 236 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
93. 169. 113. 129 [Romani a 147.237.77. 176 |matpash.iof .il |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
93. 169. 113. 129 |Ronani a 147.237.77.176 |matpash.icf.il  |Bad TCP sequence SINAK retransmt with different |00
wi ndow scal e
64.19.78.243 |Uhited Sates [147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop
109. 65. 120. 238 [l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46.213. 80. 144 %Lf,ﬂfab 147.237.77. 216 |dover.idf.il  |Bad TOP sequence Inval i d ACK nuniber alert 6
sl SWNretransnmit wth different .
62.19.59.171 |[italy 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal e noni t or 6
Syrian Aab s . .
46. 213. 80. 144 Republ i ¢ 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.176.209. 29 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.31  [Israel 147.237.77.234|nalag.icf.il  |[Bad TCP sequence SN retransnt wih different monitor |6
wi ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249.78.230 |Wited Sates  |147.237.77. 243 |nobile.idf. il 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
79.177. 148. 203 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
77.127. 209. 155 |1 sr ael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.109.18.52 |Israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 |Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 6
54.244.22.103 |[lhited Sates 147.237.77. 176 |natpash.iof .il  |dr op First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i ssi
46.19.85.15  |israel 147.237.77. 233 atal i df . il Streaming Engine: TCP Invalid vl id segnent retransmssi on drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80. 246. 136. 47 |Israel 147.237.77. 243 |mubile.i o i1 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
49. 201. 251. 206 |India 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
94. 230. 86. 209 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
84.108.17.49 |[Israel 147. 237. 72. 166 |aka i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i | B ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 4
Sreaning Engine: TGP Invalid i i ssi
84.228.114.21 |Israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
5.22.131.69 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
reamn ine: TCP Invali i i ssi
109. 67. 106. 191 |I srael 147.237. 72. 166 |aka. i df . Streamng Engine: TCP Invalid vl id segnent retransmissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 72 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
46.19.85.32  [Israel 147. 237.77. 243 |nobi l e. i f . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.31.117  |israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 253. 135. 26 |I srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82. 166. 100. 40 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.183.20. 224 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.167.185 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
2.52.33.231 I srael 147.237.0.19 |nadimatal.idf.i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
46.19.85.49  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
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A tacker
Country

Target Address [Ste Signature

Sreanming Engine: TCP Invalid ' i ssi
46.19.86.241 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 66. 201. 10 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
2.54.168.5 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
2.52.31.117 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
186. 202. 153. 185|Rrazil 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut hori zed URL Access from 186. 202. 153. 185 B ock 5
46. 19. 85. 216 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
2.54.55. 25 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149.78.179.198 |l srael 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂt‘?@:?ﬁ,g@f&ii}m o es/ i stehi | ddocunent s/ 1431 Bock |3
185.32.179.12 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
149.78.254.79  |Israel 147.237.77. 243 |nobi | e. i df . i | fbﬂtt ?LfoﬁS:Cﬂa?Bic‘;";nzgg;fmﬁsjmrd n Bock [3
87.69. 92. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
216.104.160. 77 |Lnited Sates |[147.237.72.166|aka.idf.il Mil ti pl e Unhaut hori zed LRL Access from 216. 104. 160. 77 B ock 3
109. 253. 212. 167|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.47.127 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 3
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55, 134 B ock 3
149.78.179. 198 |Israel 147.237.77.243|nobi l e. i df . i | Mil tipl e Uhaut hori zed URL Access from 149. 78. 179. 198 B ock 2
46. 28. 66. 2 Wrai ne 147.237.77. 216 |dover.i df . i | Mil ti pl e Wnauthori zed LRL Access from 46. 28. 66. 2 B ock 2
85. 65.202. 235 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 82 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.126.220.173 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
66.249.78.159 |Israel 147.237.77. 216 |dover.i df . i Ml tiple Unauthorized URL Access from 66. 249. 78. 159 B ock 2
46.19. 86. 31 I srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
84.228.97.201 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
79.177.121.26 |[Israel 147.237.77.243|nobi [ e.i df . i | Distributed Whaut hori zed URL Access on nobi | e. i df . il/nekudot /i ndex B ock 1
178.255.215. 87 |France 147.237.77. 216 dover . i df . i mtih(;r.l ff(/j 1;%3161:?2?4};/ kkkkkkk=d069718ekkkkkkk d069718e Bock |1
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
89.138.208.24 |l srael 147.237.77. 234 |hal ag. i df . i | ?ﬁ ;'3?‘”73(’2217?;2325765’?1&%/@?5?1? lf’gi . Bock |1
37.237.205.20 |iraq 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
2.52.31. 117 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rc;fsz /g;‘egpgf;im;es“ <t ohi 1 ddocunent s/ 1071 Bock |1
84.108. 139. 229 |l srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/wu aman.idf.il/ Bl ock 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i |/ giyus/ kadat z B ock
77.125.87.141  |Israel 147.237.77. 170 |n@ar achot . i df . i | [Mil tipl e Unaut hori zed URL Access from 77.125. 87. 141 Bl ock
Unknown Par arret er
79.178.102.56 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03$chbl Quest i on$7 [None 1
6 in aka.idf.il/nain/giyus/questionnaire. aspx
66.249.78.230 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
Extrenel y Long Paraneter in wwwidf.il
109. 65. 109. 34 | srael 147.237.77.216|dover. i df . i | D8 YB3 UD8 YA3 UD9 B 6 ¥UD8 YAAUDI ¥B 2 UD9 ¥B 5 + %D ¥B 5 %D %8 6 + %D8 YA|Bl ock 1
FYD8 YAEYDI %8 8 %9 %8 4 + %D8 YA 7 %D %8 4 %D %8 5%D8 ¥B3 %
46.19.85. 15 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
2.52.33.231 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
84.109. 18. 52 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
209.159. 138.19 [Uited Sates |147.237. 77. 206 |dover i df i1 |18 0 o e et o ptsl | quersyl] cuery- 14,2 nim | s Bock |1
77.125.87.141 |Israel 147.237.77. 170 |n@ar achot . i df . i | |Lhaut hori zed LR. Access to maarachot.idf.il/pdf/files/ B ock 1
Unaut hori zed URL Access to
46. 28. 66. 2 Wkrai ne 147.237.77.216|dover. i df . i | v i df . i |/t enpl at es/ honepage/ honepage. aspx/ t enpl at es/ soci al /twi tter. as |B ock 1
X
Russi an ] ) FzPararmat er Type Mol ation _ ‘ ‘
5.101. 217. 107 Federat i on 147.237.77.216|dover. i df . i | ctl OQ$CDr_1t ent A acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
wa i df . i1 /1283- en/ dover . aspx
79.179. 103. 186 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
66. 249. 79. 45 I srael 147.237.77. 170 |nmar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/pdf/files/2/109622. pdf B ock
2.52.188. 87 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/main/gi yus/ wan navy. i df.il B ock
84.111.233.43 | srael 147.237.72.166 |aka. i df . i | (S?:"SLUI tcrgc\lzﬂspﬁngic;li g‘\l_'DET(ifCE‘)’('O‘_"L?\'&; on None 1
46.148.31.88  |Lithuania 147.237.77. 216 |dover. i df .i | Eafgwie?‘;treit 'r%rozgnfren?g;lf&"’g;ro&?:pr":"iwc: gfu}iblla; gﬁfr zr;‘;:t’z)'i "("jg; B ock 1
157.55.39.208 |Uited Sates |147.237.77.216|dover.idf.il Abnormal |y Long Request URL B ock 1
87.69. 92. 46 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1437-he/atal . aspx B ock 1
5101207118 FESAN a7 207 77 2t |dover i1 [ S O e i acersl der thucarc1 6 eLobbyCont rolscatep gher |20 [1
79.183.32.200 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/main/giyus/controls/atuda/ A |B ock 1
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