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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
66. 249. 93. 184 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
217.127.127. 69 Spai n 147.237. 76. 39 nobile.neitav.idf.il [Block Udp All Nets dr op 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
185.130. 5. 174 147.237.76.176 test.ncore.idf.il Bl ock_Up Al _Nets drop 1
217.127.127. 69 Spai n 147.237. 76. 38 eengitav.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
108. 45. 93. 68 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 4
66.249. 79. 41 147.237.77. 170 Lhited Sates naar achot . i df .i1 ET SCAN NVAP -sA (2) 2
46. 45. 137. 67 147. 237.77. 176 Tur key nmat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.8. 24 Italy elifestyle.idf.il ET SCAN NVAP -sS wi ndow 4096 1
121.201. 27. 61 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147.237.77. 212 Tur key e.dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
46. 45. 137. 67 147.237.77. 233 Tur key atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.77. 121 Tur key e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147 147.237.76. 34 Lhited Sates yohal an. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
176. 58. 109. 251 147.237.77. 226 Uni ted Ki ngdom ww chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
151.11. 201. 3 147.237.8. 24 Italy elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 235. 254. 181 147.237.77. 212 Tur key e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 235. 254. 181 147.237.77. 212 Tur key e.dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

‘Attacker Count ry Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 130. 5. 207 147.237.0.34 |tikshuv.idf.il |drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i sSi
5.22.135.121 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. |, 21
Ret r ansmi ssi on Packet dropped.
213.57. 207. 222 |I srael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
78.109. 28. 237 |Wkraine 147. 237. 76. 199 |e. nakchal . i f . i I{Geo- | ocat i on enf or cenent Geo-locati on i nbound drop 18
enf or cenent
41.77.138.90  |Egypt 147. 237. 76. 199 |e. nakehal . i df .1 |{Geo- | ocat i on enf or cement Geo-I ocati on i nbound drop 15
enf or cenent
217. 66. 236. 217 ga;lcisgi':&a” Territory: 447 237.77. 176 [nat pash.idf.i1 |SYN At t ack SYN -> SYN-ACK -> Tineout |alert 11
217. 66. 236. 217 g‘ilcisgi';'jan Territory. 1147, 237. 77. 176 |natpash.i of.i1 |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 11
Pal estinian Territory, R SYN+ACXK retransmt wth .
217. 66. 236. 217 Gocup ed 147.237.77. 176 |mtpash.idf.il [Bad TCP sequence different vi ndow scal e nonitor |11
212. 143. 142. 56 || sr ael 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 7
107. 6. 123. 226 |< ngapore 147. 237. 76. 199 |e. nakehal . i df . i |{Geo- | ocat i on enf or cenent Geo-locati on i nbound drop 7
enf or cenent
46.19.85.129  |[lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
66.249.81. 149 |Lhited Sates 147.237.77.234 |hal ag.idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i SSi
109. 253. 145. 88 |I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 0 I st ael 147.237.77. 233 atal .idf il Bad TCP sequence I'nval i d ACK nunber noni t or
31.210. 187. 160 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
79. 182. 165. 169 |I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.127. 209. 155 |I srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 98 I srael 147.237.77.216|dover.idf.il  |Bad TCP sequence Inval i d ACK nunber alert
66.249. 81. 157 |Lhited Sates 147.237.77.234 |hal ag.idf.il drop First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
31.154.150. 60 |israel 147.237.77. 243 |nubi l e.i df i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 98 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TP Invalid i i ssi
79.183.66.38 |Isradl 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dr opped.
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
185. 3. 147. 205 [l srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |6
79. 183. 225. 197 |l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 6
217.132. 138. 94 |l srael 147.237.77. 216 |dover.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Sreanming Engine: TCP Invalid i i ssi
66. 249. 65. 125 |Uhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dr opped.
81.218.117.20 |[Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence noni t or 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
46.19.85.231 |[Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
79.182.135.23 |[lIsrael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
46.19.85.117 |Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
46.19.86.198 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249. 64. 203 |United Sates 147.237.77. 243 |nobi le.i df .i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.80. 181. 167 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
81. 169. 237. 146 |Ger many 147.237.76.38 |e.e.meitav.idf.i|dr op SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi
46.19.85.26  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
66.249. 81. 153 |Lhited Sates 147.237.77. 234 |halag.idf.il drop First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
2.52.187.165 |isradl 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
46.19.85.117  [lsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
46.19.86.18  [Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
84.228.114.21 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182.50.59 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
46.19.86.78  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 29. 233 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
130.193.37.16 |Russian Federation  |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 57. 240 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
46.19.86.20  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
80. 246. 136. 9 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 64
46. 19. 85. 216 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 61
109. 64. 202. 112 |l srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 46
46. 19. 86. 84 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 6
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthorized URL Access from 192. 243, 55. 131 B ock 4
46.19.86.0 I srael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock 3
46. 19. 86. 18 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
46. 19. 85. 82 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
85. 64.1.97 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 8. 220 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
192. 243. 55, 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192. 243. 55, 138 B ock 2
5.29.93.171 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
216. 104. 160. 77 |Wited Sates |147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 216. 104. 160. 77 B ock 2
84.108. 182. 222 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 2
2.52.33.231 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
151. 227. 25. 244 E?';;gom 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 2
Unknown Par anet er
5. 28. 153. 215 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPt aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi o |None 2
n$35 in aka.idf.il/nai n/gi yus/ questionnaire. aspx
169. 229. 3. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il Illegal Byte Qode Character in URL [[#24]]\ 947 &€ B ock 1
41.236.204.17 |Egypt 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to wan refua. atal .idf.il/xnrpc. php B ock 1
77.125.84.234 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
169. 229. 3. 91 Uited Sates|147.237.77.19 |lawforumidf.il Abnormal |y Long Request net hod B ock 1
157.55.39.100 |Uhited Sates[147.237.72. 166 |aka.idf.il Unknown Paraneter catid in aka.idf.il/main/snalinfag. aspx None 1
Lhited . .
86.1.38.174 Ki ngdom 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
i www. chanmat z. aka. i
176. 58. 109. 251 gm ted 147.237.77. 226 . Unhaut hori zed URL Access to / B ock 1
Ki ngdom df.il
Unknown Par anet er
62.90.167.180 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 38%ct | 01%ct | 03$chl Quest i o |None 1
n$l in wwy aka.idf.il/nain/ gi yus/ questionnaire. aspx
169. 229. 3. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il Mal formed URL [[#24]]\ 9A?i &€ Bl ock 1
41.236.204.17  |Egypt 147.237.77. 170 |n@ar achot . i df . i | PHP Attenpt B ock 1
. . Paraneter Type Mol ati on searchText in
109. 66. 155. 78 Israel 147.237.76.42 |refuah.idf.il Wi ref ua. atal i df i 1/ 1653 he/ ref uah. aspx Bl ock 1
L . . Unhaut hori zed URL Access to
192.243.55.138 |Dominica  |147.237.72. 166 aka. i df .| v aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat | d=58566&doci d=35740 |2 %K [
Illegal Byte Code Character in Method gActi AT[#22] ] AZA-RcAAZ
169. 229. 3. 91 Uhited Sates|147.237.77.19 |lawforumidf.il > wy5' . Al AMAGS[ [ #12] ] B ock 1
AAZAA; AA20S- vpni [ #27] 1 Aj AYAZA! £ [ [ #14] ] yf A
- kosher - kravi . i df
157.55.39.192 |lLhited Sates |147.237.0. 16 niyl Uhaut hori zed URL Access to wwwu ny- kosher-kravi.idf.il/ B ock 1
5.29.187. 130 I srael 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
86.1.38.174 E?Ir:;gom 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.i|/xmrpc. php B ock 1
216.104. 160. 77 |Lnited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
184. 105. 247. 196|United Sates [147. 237. 72. 167 |i shuri maka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
66. 249. 65. 88 I srael 147.237.76.200|ei tan. aka.i df . il Uhknown Paraneter tab in eitan. aka.idf.il/938-he/eitan. aspx None 1
41.236.204.17 |Egypt 147.237.77. 170 [maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
Unknown HTTP Request Met hod AEcA'AnsAce. [ At
169. 229. 3. 91 Whited Sates [147.237.0.34 |tikshuv.idf.il AcI [ [#25]] $zA [ #24] 1 AASA:] [ #6] ][ [ #8] ] A9HR AcLA-Avg [ #5] ] A€J Bl ock 1
in URL [[#24]]\ 9A%i &€
149. 202. 74. 134 |Ger many 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/anan B ock 1
207.46.13.188 |lLnited Sates [147.237.72. 166 |aka. i df . i | Unhknown Paraneter catid in aka.idf.il/nain/rabanut/general . aspx None 1
169. 229. 3. 91 Lhited Sates |147.237.77.19 |lawforumidf.il Illegal Byte Qode Character in LR B ock 1
169.229. 3. 91 Lhited Sates[147.237.0.34 |ti kshuv.idf.il Abnorrmal |y Long Request net hod B ock 1
5. 29. 187. 130 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wan navy. i df.il/xmrpc. php B ock 1
Unknown Par anet er
87.69. 37. 243 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Unaut hori zed URL Access to
185.3.147.205 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
66.249.78.223 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock
169. 229. 3. 91 Lhited Sates |147.237.76.200|ei tan. aka. i df . i | Illegal Byte Gde Character in Method B ock
Unknown Par arret er
84.109.235.14 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 38%ct | 01%ct | 03$chl Questi o |None 1
n$6 i n ww aka. i df.il/nain/gi yus/ questionnaire. aspx
Unknown Par anet er
212. 143. 159. 163|l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$chl Questi o |None 1
n$71 in aka.idf.il/nai n/ gi yus/ questionnaire. aspx
Unknown HTTP Request Method gAcli AT [ #22]] AZA-AcA
169. 229. 3. 91 Lhited Sates |147.237.77.19 |lawforumidf.il 2> wy5' . Al ARG [ #12] ] B ock 1
AAZAA AB20S vpni [ #27] 1 Al AR F[ [ #14] ] yfA in URL
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