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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
85. 64. 5. 251 | srael 147.237.72. 156 anan.idf.il | D- penSSL- Hear t beat - ex1 dest - reset 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
210. 66. 66. 114 Tai wan 147.237. 76. 44 e.refuah.idf.il Bl ock Wdp Al Nets dr op 2
199. 48. 164. 223 Lhited Sates 147.237.76. 38 eeneitav.idf.il Bock Np Al Net drop 1
71. 6. 165. 200 Lhited Sates 147.237.76. 148 gocenter. aka.idf.il Bl ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature
89.216.115. 6 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 2
106. 38. 241. 106 |Chi na 147.237.72.166 [aka. i df . i | [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
85.64. 5. 251 I srael 147.237.72. 156 |[aman. i df . i I|5141: HTTP. Sgl map HTTP Request Bl ock 1




02-06-2016-13:04:02 to 02-06-2016-14:04:02

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

66. 249. 78. 146 147.237.72.166 |Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 60. 48. 25 147.237.76.196  [China esvivaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.128.144.131  |147.237.77.170 |Canada naar achot . i df .i | ET SCAN NMAP -sS wi ndow 3072 1
93. 189. 26. 18 147.237.72.166  |Austria aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.72.217  |krai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
209.126.116. 147  |147.237.76. 39 Lhited Sates nobi le.nei tav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.77.216  [China dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.197 |China e. hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.177 [China ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
93.189. 26. 18 147.237.76.198  |Austria e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.189. 26. 18 147.237.8. 46 Austria e. chinuch. i df .i ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 147.237.72.217  |Wkraine eidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
209.126.116. 147  |147.237.77.216 |lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.198 |Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

At acker

Ret ransm ssi on

Packet dropped.

count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19.85.215 [israel 147.237.0.34 |tikshuwv.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 17
Sreaming Engine: TGP Invalid i i ssi
79.180. 125. 23 | srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 10
Ret ransnm ssi on Packet dropped.
217.132.117. 25 | srael 147.237.0.19 |nadimatal.idf.il[SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
reamng BEngine: TCP Invali i i ssi
46.19.86.26  |Israel 147.237.77. 243 |t e iop i1 | SAM NG Engine: TP Invalid - finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
213.8.204.52 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
79. 178. 169. 225 |1 srael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
reamn ine: TCP Invali i i ssi
80.178.6.72  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
212.76.127. 219 |l srael 147.237.77.233|atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
reamng BEngine: TCP Invali i i ssi
79. 182, 199. 177 |I srael 147.237.77. 243 |mobi e iop i1 | €AMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.233 |Wited Sates |147. 237. 76. 200 [ei tan. aka.i df il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
79.177. 103. 162 |I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.5.171 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.239 |United Sates |147.237.76.200 |eitan aka idf.il 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
41.33.232.66 |Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46.19.85.198  [Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
213.8.204.52 |[Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.14.178 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.178. 169. 225 |l srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data noni t or 4
. . SYNPAK retransnmit with different .
37.26.147.132 |[Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence i ndow scal e noni t or 4
79.182.50.59  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different oo vor s
w ndow scal e
94. 230. 86. 156 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
185. 3. 147. 224 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
94.230.86.173 |[Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19.85.215 |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 4
5.22.130.129 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
reamn ine: TCP Invali i i ssi
79.183.113.83 [Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 163. 125 |I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
217.132.117. 25 |I srael 147.237.0.19 |mdimatal.idf.i1|Bad TCP sequence SINAK retransmt wih different Jopyivor |3
w ndow scal e
81. 169. 237. 146 |Ger nany 147.237.76.38 |e.e.meitav.idf.il|drop SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi
157.55.39.80 |Wiited Qates |147.237.72. 167 |i shuri maka.i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176.111.94 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109.64.19.59 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.23.236  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
79. 183, 203. 207 |I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253.133.9 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
212.76.127. 111 [l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.167 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79. 182. 112. 235 I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.214 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.42  |israel 147.237.72. 166 |aka. i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.53.116 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 253.211.9 |Israel 147.237.72. 166 |aka. i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.102.232.48 |Israel 147. 237.77. 243 |obi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 86.5 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.66  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3




79.177. 63. 248
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At acker
Gountry

| srael

Target Address

147.237.72. 166

Ste

aka.idf.il

Signature

Sreaning Engine: TGP Invalid
Ret r ansm ssi on

Inval i d segnent retransnission.

Packet dropped.

109. 66. 114. 32

I srael

147.237. 72. 166

aka.idf.il

Sreamng Engine: TCP Invalid
Ret ransm ssi on

Inval i d segnent retransnission.

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.144.170 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 156. 52 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
93.172.47.146 | srael 147.237.77. 243 |nobi | e. i df . i | ﬂ;ﬂt:?rc;fsz | Cm;‘eggfﬁsem‘;esu <t ohi 1 ddocunent s/ 1362 Bok |5
79.181.176. 108 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
82.81.58. 163 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 4
2.54.155. 101 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
79.182.5.171  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lteh ?E%?ﬁ/éa?egﬁff{ir?plﬁes/listchil dotboat eqori 65/ 1423 Bock |3
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut horized URL Access from 192. 243.55. 135 B ock 3
94. 159. 145. 216 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192. 243, 55. 136 B ock 3
37.142.152.225 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.183.219. 152 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192. 243. 55. 130 B ock 2
109. 67. 42. 67 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243. 55. 133 B ock 2
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192, 243, 55. 129 B ock 2
66.249. 79. 31 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m B ock 1
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/giyus/ kadat z B ock 1
179. 156. 103. 50 |Brazil 147.237.72. 156 |anan. i df . i | Enmail collector robots 14 B ock 1
66. 249. 65. 82 I srael 147.237.76.200(ei tan. aka. i df . il Unknown Paraneter SortOr in eitan. aka.idf.il/1103-en/ eitan. aspx None 1
87. 69. 0. 103 I sr el 147.237.72. 166 |aka. i df . i | ?‘:Iotr:]%; ggll g‘."ilggh/ Hel fui dth Uhi code Encoding on LR Paraneter (+) g 1
217.132. 117. 2071 srael 147.237.72.167i shurimaka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ at al . aspx B ock 1
41.202.89.205 |te Dlvoire [147.237.77.216|dover.idf.il Enail collector robots 14 Bl ock 1
68.180.228.112 [Lnited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 68. 180. 228. 112 B ock 1
179. 156. 103. 50 |Brazil 147.237.72. 156 [aman. i df . i | eMi | Hoardi ng B ock 1
66. 249. 65.138  |Israel 147.237.0.17 g;nlyl kosher-kravii |, & i red I1legal Paraneter Encoding None 1
93.171.74.1 kr ai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i |/gen204 B ock 1
2.54. 189. 56 I srael 147.237.72. 166 |aka. i df . i | (Si‘sinor;j\?ﬂ&ﬁpfecﬂ“fg Protocol violation None 1
79.181.176. 108 |[lsrael 147.237.77.243|nobi l e. i df . i | Unhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
66. 249. 78. 67 I srael 147.237.76.30 |hinush.idf.il Uhaut hori zed LRL Access to chinush. atal.idf.il/894-he B ock 1
192.243. 55. 130 |Coni ni ca 147.237.72. 166 aka. i df . i | mugﬂz.r: fh?.di Tmﬁf?j?iuﬁgener al . aspx?cat i d=58606&doci d=67959 B ock !
41.202.89.205 |te Dlvoire |[147.237.77.216|dover.idf.il eMi | Hoar di ng B ock 1
84.94.74.205  |israel 147.237.72. 166 |aka. i df . i | alﬁ:.qod"f“?i Ff;;”n?tszghaﬁ\gi m&mﬁ in None 1
Unknown Par anet er
2.54.14.9 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Ques [None 1
tion$60 in aka.idf.il/nain/giyus/ questionnaire. aspx
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut horized URL Access from 192. 243. 55, 134 B ock 1
68.180.228.175 |Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
179. 156. 103. 50 |Brazil 147.237.77. 176 [mat pash. i df . i | Distributed eMi | Hbarding B ock 1
66.249.74.104 |[israel 147.237.77. 170 |maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 74. 104 B ock 1
31.210.188. 124 |israel 147. 237. 72. 156 |aman. i df . i | mu;:g: izsf. m‘cﬁﬁgsls:/ ;gre/ doc. gt undef i ned B ock 1
66.249.78.184 I srael 147. 237.76.200 [ei tan. aka. i df . i | thinoun Paraneter &Sop oy i asix None |1
102.243.56.131 |Domnica  [147.237.72. 166 )aka. i df . i1 i ke o 1] Gty K1 et . aspcat i d-4zsescoci =g |2 %!
46.19. 86. 26 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
157.55.39. 100 |lhited Sates [147.237.72.166aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/mlitary-police/ B ock 1
85.64. 5. 251 I srael 147.237.72. 156 |aman. i df . i | SS. WLhtraceabl e Gonnection - sigal gs DoS Attack None 1
Unknown Par anet er
2.54.14.9 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Ques [None 1
tion$78 in aka.idf.il/nain/giyus/ questionnaire. aspx
79.179.197.70 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
Russi an ) ) Paraneter Type Mol ation _ ‘ ‘
188.143.232.41 | oo 147.237.77.216|dover.idf .l ct| 003Cont ent A acekbl der 1$ucAv ti cl eLobbyont r ol $dat epi cker in B ock 1
wwy i df . i |/ 1283- en/ dover . aspx
66.249.74.106 |lIsrael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Uhaut hori zed URL Access from 66.249. 74. 106 B ock 1
Unknown Par anet er
37.142.151. 211 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Ques [None 1

tion$109 in aka.idf.il/nai n/ gi yus/ questi onnaire. aspx
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