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02-06-2016-12:04:00 to 02-06-2016-13:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
66. 249. 93. 182

|Target Address |Site

|Signature |Device Action |Count |
| srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue- O r - Tr ave- 2 dest - reset 1
199. 48. 164. 223 Lhited Sates 147.237. 76. 202 e halag.idf.il [Bock Np Al Net drop 1




02-06-2016-12:04:00 to 02-06-2016-13:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Count
45, 79.193. 230 147.237.77. 216 dover.idf.il Cl04: HTTP. Access to - pageinf 0. php B ock 1
60. 173. 236. 84 Chi na 147.237.77. 216 dover.idf.il 8479: HTTP. Suspi ci ous HTTP Request B ock 1
188. 165. 15. 234 France 147.237.77. 170 maar achot . i df . i | 28 HTTP.  AhrefBot craw er B ock 1




02-06-2016-12:04:00 to 02-06-2016-13:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185.72.179.1 147.237.77. 226 wa chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 3072 1
89.248.172.110 |(147.237.8.45 |[Netherlands eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237. 76.86 |lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.72.179.1 147.237.77. 226 wan chanat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 4096 1
183 99.38. 251  |147 237 76,30 [KOr€a Republic . o i) ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
88.249.106.23 |147.237.76. 198 |Turkey e yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1




02-06-2016-12:04:00 to 02-06-2016-13:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?ca\t”i(;i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 215 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreaming Engine: TGP Invalid i i ssi
109.65.98.25  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 18
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.126.136 | srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
46.19. 85. 215 I srael 147.237.77. 216 |dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 192, 244I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
193. 202. 110. 189|Net her | ands 147.237.77. 216 |dover. i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |8
8.37.227.81 Anonyrous Proxy  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 8
37.46.39. 90 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |7
37.46.38.21 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
185. 120. 125. 2 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
50. 18. 94. 121 Lhited Sates 147.237.77. 216 |dover.idf. | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |6
reamn ine: TCP Invali i i ssi
82.81.35.57 I srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
46.120.107.98 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
37.26.149.152 I srael 147. 237. 77. 216 |dover . i of i Bad TCP sequence SYINFACK retransmt with moni tor (6
di fferent w ndow scal e
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
8.37.227.68 Anonyrous Proxy  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or
reanmn ine: TCP Invali i i ssi
84.111.7. 38 I'srael 147.237.77. 243 |moti e iop. i1 | SAMNG Engine: TCP I nval i d invalid segrent retransnissi on. drop 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
Sreanming Engine: TCP Invalid i i ssi
66.249.78.170 |Wnited Sates 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. | o 4
Ret ransni ssi on Packet dropped.
188. 120. 148. 164/l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
2.54.39.28 I sr ael 147.237. 72. 156 |anan.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
reanmn ine: TCP Invali i i ssi
79.182. 180. 168 |l srael 147, 237.77. 243 |moti L e i 11 | €M NG Engi ne: TCP alid invalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.126.95.142 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109.66.48.64  |Israel 147.237.72. 166 |aka i f .1 Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, o, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.123. 143 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.148.74 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183.217. 177 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 3
Sreanmng Engine: TCP Invalid i i ssi
31.168. 147. 148 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
185. 3. 144. 55 I srael 147.237.72.166 |aka i of .i | Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
2.52.62.81 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127.237.188 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 67.202  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228. 169. 124 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185. 120. 126. 82 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
84.111.226.58 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
185. 3.147. 153 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
82.102. 210. 76 (F;ajcis;i';'ja” Territorny,l147. 237. 77. 176 |natpash.icf.i1 Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |nonitor |3
Sreanming Engine: TCP Invalid i i ssi
2.52. 155. 34 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y o 3
Ret ransmi ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.178.57.146 | srael 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39.80  |nited Sates 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
207.46.13.188 |United Sates 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.46.38. 21 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
79.180. 130. 103 |I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253.193.9 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. | 3

Ret ransm ssi on

Packet dropped.




02-06-2016-12:04:00 to 02-06-2016-13:04:00

Attacker Address |Attacker Qountry

149. 78. 203. 77 | srael

Target Address

Ste

147.237.77. 243 |nobi | e.i df . i |

Signature

Streaming Engine: TCP Inval i d |invalid segnent retransmission.

. . dro
Ret r ansni ssi on Packet dropped. P
2.54.153. 95 I st ael 147.237.77.243|nobile.icf. il |SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming BEngine: TCP Invalid i i ssi
66.249. 65. 125 |Lhited Sates 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |,

Ret ransm ssi on

Packet dropped.




02-06-2016-12:04:00 to 02-06-2016-13:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.40. 39 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 5
185. 3.147.130 |[lIsrael 147.237.0.19 |nadimatal .idf.i|l |Dstributed Suspicious Response Code Bock |4
192.243.55.136 |Dominica |[147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 192. 243, 55. 136 B ock 3
192.243.55.134 |Donminica |[147.237.72.166|aka.idf.il Mil ti pl e Waut hori zed URL Access from 192.243. 55. 134 B ock 3
109. 253. 192. 244|1 sr ael 147.237.0.19 |nadimatal .idf.i|l |Dstributed Suspicious Response Code Bock |[3
109. 67. 215. 185 |l srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
- . . Uhaut hori zed URL Access to
192. 243.55. 133 |Dominica |147.237.72.166|aka.idf.i | v aka. i df i 1/ ei t an/ t minal 2pi ct ype=2&doci d=33304 Bl ock 1
79.176.196.217 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Code Character in URL ncr A xj[[#0]] A%l [ #26] ] 6vEceqx?} B ock 1
i nobi | e. nei tav.idf.i
169. 229. 3. 91 g‘;ttees 147.237.76. 39 | Mil tiple Abnornal ly Long Request from 169.229. 3. 91 B ock 1
68. 180. 230. 29 g‘;ttees 147.237.77. 176 |mat pash. i df . i | Par anet er Type M ol ation PageNumin wu cogat . i df.il/901-ar/cogat . aspx B ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to v i df . il/1133- 19405- he/ dover . aspx) B ock 1
Unknown Par anet er
109. 67.53.132 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01%ct | 03$chbl Quest i on$38 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx
79.176.196. 217 |Israel 147.237.72. 166 |aka. i df . i | NULL Character in URL ncrA xj[[#0]] Ave[ [ #26] ] 6vEceqx?} B ock 1
Unknown Par anet er
46.117.23.222 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 02%ct | 03$txtFiel d in None 1
aka.idf.il/main/giyus/questi onnai re. aspx
79.176.196.217 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 1
185. 65. 252. 128 |Iraq 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.72.167|ishurimaka.idf .i| [II1egal Byte Qode Character in Header Nane B ock 1
66.249.81.212 |Israel 147. 237.77. 216 |dover . i df . i | WL i's Avove Foot Directory . Bock |1
ww idf.il/../../inmages/infocenteritenbrowser.png
93. 160. 60. 22 Denmark [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1503-en/ dover . aspx. B ock 1
66. 249. 74.106 |l srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 1
207. 46. 13. 54 g“;:s 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . D stributed Unaut hori zed LRL Access on
5.29.37.115 I st ael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bock |1
I11egal HITP Version JEAfAFA][#3]]1\ A XpAsk[#0] ] [[#5]] A™
AAA N [#28] ] A<AS[ [#4] 1 A AETTr [ [ #31] ] AA [ [#27]] ASA», YACAAs
At AVA &ApA%cWACC! DA ~A?A2[ [ #21] ] AuA, nA?BAL [ [ #2] ] A%.A?[ [ #20] ] Af
. . cA—[[#1]11[[#12] ] A% EAMAGEA; 9dA A?[ [ #24] ] NAZA; AAj Ax=_At mA™A"
79.176. 196. 217 |lIsrael 147.237.72. 166 [aka. i df . i | Bo) Af+Aj Q#AM [ #1] ] [ [#20] ] A% o 2v[ [ #21]] * Ao [ [ #18] ] AVIA hAe Ae Bock |1
1A?A7A- A [ [ #26] ] AE: A-AtA A-AAUN<sA- " AZ~[ [ #23] ] ehQ' AGAE
bEA" Al $ATAZ8A™GAa>t A—c[ [ #25] ] KpAUAEA™[ [ #15] 1 A- 1 A,
KN| A¥pAE#A.. Ac[ [ #11] ] pAtBi [ [ #15] ] bAX[ [#2] ] A [#25]] U
. . S Uhtraceabl e Gonnection - Protocol violation
79.176. 196. 217 |Israel 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
' nobi | e. nei tav.idf.i
169. 229.3.91 g];::: 147.237.76. 39 | Mitiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
66.249.78.170 |[Israel 147.237.76.200(ei tan. aka. i df . i | Unknown Paranet er searchText in v eitan. aka.idf.il/1013-en/eitan. aspx |None 1
Unknown Par anet er
109. 67.53.132 |Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$76 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
79.180. 186. 194 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 38%ct | 01%ct | 03$chl Quest i on$6 i n |None 1
wwv aka. i df . i |/ mai n/ gi yus/ questi onnai r e. aspx
46.121.140. 232 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
- . . Unaut hori zed URL Access to
192. 243.55. 136 |Donminica |147.237.72. 166 |aka.idf.il vaw aka. i df . i 1/ consol e/ cor e/ doc. ngr/ gener al . aspx B ock 1
79.176.196.217 |[Israel 147.237.72. 166 |aka. i df . i | Ill1egal Byte Gde Character in Header Val ue Bl ock 1
192. 243.55. 129 |Dominica |[147.237.72.166|aka.idf.il Ml tipl e Unhaut horized URL Access from 192. 243, 55. 129 B ock 1
169. 229. 3. 91 g‘;tt:: 147.237.72.167|i shurimaka.i df .i| |II1egal Byte Qode Character in Method nA°hAA][#15]]1 A—} A A[[#4]] A?6 Bock |1
Lhited . . - Paraneter Type M ol ati on PageNumin
68.180.228.109 g . o 147.237.0.34 |tikshuv.idf.il vaw ti kshuv, i df . 1/901- he/ ti kshu. aspx Bock |1
109. 64. 21. 98 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.74.108 |[Israel 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 3/ 110653. pdf Bl ock 1
5. 29. 84. 190 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192.243.55.134 |Dominica |[147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka. i df.il/giyus/general B ock 1
. . NULL Character in Header Name at [[#25]][[#16]] PYAEA%A™XA AZA \ Af
79.176.196. 217 |l srael 147.237.72. 166 [aka. i df . i | % . B ock 1
[[#201]]1[[#0]] A2 \[[#8]] AN\ (
79.176.196.217 |[Israel 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
i nobi | e. nei tav.idf.i
169. 229.3.91 Lsh'mt:: 147.237.76. 39 | Mitiple Illegal Byte Gode Character in URL from169. 229. 3. 91 B ock 1
66.249.78.216 |lIsrael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
79.183.13.178 [Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
192. 243.55. 137 |Dominica |[147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka.idf.il/giyus/general B ock 1
192. 243.55.129 |Dominica |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka. i df . i1/ giyus/ kadat z B ock 1
Illegal Byte Code Character in Parameter Nanme a€cex>x” A°AYVE cx™6FA A™
| AASr DA A Aud [#8]]. [[#12] ] [ [#15] ] Etst [[#6] ][ [ #4]] >C x£DEceA?QuASnPa,
¢A?' xAS/ x' [[#2] ] x—A¢ NAUCZA—A»A?xce[ [ #20] ] x” A3 i AYQLX" xe
79.176.196. 217 [Israel 147.237.72. 166 |aka. i df . i | ATOH[ [ #31] ] #kA?2x! AATOA! x74€” Bl ock 1
[[#28] 11 [[#24]] [[#3] 1\ f A (Fp[ [#0]] O [[#8]] YAZATx?x"
D@ #11] ] [[#29] ] [ [ #12] ] x28€Z8AS} A AR [ #2711 in
ncr A xj [ [ #0] ] Al [ #26] ] 6vEceqx?}
169. 229. 3. 91 g;g: 147.237.72.167|i shuri maka. i df .i| [val formed URL B ock 1
68.180.228. 112 |11 1147 237.77. 216 |dover. i df i | Par anet er Type M ol ati on PageNumin v i df . i |/ 1824- he/ dover . aspx Bock |1

Sates




02-06-2016-12:04:00 to 02-06-2016-13:04:00

A tacker

Attacker Address count ry ‘Target Address |Site Sgnature

66. 249. 78. 11 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
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