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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
66.249.93.182 Israel 147.237.72.166 aka.idf.il HTTP-Misc-BadBlue-Dir-Trave-2 dest-reset 1

199.48.164.223 United States 147.237.76.202 e.halag.idf.il Block_Ntp_All_Net drop 1

 02-06-2016-12:04:00 to 02-06-2016-13:04:00 



Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

45.79.193.230 147.237.77.216 dover.idf.il C104: HTTP: Access to - pageinfo.php Block 1

60.173.236.84 China 147.237.77.216 dover.idf.il 8479: HTTP: Suspicious HTTP Request Block 1

188.165.15.234 France 147.237.77.170 maarachot.idf.il C228: HTTP:  AhrefBot crawler Block 1

 02-06-2016-12:04:00 to 02-06-2016-13:04:00 



Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

195.34.150.18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

185.72.179.1 147.237.77.226 www.chamatz.aka.idf.il ET SCAN NMAP -sS window 3072 1

89.248.172.110 147.237.8.45 Netherlands e.eitan.idf.il ET SCAN NMAP -sS window 1024 1

209.126.116.147 147.237.76.86 United States navy.idf.il ET SCAN NMAP -sS window 1024 1

185.72.179.1 147.237.77.226 www.chamatz.aka.idf.il ET SCAN NMAP -sS window 4096 1

183.99.38.251 147.237.76.30
Korea, Republic
of

himush.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

88.249.106.23 147.237.76.198 Turkey e.yohalan.idf.il ET SCAN NMAP -sS window 1024 1

 02-06-2016-12:04:00 to 02-06-2016-13:04:00 



Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message
Device
Action

Count

41.33.231.90 Egypt 147.237.77.216 dover.idf.il drop SAM rule drop 36

46.19.85.215 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 20

109.65.98.25 Israel 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 18

77.125.126.136 Israel 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 12

46.19.85.215 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 10

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 9

109.253.192.244 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 9

193.202.110.189 Netherlands 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 8

8.37.227.81 Anonymous Proxy 147.237.77.216 dover.idf.il Block HTTP Non Compliant Response out of state monitor 8

37.46.39.90 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 7

37.46.38.21 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 7

185.120.125.2 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

50.18.94.121 United States 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 6

82.81.35.57 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 6

46.120.107.98 Israel 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 6

37.26.149.152 Israel 147.237.77.216 dover.idf.il Bad TCP sequence
SYN+ACK retransmit with
different window scale

monitor 6

41.33.232.66 Egypt 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 6

8.37.227.68 Anonymous Proxy 147.237.77.216 dover.idf.il Block HTTP Non Compliant Response out of state monitor 5

84.111.7.38 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 4

195.34.150.18 Austria 147.237.77.216 dover.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 4

66.249.78.170 United States 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 4

188.120.148.164 Israel 147.237.77.216 dover.idf.il Bad TCP sequence Invalid ACK number monitor 4

2.54.39.28 Israel 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 3

79.182.180.168 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

77.126.95.142 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

109.66.48.64 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

84.228.123.143 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

2.54.148.74 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

79.183.217.177 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

66.249.81.212 United States 147.237.77.216 dover.idf.il Directory Traversal directory traversal overflow monitor 3

31.168.147.148 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

185.3.144.55 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 3

2.52.62.81 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

77.127.237.188 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

109.67.67.202 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

84.228.169.124 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

185.120.126.82 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

84.111.226.58 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 3

185.3.147.153 Israel 147.237.72.166 aka.idf.il Bad TCP sequence Invalid ACK number monitor 3

82.102.210.76
Palestinian Territory,
Occupied

147.237.77.176 matpash.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 3

2.52.155.34 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

79.178.57.146 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

157.55.39.80 United States 147.237.72.167 ishurim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

207.46.13.188 United States 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

37.46.38.21 Israel 147.237.76.86 navy.idf.il Bad TCP sequence Invalid ACK number monitor 3

79.180.130.103 Israel 147.237.72.166 aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

109.253.193.9 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 3

 02-06-2016-12:04:00 to 02-06-2016-13:04:00 



Attacker Address Attacker Country Target Address Site Signature Message
Device
Action

Count

149.78.203.77 Israel 147.237.77.243 mobile.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 2

2.54.153.95 Israel 147.237.77.243 mobile.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

66.249.65.125 United States 147.237.76.200 eitan.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission.
Packet dropped.

drop 2

 02-06-2016-12:04:00 to 02-06-2016-13:04:00 



Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

2.54.40.39 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 5

185.3.147.130 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 4

192.243.55.136 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.136 Block 3

192.243.55.134 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.134 Block 3

109.253.192.244 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 3

109.67.215.185 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 2

192.243.55.133 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/eitan/tmuna/?pictype=2&docid=33304

Block 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il Illegal Byte Code Character in URL ncrẤ ×¡[[#0]]Â¾o[[#26]]6vËœq×?} Block 1

169.229.3.91
United
States

147.237.76.39
mobile.meitav.idf.i
l

Multiple Abnormally Long Request from 169.229.3.91 Block 1

68.180.230.29
United
States

147.237.77.176 matpash.idf.il Parameter Type Violation PageNum in www.cogat.idf.il/901-ar/cogat.aspx Block 1

66.249.78.159 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/1133-19405-he/dover.aspx) Block 1

109.67.53.132 Israel 147.237.72.166 aka.idf.il
Unknown Parameter
ctl00$ctl00$cphMain$TochenPlaceHolder$ctl13$ctl01$ctl03$cblQuestion$38
in aka.idf.il/main/giyus/questionnaire.aspx

None 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il NULL Character in URL ncrÂ´×¡[[#0]]Â¾o[[#26]]6vËœq×?} Block 1

46.117.23.222 Israel 147.237.72.166 aka.idf.il
Unknown Parameter
ctl00$ctl00$cphMain$TochenPlaceHolder$ctl13$ctl02$ctl03$txtField in
aka.idf.il/main/giyus/questionnaire.aspx

None 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il Distributed Unknown HTTP Request Method Block 1

185.65.252.128 Iraq 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/arr/ Block 1

169.229.3.91
United
States

147.237.72.167 ishurim.aka.idf.il Illegal Byte Code Character in Header Name Block 1

66.249.81.212 Israel 147.237.77.216 dover.idf.il
URL is Above Root Directory
www.idf.il/../../images/infocenteritem/browser.png

Block 1

93.160.60.22 Denmark 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/1503-en/dover.aspx. Block 1

66.249.74.106 Israel 147.237.77.170 maarachot.idf.il Unauthorized URL Access to 147.237.77.170/robots.txt Block 1

207.46.13.54
United
States

147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/ Block 1

5.29.37.115 Israel 147.237.77.233 atal.idf.il
Distributed Unauthorized URL Access on
147.237.77.233/1134-he/atal.aspx

Block 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il

Illegal HTTP Version J6ÂƒÂƒÂ–[[#3]]\Ã¹XpÃ¾[[#0]][[#5]]Â™
A^Ã¯Ã·N[[#28]]Â«Âš[[#4]]Ã¦Ã¯E7Tr[[#31]]Â›Â·[[#27]]ÃŠÂ»,YÃ¢Ã‚Ã•
Ã¹Â½Â„&Â’pÃ‰cWÂ¢C!DÃª~Ã?Â?[[#21]]ÃµÃ¸nÂ?BÂ¹[[#2]]Â‰Â?[[#20]]Âƒ
:Â—-[[#1]][[#12]]Â¾!EÂ™ÂŒÃ¡9dÃ Ã?[[#24]]NÂžÂ¡Ã˜Ã¡Ã±=_Â¹mÂ™Â”
Ãº)Ãƒ+Ã¡&#Ã™[[#1]][[#20]]Ã¾.ÃºZv[[#21]]*Ã°[[#18]]ÂŸJÃ¦hÃ°Â•
]Â?Â¯ÃÃ¦[[#26]]ÃŒ:Ã–Â‡Â¯Â¬ÂˆÃ½N<sÃ"ÃŽ^[[#23]]ehQ"Ã®ÃŒ
bEÂ¨Ã¦$Â¶ÃŽ8Â™GÃ¤>tÂ—c[[#25]]kpÃµÂŒÃ™[[#15]]Ã·!Ã„
KN]Ã¾pÃ£#Ã…Â¿[[#11]]pÂ±Bi[[#15]]b^X[[#2]]Â–[[#25]]U

Block 1

79.176.196.217 Israel 147.237.72.156 aman.idf.il
SSL Untraceable Connection - Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE)

None 1

169.229.3.91
United
States

147.237.76.39
mobile.meitav.idf.i
l

Multiple Illegal Byte Code Character in Method from 169.229.3.91 Block 1

66.249.78.170 Israel 147.237.76.200 eitan.aka.idf.il Unknown Parameter searchText in www.eitan.aka.idf.il/1013-en/eitan.aspx None 1

109.67.53.132 Israel 147.237.72.166 aka.idf.il
Unknown Parameter
ctl00$ctl00$cphMain$TochenPlaceHolder$ctl13$ctl01$ctl03$cblQuestion$76
in aka.idf.il/main/giyus/questionnaire.aspx

None 1

79.180.186.194 Israel 147.237.72.166 aka.idf.il
Unknown Parameter
ctl00$ctl00$cphMain$TochenPlaceHolder$ctl38$ctl01$ctl03$cblQuestion$6 in
www.aka.idf.il/main/giyus/questionnaire.aspx

None 1

46.121.140.232 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1135-he/atal.aspx Block 1

192.243.55.136 Dominica 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/console/core/doc_mgr/general.aspx

Block 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il Illegal Byte Code Character in Header Value Block 1

192.243.55.129 Dominica 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 192.243.55.129 Block 1

169.229.3.91
United
States

147.237.72.167 ishurim.aka.idf.il Illegal Byte Code Character in Method nÃ°hÂ‚Â‘[[#15]]Â—}Ã Ã‘[[#4]]Ã?6 Block 1

68.180.228.109
United
States

147.237.0.34 tikshuv.idf.il
Parameter Type Violation PageNum in
www.tikshuv.idf.il/901-he/tikshuv.aspx

Block 1

109.64.21.98 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

66.249.74.108 Israel 147.237.77.170 maarachot.idf.il Unauthorized URL Access to 147.237.77.170/pdf/files/3/110653.pdf Block 1

5.29.84.190 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

192.243.55.134 Dominica 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/giyus/general Block 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il
NULL Character in Header Name at [[#25]][[#16]]P%ÂŒÂ‰Ã™XÂ ÃŽÂ¸\Â£Â‘
[[#20]]][[#0]]Ã? \[[#8]]Ã¾NÃªi\(

Block 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il Abnormally Long Header Line request header name Block 1

169.229.3.91
United
States

147.237.76.39
mobile.meitav.idf.i
l

Multiple Illegal Byte Code Character in URL from 169.229.3.91 Block 1

66.249.78.216 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/nekudot/index Block 1

79.183.13.178 Israel 147.237.72.166 aka.idf.il SSL Untraceable Connection - Open Mode None 1

66.249.64.131 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/robots.txt Block 1

192.243.55.137 Dominica 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/giyus/general Block 1

192.243.55.129 Dominica 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/giyus/kadatz Block 1

79.176.196.217 Israel 147.237.72.166 aka.idf.il

Illegal Byte Code Character in Parameter Name â€œ×›×´Â°ÂŸvE c×™6FÂ¸Ã™
lÂ¼U^bÂ¯Â¦ÂµG[[#8]].[[#12]][[#15]]Ë†st[[#6]][[#4]]>Ö²×£DËœÃ?ÖµÃšmPâ„
¢Ã?'xÂŠ/×’ [[#2]]×–Ã¿NÂµCZÃ—Â»Â?×œ[[#20]]×´Â³iÃŸQ1×¨×•
Â¶Ö±[[#31]]#kÂ?×¦AÂ¶Ö±Â¦×žâ€”
[[#28]]][[#24]][[#3]]\fÂ(Fp[[#0]]Ö́ [[#8]]YÂžÂ¶×?×”
:@[[#11]][[#29]]c[[#12]]×žâ€Ž&ÂŠ}Â¡Â¿Â?[[#27]]f in
ncrÂ´×¡[[#0]]Â¾o[[#26]]6vËœq×?}

Block 1

169.229.3.91
United
States

147.237.72.167 ishurim.aka.idf.il Malformed URL Block 1

68.180.228.112
United
States

147.237.77.216 dover.idf.il Parameter Type Violation PageNum in www.idf.il/1824-he/dover.aspx Block 1
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Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

66.249.78.11 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1501-he/atal.aspx Block 1

 02-06-2016-12:04:00 to 02-06-2016-13:04:00 
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