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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 1208
79.178.134.9 | srael 147.237.77. 216 dover.idf.il|B ock Udp All Nets dr op 6
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP Page H ood Attack drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34.150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent

66.249.78.146  |147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sA (2)

66.249. 64. 190 [147.237.72.166|Whited Sates |[aka idf.il ET SCAN NVAP -sA (2)

193 1415356 |147. 237 0.19 |ani na vadimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

209. 126. 116. 147|147.237.76. 200 |Lhited Sates |eitan aka idf.il ET SCAN NVAP -sS w ndow 1024

189. 219. 189. 216(147. 237.0. 16  |Mexi co ny-kosher-kravi . i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections,
Potential Scan or Brute Force

95.97.184. 143 |147.237. 76. 202 [Net her | ands e halag.idf.il ET SCAN NVAP -sS w ndow 4096
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 70
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107. 167. 106. 228|UWited Sates  |147.237. 77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
54.244.22.103 |Whited Sates  [147.237.77.233|atal .idf.il drop First packet isn't SN drop 23
s SWNretransmit wth different .
109. 253. 220. 99 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 14
46. 19. 85. 65 I srael 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 13
87.68. 81. 216 I srael 147.237.0.34 |tikshuv.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 86. 89 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 11
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
46. 19. 85. 65 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber moni t or 9
46. 19. 86. 151 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
66. 102. 9. 65 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
79.180.143.93 |israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147. 237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
reamn ine: TCP Invali i i ssi
79.182.235.49 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 140. 92 | srael 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
77.127.209. 155 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i drop First packet isn't SYN drop 6
176.13.5. 214 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
37.46. 39. 69 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber moni t or 5
84.109.232.16 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (4
84.109.232.16 |Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence I'nval i d ACK nunber aert 4
176.13.5. 214 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |4
reanming BEngine: TCP Invali i i ssi
66.249.78. 245 |Uited Sates  |147.237. 76. 200 [eitan aka icr i1 | S NG Engine: TCP Invalid Jinvalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.
151. 80. 164. 147 (italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
66. 102. 9. 54 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
reanmn ine: TCP Invali i i ssi
109. 66. 192. 251 | srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 44 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
79.176.62. 4 I srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
109. 253. 220. 99 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 3
reanming BEngine: TCP Invali i i ssi
84.228.34.251 | srael 147.237.77. 243 |rbit e i1 |1 €AMNg Enginer TCP Invalid finvalid segnent retransmissi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109.65.128.15  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.219. 135. 233 | srael 147.237.77. 243 |nobi l e. i of .| 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
84.228.169. 124 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 157. 145|| srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.54.141. 80 I srael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an o Streaming Engine: TCP Invalid |invalid segnent retransnission.
130.193.51. 19 eration 147.237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet  dr opped. drop 3
Sreaning Engine: TP Invalid i i ssi
66.249.93.189 |lnited Sates  |147.237.77. 243 |nobile.idf. il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
37.46.39. 170 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Russi an . Streaming Engine: TCP Invalid Invalid segnent retransmssion.
178.207.111. 44 Federat i on 147.237.76.86 |navy.idf.il Ret 1 ansni ssi on Packet dr opped. drop 2
46.19. 86.0 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
37.46.35.124 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 2
185.3.147.175 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2
46. 19. 86. 177 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
46.19. 85. 112 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
37.142.64.75 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence I'nval i d ACK nunber noni t or 2
Sreaming Engine: TGP Invalid i i ssi
66.249.65.82  |ited Sates  |147.237. 76. 200 |eitan. aka i df .il 9 =g Invalid segnent retransmssion. drop 2
Ret ransni ssi on Packet dropped.
5.22.131. 105 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
37.142.64.75  |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 209. 173|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 69
109. 253. 212. 109|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 41
109. 253. 209. 1731 sr ael 147.237.0.19 |nadi matal .idf.il Igg_'\;g gggt_ T;cfane Response Code (404) in Session from Bock |33
109. 253. 209. 173|i srael 147.237.0.19 |madimatal .idf.il Igg.'\;;”é’. gggt. riemsane Response Code (403) in Session from B ock 19
2.54.40. 39 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
5. 29. 103. 209 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 6
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192. 243, 55. 138 B ock 5
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .l Ml tipl e Uhaut hori zed URL Access from 46. 118. 155. 216 B ock 4
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut horized URL Access from 46. 118. 155. 216 B ock 3
109. 253. 150. 39 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.178.213.219 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 79. 178. 213. 219 B ock 3
82.166. 3. 168 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192, 243, 55. 131 B ock 2
109. 67. 113. 128 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.177.173.41  |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
Unknown Par anet er
46.121.193.78 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Ques [None 2
tion$110 in aka.idf.il/nai n/ gi yus/ questi onnaire. aspx
169. 229. 3. 91 Uited Sates |147.237.77.216|dover.idf.il NULL Character in Mt hod B ock 1
Unknown Par anet er
46.121.193.78 |Israel 147.237.72. 166 [aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 02$ct | 03$t xt Fiel d |None 1
inakaidf.il/nain/ giyus/questionnaire. aspx
109. 253.220. 99 |Israel 147.237.77.233|at al . i df . | el Lot hor zed W .Aggs)fs on Bock |1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to wa i df.il/error. htm B ock 1
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | mﬁ r:jc;rilizle/d 1&?5-?09?55;- ;?/ kkkkkkk=c299a07f kkkkkkk c299a07f |2°% [
46.118. 155. 216 |krai ne 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to vwwu cogat . idf.il/xnirpc. php Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176|mat pash. i df.il Illegal Byte Gde Character in URL B ock 1
79.178.213.219 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il Abnornal |y Long Request et hod B ock 1
66.249.64.139 |Israel 147.237.77. 234 (hal ag. i df . i1 multog?rsltlzsg algl_fgfceflsl tte?’rpl at es/ shared/ usercontrol s/traj ector/ Bl ock !
40.77.167.75 Lhited Sates |[147.237.72.166|aka. i df.i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock
169. 229. 3. 91 Lhited Sates |147.237.72.156|anman.idf .il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
109. 65.174. 253 |1 srael 147.237.77.233|atal i df .i | oy 230 19, 259 1194 ol at ol - e Bock |1
68.180.228.112 [hited Sates |147.237.77.216|dover. i df .i | ma':ztfe: J‘f;:;’r'vaéé\?; .Pgsg;l:Umi : Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176|mat pash. i df.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91  |B ock 1
79.178.213.219 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/nai n/sachar/tfasim B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.233|atal .idf.il I11egal Byte Gode Character in Mthod B ock 1
66.249. 64.233 |Israel 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
46. 19. 86. 84 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |anman. i df .il Mitiple Illegal Byte Code Character in Mthod from169.229.3.91  |B ock 1
79.176.101.85 [Israel 147.237.77.233|atal .idf .il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/atal . aspx |B ock 1
169.229.3.91  Whited Sates [147.237.77.176 |nat pash. i df . i | g["[k :107\?‘]1 h;WITE@BR:gL;/ef; tethod AL T#24]] FeORSARLA- Bock |1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .l PHP Attenpt B ock
79.180. 143.93  |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il NULL Character in Method B ock 1
66. 249. 65. 145 I srael 147.237.0.17 g]f n|y| kosher -kravi .| :\LL;_QEJOSE e iE(';fcloidli /ngj ;X /ec[rS;tzéfar;ﬁzzr‘r’;‘e;l*;:;”“‘mm " Inone 1
169.229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |8 ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/giyus/ kadat z B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.216|dover.idf.il Illegal Byte (de Character in Mthod B ock 1
Unknown Par anet er
80. 246. 136. 130 |l srael 147.237.72. 166 |aka. i df . i | ct |1 00%ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chl Ques [None 1
tion$26 in aka.idf.il/na n/gi yus/ questionnaire. aspx
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
178.207. 111. 44 :32::1”' on 147.237.76.86 |navy.idf.il Suspi ci ous Response Code Bl ock 1
46.118. 155. 216 [Wkrai ne 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176|nat pash. i df.il Abnormal |y Long Request net hod B ock 1
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