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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Device Action

Count

Signature

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an.i df .il B ock Np Al Net dr op 2
52.53.222.9 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

106. 120. 173. 159 Chi na 147.237.77.233 atal .idf.il [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
80. 246. 130. 224 |147.237.76.30 |[lsrael hi nush. i df .i ET DB Large anount of TCP ZeroWndow - Possible Ndller2 Chos 6
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185. 110. 132. 54 |147. 237.76. 38 eeneitav.idf.il [ET SCAN Potential SSH Scan 1
185.72.179. 1 147.237.77. 212 e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91.201. 236. 114 |147.237.77. 179 |krai ne e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
209.126. 116. 147|147.237.8.28 |[lnited Sates |e.nobile-ks.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
185. 110. 132. 54 |147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147. 237. 76. 39 nobi | e. nei tav. i df.i |[ET SCAN Potential SSH Scan 1
185. 110. 132. 54 |147.237.76. 31 nakchal . i df il ET SCAN Potential SSH Scan 1
185.72.179. 1 147.237.77. 212 e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237.77. 179 |krai ne e.nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.177.35.199  |147.237.76.30 |[lsrael hi nush. i df il ET D05 Large anount of TGP ZeroWndow - Possible Nciller2 Chos 1
attack
185. 110. 132. 54 [147.237.76. 200 eitan.akaidf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Action

‘Count

Sreanming Engine: TCP Invalid i i sSi
46. 19. 86. 26 I'srael 147, 237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 168
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
reaming BEngine: TCP Invali i i ssi
46.117.255. 151 |Israel 147 237.72. 167 i shurimaka it SAM NG Engi ne: T Invalid invalid segnent retransnissi on. drop 24
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.228.98.180 |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.181.21.104 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on drop 15
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.118  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
89.138.52.157 [israel 147.237. 72. 166 |aka. i f .i Bad TCP sequence SN retransmt with different dert 9
w ndow scal e
s SN retransnmit wth different .
89.138.52.157 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal e noni t or 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i ssi
109.67.14.92  |Israel 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Gonpl i ant Failed to handl e connection data  [nonitor |4
79.179. 114. 235 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
188. 120. 148. 148]I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
reanmn ine: TCP Invali i i ssi
2.54.188.254  |Israel 147.237.77. 243 |nobil e.i of . Streamng Engi ne: TCP alid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
80. 246. 130. 224 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.181.112. 220 [lIsrael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.180. 160. 175 I srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an ) . |Streamng Engine: TCP Invalid Invalid segnent retransnssion.
93. 158. 152. 49 eration 147. 237. 76. 147 |chi nuch. aka. i df . i | Ret r ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
79.180.171.39 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182. 103. 176 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183.153.25 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
217.132. 236. 47 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
81.169. 237. 146 |Ger many 147.237. 77. 179 |e. nazi .i df .i | drop SAMrule drop
79.181.112. 220 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST aert
Sreanming Engine: TCP Invalid i i ssi
46.116.77.254  |Israel 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. |4 2
Ret r ansmi ssi on Packet dropped.
109. 186. 52. 248 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
37. 46. 39. 166 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 2
81. 169. 237. 146 |Cer many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 2
5.102.254.211 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 186. 52. 248 |I srael 147.237.72. 166 |aka i df . i Bad TCP sequence SINAK retransmt with different 1oy o |2
w ndow scal e
5.22.135. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.120. 137.220 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 2
46. 19. 86. 76 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
94. 230. 86. 88 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 100 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi
84.108.64.81  |israel 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. |4 2
Ret r ansmi ssi on Packet dropped.
46.120.137.220 |l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 100 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 2
74. 6. 254. 127 Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |noni tor 2
94.230. 86.226 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 186. 52. 248 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 2
2.52.149. 69 I srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |noni tor 1
46.120.137.220 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
46. 19. 86. 100 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184.105. 139. 116|Lhited Sates |147.237.8.14 |e.orchot.idf.il [Geo-1ocati on enfor cenent Geo- | ocati on i nbound enf or cenent |drop 1
37.26.149.198 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
149.78.117.17  |lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert 1
74.82.47.43 Lhited Sates |147.237.77.121|e. navy.idf.il Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
94.242.246.23 |Luxenbourg 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
217.132.236. 47 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
93.172.169. 160 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.25.113.242 |[israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 3
46.19. 86. 118 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
188. 120. 134. 171/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Uhaut hori zed URL Access from 192. 243, 55, 132 B ock 2
79.179.11. 254  |Israel 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 2
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192, 243, 55. 135 B ock 1
Unknown Par anet er
89.138.52.157 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 38%ct | 01%$ct | 03%chl Questi [None 1
on$l in wwv aka.idf.il/nai n/giyus/ questionnaire. aspx
31.135.131. 184 |lkraine 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/894-he/ chi nuch. aspx B ock
66.249. 78. 74 I srael 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to chinush.atal .idf.il/tenpl ates/news/null  [B ock
193.90.12.90  [Norvay 147.237.77. 216 |dover . i df .i | Wﬁ;;_ﬁ‘;‘fé/?“;ﬁeﬂmggﬂims/jquery”query_ L4 2rins Bock |1
46.19. 85. 129 I 'srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ B ock 1
Russi an ) ) Paraneter Type Mol ation ' _ _
188. 143. 232. 22 Federat i on 147.237.77.216|dover. i df . il ctl OQ$O)nt ent A acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
wan i df . i | /1283- en/ dover . aspx
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
144.76.27.118  |Germany 147.237.0.19 |nadi matal .idf.il zgibr'neat?figf‘.c?ﬂ ngi'n"irpigfzf; | ot e el (. aspx B ock 1
213.163.66. 185 |Netherlands  |147.237.77. 176 [mat pash. i df . il Mil tipl e Wauthorized URL Access from 213.163. 66. 185 B ock 1
_ ny- kosher - kravi .id ,
184. 105. 139. 68 |lhited Sates |147.237.0.16 il Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
66.249.64.190 | srael 147.237.72. 166 |aka. i df . i | mngkm; fg‘;ﬁ'ﬁtﬁ; rf/a:;gar']ur; f general . s None 1
192. 243.55. 132 |Donini ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/giyus/kadat z B ock 1
89.138.52.157 |israel 147.237.72. 166 |aka. i df . | ?‘;Ltr%%:' E"SI ‘g’z('jtlrg;a' fuidth Lhi code Encoding on LR/ Paraneter (+) g o 1
23.95.188.135 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df. i/ newsitelenglish/ nain. asp B ock 1
213.163.66. 185 [Netherlands  |147.237.77.176|nat pash. i df .i| m”f:g;’;t' .Ziegf LﬁL/ tA;Tcpelsast ets‘; depar t mont | obby/ 404, aspx Bock |1
185. 120. 125. 21 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/main/ sachar/undefined |B ock 1
66.249. 65. 122 |israel 147. 237.76. 200 |ei tan. aka. i df . i | Unaut hori zed URL Access to waw ei tan. aka.idf.il/1093-7963- he/ xz B ock 1
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