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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
204. 42. 253. 132 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
52.53.222.9 Lhited Sates 147.237.76. 30 hi nush. i df . i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count\
195.34.150. 18  [147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 201. 227. 8 147.237.0. 16 Lkr ai ne ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.77. 205 prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 243 |China nobi | e.i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 147 |China chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72.156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
50.18.225.195  [147.237.77.216 |Lhited Sates dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 1
193. 201. 227. 8 147.237.76. 147 |Wkraine chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
193. 201. 227. 8 147.237.76.30 |Wkraine hi nush. i df . i ET SCAN Potential SSH Scan 1
89.248.172.140 |[147.237.77.212 |Netherlands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.85.35. 211 147.237.77.216 |Bugaria dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77.233 |China atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 Chi na nedi matal .idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 8 147.237.76.86  |Wkraine navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning BEngine: TQP Invalid i i SSi
46. 19. 86. 26 I'srael 147, 237.76. 200 |ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, 120
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85. 250. 248. 179 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 76
Ret r ansmi ssi on Packet dr opped.
54.244.22.103 |thited Sates [147.237.0.34 [tikshuv.idf.il drop First packet isn't SN drop 74
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
Sreaning Engine: TGP Invalid i i ssi
109. 253. 158. 33 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. . 27
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.182.38.149 | srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. |, 21
Ret r ansmi ssi on Packet dropped.
54.244.22.103 |Wited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 13
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
93. 168. 118. 106 |Ronmani a 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
80. 246. 137. 127 |l srael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
176.13.10.122 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber moni tor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
176.13.10.122 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
94. 230. 86. 227 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |4
54.244.22.103 |Whited Sates 147.237.77. 176 [nat pash.idf . il dr op First packet isn't SN drop 4
reamn ine: TCP Invali i i ssi
79.177.55.189 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 194. 187 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.228.198. 238 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.143. 172. 166|l srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
185. 3. 147. 205 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |3
Russi an . D Streaming Engine: TCP Invalid|invalid segnent retransnission.
130. 193. 37. 16 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i Ssi
46.19. 85. 59 I'sr ael 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 101. 226 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
188. 120. 148. 148|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Russi an . C Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
130. 193. 51. 45 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
79.183. 112. 123 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
212.143.148. 46 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACGK nunber noni t or
54.209.209. 198 |lLhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
Sreaning Engine: TCP Invalid i i Ssi
66.249.64.200 |Wnited Sates |147.237.72. 166 |aka idf. il g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
5.102. 254. 64 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2
Sreaning Engine: TGP Invalid i i ssi
66.249.78.184 |Israel 147. 237.76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 2
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
184.105.139. 72 |Uhited Sates [147.237.77. 176 |mat pash. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
141.8.183. 16 R‘Sf:;”ion 147. 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
87.69. 153. 8 I srael 147.237.77. 170 |naar achot .i of . | Bad TCP sequence I'nval i d AGK nunber noni t or
80. 246.130.19 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or
184. 105. 247. 204|wnited Sates  [147.237.0. 17 ;”I"Iy kosher-kravi.id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.15 Lhited Sates |147.237. 76. 199 |e. nakchal .idf . Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
157.55.39. 113 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
54.176.137.163 |Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
109. 253. 128. 227|I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
84.111.78. 16 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
212.83.139. 152 |France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
184.105.139. 84 |Wnited Sates [147.237.8.24 |e.lifestyle.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
66. 249. 64. 139 | srael 147.237.77.234 |hal ag.idf .il dr op First packet isn't SYN drop 1
Russi an . . SYNtAXK retransmt with .
141.8.183. 16 er ati on 147.237.77. 176 |nat pash. i df .i Bad TCP sequence di fferent w ndow scal moni tor |1
46.120.23.206 |l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber moni tor |1
212.143.148.46 |[Israel 147.237.72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count
109. 67. 113. 128 [I srael 147.237.0.19 |madimatal .idf.il Ig(;.'\gylf; tlgg Sane Response (bde (404) in Session from B ock 176
109. 67. 113. 128 |I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 120
5.29.13.15 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut horized URL Access fromb5. 29. 13. 15 Bl ock 6
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 192.243.55. 133 B ock 5
89.139.227.2 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 5
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 192. 243. 55, 137 Bl ock 5
5.29.13. 15 I srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂtgﬁr&???/g;esgfwezm oo/ st ohi | ddocurent s 1362 Bl ock 4
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 3
192. 243. 55. 136 |Domi ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192. 243. 55. 136 Bl ock 3
5.29.13. 15 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
149. 78. 148. 149 |l srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 3
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Wnaut hori zed URL Access from 192. 243. 55. 130 Bl ock 3
192, 243. 55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut hori zed URL Access from 192. 243, 55. 129 B ock 2
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 192. 243. 55. 134 B ock 2
2.54.24.182 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
84.111.0.250 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
77.125.87.141 |Israel 147.237.76.31 |nakchal .idf.il :;Eﬁ;lh_oiréfz_eﬂ /Léz‘r]sp;f;iir;? doc ot/ doc.mur . asp Bl ock 2
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwe aka. i df . il/ishuriniexanpcert Bl ock 1
79.177.55.189 |Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 79. 177. 55. 189 B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/qiyus/general /default.a |B ock 1
185. 3. 147. 205 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ favi con. i co Bl ock 1
87. 68. 69. 16 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 1
79.177.55.189 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
40.77.167.24 |Wited Sates [147.237.77.243|nobi | e.idf.il Uhaut hori zed UR. Access to nobile.idf.il/nilluiniindex Bl ock 1
68.180.228. 112 |Uhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1393-en/ dover. aspx |B ock 1
109. 160. 148. 77 |I srael 147.237.72. 166 |aka. i df . i | m”;kr:rii d?.eidl /'\'rf;r;(/";i ;Eg%;n"err o aspx B ock 1
40.77.167.75 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
192.243.55. 129 |Dom ni ca 147.237.72.166 [aka. i df . i | V\U;ui/u;:gr: éfeéi rj/lnaﬁfgisf/uts?gener al . aspx?cat i d=58568&doci d=65099 Bl ock !
107. 182. 20. 202 |Lhited Sates |147.237.72.156|anan. i df.il Ermail collector robots 14 Bl ock 1
77.125.87.141 |Israel 147.237.76.31 |nakchal .idf.il O stributed Suspicious Response Code B ock 1
102, 243.55.135 |Doninica  |147. 237. 72. 166 |aka. i df . i | Dstr buted itﬁ"’;‘:tyzzr/ikizgttzﬂ Access on Bl ock 1
85. 65. 19. 58 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Wntraceabl e SSL Sessions from85. 65.19. 58 ((pen Mde) None 1
46.120.57.76 |Israel 147.237.72. 166 |aka. i df . i | m”a‘f(‘g‘_“i raneer &fwﬁﬁgima;ﬁ on. asp None 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192.243. 55. 138 B ock 1
107. 182. 20. 202 |Lhited Sates |147.237.72.156|aman. i df .l eMai | Hoar di ng B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 192. 243. 55, 135 Bl ock 1
157.55.39.79 |Wited Sates |147.237.72. 166 |aka. i df .i | m“;grii ;ﬁdi Iﬁlﬁ‘ﬁfz;pfat s/ bom asp B ock 1
85. 65. 19. 58 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 65. 138 |1 srael 147.237.0. 17 ;nlnly kosher -kravi . id gﬁosﬁr?’ﬁae\;i Elngf"d: r?a;';i/icr;e ot ecapt chei nage. aspx None 1
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