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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
204, 42. 253. 132

|Target Address  |Site
Lhited Sates

|Signature |Device Action  |Count |
147.237. 76. 147 chi nuch. aka.idf.il Bl ock_UWp Al _Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
115.231. 9. 148 147. 237.76. 30 Chi na hi nush. i df . il ET SCAN Potential SSH Scan 1
94.102. 51. 38 147. 237.72. 166 Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.72.228.72 147. 237.72. 156 I ndonesi a anan. i df.il ET SCAN NVAP -sS wi ndow 4096 1
218. 246. 0. 97 147.237.77. 243 Chi na nobi l e.i df.il ET SCAN NMAP -sS wi ndow 1024 1
114. 112. 90. 54 147.237.0.19 Chi na madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.79.10. 124 147. 237. 76. 200 eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
36.72.228.72 147. 237.72. 156 I ndonesi a aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201. 48. 50. 33 147.237.0. 34 Brazl tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.i| drop SAMrule drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
2.54.39. 245 I'srael 147.237.77. 243 |nubi le. i df . Streamng Engi ne: TCP Invalidlimalid segrent retransmssion. | ) 6
Ret r ansni ssi on Packet dropped.
79.181. 214. 100 |Israel 147.237. 72. 167 |i shuri maka. i df . i | Streanng Engine: TCP Invalid|invalid segnent retransissi on drop 6
Ret r ansni ssi on Packet dr opped.
70.193.122. 213 |lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
73.49. 99. 218 Wited Sates |147.237.72.166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
70.193.122.213 [Wited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |4
79.177.116. 216 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id imvalid segnent retransmssion. |, o, 3
Ret r ansni ssi on Packet dropped.
52.49.79. 6 thited Sates |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to hand e connection data |nenitor |3
46.19. 86. 51 I'srael 147. 237. 72. 166 |aka. i f . i Streanng Bngi ne: TCP Inval i dinvalid segrent retransmission. | 3
Ret r ansni ssi on Packet dropped.
109. 160. 196. 102|i srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval id |imvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
50.18.94.121  |thited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
46.121.27.29 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
45.79.10. 124 147.237.76. 200 |ei tan. aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
31.210.186. 138 |[Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.121. 27. 29 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
37.187.114.171 |France 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
184. 105. 247. 219|Wited Sates  [147. 237. 77. 205 [prisha.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
198.1.101.123 |lhited Sates [147.237.77. 176 [natpash.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
149. 78.56. 220 |l srael 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Inval i d ACK nunber alert 1
37.187.114. 171 |France 147. 237. 76. 199 |e. nakchal . i of .1 Geo- | ocati on enf or cenent ﬁ?olr 222;;?” I nbound drop 1
184. 105. 247. 224|Wited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent ;?O'r Sgii'm(’” I nbound drop 1
212.124.109. 166|Uhited Sates  |147.237. 77. 216 |dover.idf. | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |1
5.22.131. 107 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
149. 78. 56. 220 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46.121.86.104 [Israel 147.237. 77. 170 |n@arachot . i df . i | Bad TCP sequence Invalid ACK nunber alert 1
188. 152. 234. 175]ltay 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
37.187.114. 171 |France 147. 237. 77. 212 |e. dover. i df . i Geo- | ocati on enf or cenment ifolr (C’Zignon | nbound drop 1
88. 75. 61. 15 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.176.195.13 |Lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
23.96.208.137 |Lhited Sates |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |1
184. 105. 139. 108|hited Sates  [147.237.77. 243 |nohil e.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 46 Lhited Sates |147.237.76.34 |yohalan.idf.il dr op drop 1
46. 121. 86. 104 | srael 147.237. 77. 170 |n@ar achot . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
38.229. 1. 15 Wited Sates |147.237. 76. 198 |e. yohal an.i df .1 Geo-1 ocati on enf or cenent ﬁfo'r 222:3'”:’” I nbound drop 1
66.147.244.138 |lhited Sates |147.237.77.74 [lawidf.il B ock HTTP Non Conpli ant Fail ed to handl e connection data |noni tor
46.117.245.81 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
216.218.206. 88 |Lhited Sates |147.237.77. 170 |maarachot . i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 219|wnited Sates  [147.237.0.17 ][“lnly kosher-kravi.1d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
77.201. 201. 147 |France 147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cenment ﬁ?olr 822;?” I nbound drop 1
46.163.68. 111  |Ger many 147.237.72. 166 |aka.idf .il drop SAMrul e drop 1
195. 66. 76. 4 Ger many 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
2.52.28.35 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
146. 185, 239, 102|SS N 147. 237. 72. 167 |i shuri maka. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

Federati on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 192.243.55. 138 B ock 5
192. 243.55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 137 B ock 4
66.249.78.159 |[Israel 147.237.77.216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock 4
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192. 243. 55. 136 Bl ock 3
Unknown HTTP Request Method A-[[#0]][[#0]][[#0]]p; [[#23]] AceA
73.229.45.220 |Lhited Sates|147.237.76.42 |refuah.idf.il ?XY A[[Tig ]] k??gf;}?;/ﬁ Z%IGOAAEE\%AQAA%?;%A;?/;%E??;ﬁ] ] Ao A B ock 1
A A?A+
40.77. 167. 24 Uhited Sates|147.237.77.243|nobi l e.idf . il Uhaut hori zed URL Access to nobile.idf.il/nlluimindex Bl ock 1
212.179.21.194 [israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df . i/ dover/site/ nai npage. asp B ock 1
Uhaut hori zed URL Access to
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | v aka. i df . i |/sites/klali/default.asp?sitei d=43314&cati d=43385&doci d |B ock 1
=468878&l i st =1
73.229.45.220 |Wited Sates|147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
184. 105. 139. 68 |nited Sates|147. 237. 77. 243 |nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
45.79.10. 124 147.237.76.200|ei tan. aka. i df . il Unaut hori zed URL Access to / B ock 1
213.163.66. 185 [Netherlands |147.237.77.176 |mat pash.idf. il muigggt' .Zied(i.% t";cn;f:et;nem/ e, i . 85 Bock |1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized LRL Access from 192. 243. 55, 134 B ock 1
Illegal Byte Qode Character in Method i&{[A#O]A]..[I#Q]]A[[#fO]]pi[[A#23]]'B‘E
73.229.45.220 |lnited Sates|147.237.76.42 |refuah.idf.il rA_?VAV. { E:zs]l]]b]R%f@;f/; f;sﬁggﬁgﬁrﬁéﬁgﬁm'{ :flﬁ GoA_ [|Brock 1
A R?A+
192. 243.55. 137 |Donini ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka. idf.il/giyus/kadat z B ock 1
184. 105. 247. 195|Whi ted Sates|147. 237. 0. 17 irr:jfnyi-lkosher- Kravi. | thori zed URL Access to 147, 237.0. 17) Bock |1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1273-he/ at al . aspx B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/npm B ock 1
73.229.45.220 |uhited Sates|147.237.76.42 |[refuah.idf.il Illegal Byte Gode Character in LR B ock 1
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wa aka. i df . i/ gi yus/ kadat z B ock 1
66.249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ at al . aspx B ock 1
NULL Character in Method A—L[[f#O] 1[[#0]1[[#0]] pj[[#%3]]59e,&:
73.229.45.220 |Lhited Sates|147.237.76.42 |refuah.idf.il ?XY H[ﬁg ]] k??gf,;gﬁ g%’ﬁﬁxﬁﬁ@ﬁfﬁg‘ﬁﬁo%m\;ﬁ] | Ao A B ock 1
A A?A+
37.187.114. 171 |France 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to /irj/portal B ock 1
208.115.113.84 |[hited Sates|147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wa | aw i df.il/tenpl at es/ honepage/ B ock 1
192.243.55. 131 |Dom ni ca 147.237.72.166 [aka. i df . i | V\u;ui:zugtg.r: zl?éi Iu/q_naffmlc S?f/ugfgener al . aspx?cat i d=59333&doci d=68025 Bl ock !
192. 243.55. 136 |Doni ni ca 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/giyus/kadatz B ock 1
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