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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
117.21.248.87 |147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.0.15 |Whited Sates |kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
117.21.248.87 |147.237.76.38 |China eenetav.idi.il [ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
222.132.38.191 |[147.237.76.31 [China nakchal .idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1

Potential Scan or Brute Force
198. 20. 69. 98 147.237.76.42 |Whited Sates |refuah.idf.il ET DROP DBshield B ock Listed Source 1
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A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
162.208.92.66 |Uiited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
178.137.18.190 |lkraine 147.237.76.42 |refuah.idf.il Bl ock HITP Non Conpl i ant Fail ed to handl e connection data  |nonitor
209. 122. 252, 223|lhited Sates  |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
66.249.78. 5 Wited Qates |147.237.0.19 |madimatal .idf.il 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
157.55.39. 245 |UWited Sates  |147. 237. 77. 243 |nobil e.i o i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
198. 45.223.23 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
54.176.56.176 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |3
Russi an ) S Sreaning Engine: TCP Invalid |invalid segrent retransmission.
130.193.37.16 | o oion 147.237.0.34  |tikshuv.idf.il Ret r ansm ssi on Packet dr opped. drop 3
98.139.14.250 |lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor
98.139.14.251 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor
Sreaming Engine: TCP Invalid i i ssi
178. 123. 223. 186 |Bel arus 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249.78.170 |twited Sates |147.237.76.200 [eitan aka.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
74. 6. 254. 127 Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |2
77.237.146.28 |Czech Republic |147.237.77.212 e dover.idf.il  |Geo-1ocati on enf or cement Sﬁfolrggihf n i nbound drop 2
184.105.139.90 |Uited Sates |147.237.76. 147 |chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 60 Lhited Sates  |147.237.0.200 [rdu.idf.il Geo- 1 ocati on enf or cenent Geo-locati on inbound drop 1
enf or cenent
216.218.206. 107 |Wited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
) C e ; Geo- | ocati on i nbound
37.187.114. 171 |Fance 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent onf or coment drop 1
192. 117. 103. 240|l srael 147.237.77. 170 [maarachot.idf .il  |dr op First packet isn't SYN drop 1
84.228.234.246 |[lIsrael 147. 237. 77. 216 [dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105.139. 92 |Wnited Sates [147.237.77.178|enatpash.icf.il |Geo-1 ocati on enf or cenent gﬁfolrggi'nf n i nbound drop 1
76.94. 95. 135 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
216.218. 206. 114|Wnited Sates |147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocati on enf or cenent Sﬁ?;}:ggi:ﬁn I nbound drop 1
194.72.238.241 |United Ki ngdom|147.237.77.216 |dover.idf.il Bl ock HITP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
87. 69. 46. 154 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert
209. 122. 252. 223U ted Sates  [147. 237. 77. 216 |dover. i df .1 Bad TCP sequence SINAK retransmt with different 1 oo |
w ndow scal e
184. 105. 139. 94 |Uhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
76.94. 95. 135 Lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
220.181.108. 89 |China 147. 237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184.105.139.83 |Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.69. 46. 154 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 247. 204|Wited Sates  |147.237.76.197 |e.himush.idf.il  |Geo-1 ocation enf or cenent Sﬁfolrggihf n i nbound drop 1
77.201. 201. 147 |France 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 213 I srael 147.237.77. 170 |naarachot . idf .il |Bad TCP sequence Invalid AGK nunber noni t or 1
198.1.101.123 |Lhited Sates  |147.237.77.176 |natpash.idf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 1
184.105.139.83 |[Uhited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.91 |[Wited Sates |147.237.0.19 |madimata.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.22.129. 224 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
184. 105. 247. 220|United Sates  |147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
178.62. 162. 228 |United Ki ngdom|147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 1
46.121.213.119 |israel 147.237.77. 176 |mat pash. i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
178. 33. 160. 252 [ain 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 178. 33. 160. 252 B ock 4
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 192, 243, 55, 132 B ock 3
146. 185. 234. 48 F“SS;:I”ion 147.237.0.34 [tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 146. 185, 234. 48 ok |2
. . Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | v cogat i df i 1/si p storagel i1 es/ O/ si 7e220x0/ 3410, j pg. St C Bl ock 2
I . . Unaut hori zed URL Access to o
192. 243.55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | voww aka. i of i |/ kanbar/ gal | ery/ 2cat i d=58917 B ock 1
194. 72. 238. 241 Ei“'r]tgegom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to / Bock |1
. waw. chamat z. aka. i [unaut hori zed URL Access to
162.243.215. 132|United Sates (147, 237.77. 226 df.il v chanat z. aka. i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
; ; ; Unhaut hori zed URL Access to
68.180.228.102 |Uhited Sates |147.237.77.234|hal ag.idf .il v | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ Bl ock !
Russi an Unaut hori zed URL Access to
146. 185. 234. 48 eration 147.237.0.34 |tikshuv.idf.il tikshuv.idf.il/tenpl ates/ news/ news. i n. aspx/ t enpl at es/ sendt of ri end/ se |B ock 1
ndt of ri end. aspx
213.5.199.104 |Wkraine 147.237.77. 216 |dover.i df . i Uhaut hori zed URL Access to v idf.il/nazi' Bl ock 1
98.139.14.250 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/daily statistics/english/1. doc. |B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55, 138 B ock 1
157.55.39.79  |[Uited Sates |147.237.72.166|aka.idf .il tnknown Pararet er 0559c450 in None 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
178.137.18.190 |kraine 147.237.76.42 |refuah.idf.il Adnin Bl ocki ng B ock 1
Doubl e URL Encodi ng - par anet er:
. . = i 0, 0,
98.139.14.251 |Wnited Sates |147.237.77.216|dover.idf.il ut m_sour ce=Copy +of +Viéek| y+Bri ef +9@FNovenber +992C+2012&ut mgy oy |y
_canpai gn=Newsl et t er &ut m nedi unrenai |l in
wawy, i df . i |/1283-17570- en/ dover . aspx
L . . Unaut hori zed URL Access to
192.243.55. 138 |Dom ni ca 147.237.72. 166 |aka. i df . i1 waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59330&doci d=64983 |2 % |*
157.55.39.140 |[Uhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
m ny- kosher - kr avi . i i
66.249. 65. 145 I srael 147.237.0.17 |" Y llegal Paraneter Encoding rnd in . None |1
idf.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
216.218.206. 67 |Lhited Sates [147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
184.105.139. 70 |Uited Sates |147.237.72.166aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
104. 131. 115. 180|thited Sates |147.237.77.176 [nat pash. i df . i | Mil tipl e Unauthorized URL Access from 104.131. 115. 180 B ock 1
193. 252. 118. 176|France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
157.55.39. 144 |UWited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1360- he/ at al . aspx Bl ock 1
66.249.78.159 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to waw i df.il/tenpl ates/articlelfoi bdb7s0o4 |Bl ock 1
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