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M 54. 244.22. 103
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[ 182. 118. 20. 249
M 66. 249. 78. 252
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
117.104. 137. 235 Japan 147. 237. 0. 200 ndu.idf.il  |invalid TP A ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Count
181. 170. 185. 75 A gentina 147.237.77. 176 nat pash. i df . il Q008: HTTP. Xenu User Agent B ock 2
186. 151. 63. 89 Guat enal a 147.237. 72. 166 aka.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
209. 126. 116. 147|147. 237. 76. 198 |Lnited Sates |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 2
94.102.49.151 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
89.248.172. 154 |[147.237.8.45 |[Netherlands e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1

SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL

66.249. 64. 253  |147.237.72. 166 |Lhited Sates |aka idf.il . . 1
port denial of service attenpt

94.102.49.151 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

91. 201. 236. 113 |147.237.76.30 |kraine hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1

1

82.117.208. 243 |147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 73
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |Wited Sates [147.237.77.233|atal .idf.il drop First packet ismt SN drop 28
54.173.176.41 |lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor (23
178.137.18. 190 |kraine 147.237. 77. 176 |mat pash. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor (8
178.137.18.190 |lkraine 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
Sreaning Engine: TCP Invalid i i ssi
66.249.78.252 |Wnited Sates [147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
199.30.25.86  |Wited Sates  |147.237. 76. 200 |ei tan. aka i df .i| 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
85.64. 145. 204 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 4
54.241.198.78 |lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor (4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (4
46. 19. 85. 53 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |3
Sreaning Bngine: TQP Invalid i i SSi
40.77.167.70  |Wited Sates |147.237.77. 243 |mobile.idf. il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
208.54.39.165 |lWited Sates |147.237.72.166 |aka idf.il 9 =g Inval i d segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
40.77.167.72  |Wited Sates  |147.237.77. 243 |mobile.idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
182.118. 20. 249 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
66.249.81.218 |lhited Sates [147.237.77.216 |dover.idf.il D rectory Traversal directory traversal overflow moni tor |3
138.134.102. 16 |l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
75.126.221.55 |Lhited Sates [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |2
98.139.14.250 [Wited Sates [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data |monitor |2
75.126.221.55 |Uhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor |2
Sreanming Engine: TCP Invalid i i ssi
66.249.78.170 |Wited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
91.200.12.106  |krai ne 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop
182. 118. 20. 249 [Chi na 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
74.82. 47.32 Lhited Sates [147.237.76. 198 |e. yohal an.idf il Geo- | ocati on enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
216.218.206. 107|United Sates [147.237.76.39 |nobile reitav.icf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.244.22.103 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SYN drop
184. 105. 139. 123|Wnited Sates  |147.237. 77. 178 |e. mat pash. i df . | Geo- 1 ocati on enf or cenent i?o'rggi'nf” I nbound drop 1
98.139.14.249 |Uhited Sates [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (1
66.249.81.212 |lIsrael 147.237.77. 216 |dover.idf .i Drectory Traversal directory traversal overflow noni t or 1
52.28. 32. 164 Lhited Sates |147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
182.118. 20. 249 |Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 115|tited Sates |147.237.76. 196 |e. sviva idf.il Geo- | ocati on enf or cenent ﬁ?olrggi'nf” I nbound drop 1
184. 105. 247. 207|UWited Sates |147.237.8.14 e orchot.idf.il Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
50.87.113.190 [Lhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |1
66.249. 81. 215  |Israel 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
52.49.79. 6 Wited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (1
184. 105. 139. 103|Wited Sates  |147.237.72. 217 [e.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141. 8. 132. 67 R‘Sf:;”ion 147. 237. 77. 170 |n@ar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
184. 105. 247. 207|Wited Sates  |147. 237. 76. 198 |e. yohal an.idf .i Geo- | ocati on enf or cenent ﬁ?olrggi'nf” I nbound drop 1
52.28. 32. 164 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il [SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
104.130.78.65 |Uhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
212.124.109. 166|lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |1
184.105. 139. 119|Whited Sates |147.237.72. 166 |aka. idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
173.59.25.222 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 247|Wited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
52.28.32.164  |Wited Sates |147.237.0.16 rf"kOSher'kraV"'df' SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
182.118. 20. 249 |China 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
104.131. 115. 180|thited Sates |[147.237.77.176|nat pash. i df.il [Miltiple Unauthorized URL Access from 104. 131. 115. 180 B ock 2
178.137.18.190 |lkrai ne 147.237.77.216|dover.idf.il |Admn B ocki ng B ock 1
66.249.78.159 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/aman/ B ock 1
157. 55. 39. 82 Wited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter KEY in ww aka.idf.il/ishurinicityofficers/ None 1
40.77.167. 72 Uhited Sates [147.237.77.243|nobi | e.idf.il |Wauthorized UR. Access to nobile.idf.il/nekudot/index B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized LRL Access from 192. 243. 55, 132 B ock 1
66.249.81.215 |Israel 147.237.77.216|dover. i df . i | DOstributed UR. is Above Root Directory B ock 1
178. 33.160. 252 |Spain 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 178. 33. 160. 252 B ock 1
20.77.167.92  |ited Sates [147.237. 72,166 faka i i1 eV RIS U RO 10 i d=a1516 B ock 1
192.243. 55. 132 " |Doni ni ca 147.237.72. 166 [aka. i df . i mmazz.r: Zfe.di Iu/:a_rra'io‘r:];:(;isf/uts;)gener al . aspx?cat i d=58563&doci d=35718 B ock !
68.180. 230. 224 |[lhited Sates |147.237.76.31 |nakchal .idf.il ma:ztkf‘;;ﬁ? _Yﬁ'fé;;”hgagzmgi_;px Bl ock 1
178.33.160. 252 [pain 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to aka.idf.il/wp-adnmn/ B ock 1
66. 249. 64. 253 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e QGonnection - Protocol violation (SSL_GONN QLI ENT_HALLO |None 1
178.137.18.190 |lkraine 147.237.77. 176 |mat pash. i df . i | |Mil tipl e Adnmn Bl ocking from 178. 137. 18. 190 B ock 1
66. 249. 65. 88 I srael 147.237.76.200|ei t an. aka. i df . |unknown Paraneter lang in eitan. aka.idf.il/1103-en/ ei tan. aspx None 1
104.131. 115. 180|thited Sates |[147.237.77.176 |nat pash. i df.i| [Whauthorized UR. Access to vwwu cogat . idf.il/sip_storage/ B ock 1
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