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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
72.69.189. 184 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack_Con_Tcp drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
202. 106. 54. 203 147.237.76. 38 Chi na eengitav.idf.il GPL SCAN nmap TCP 2
219.142.79.3 147.237.76. 38 Chi na e.eneitav.idf.il GPL SCAN nmap TCP 2
59. 45. 79. 117 147.237.8. 24 Chi na elifestyle.idf.il ET SCAN Potential SSH Scan 1
112.171.173.85 147.237.8.50 Korea, Republic of e tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
112.171.173. 85 147.237.8.28 Korea, Republic of e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
112.171.173.85 147.237.8. 24 Korea, Republic of elifestyleidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
112.171.173. 85 147.237. 8. 46 Korea, Republic of e. chinuch.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
112.171. 173. 85 147.237. 8. 27 Korea, Republic of e.madimatal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 243 Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.179 Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 148 Chi na gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 156 Chi na anan. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?z\t/ii((:;
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
185. 130. 5. 207 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
172.56.40. 144 |Wited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
45. 55. 247. 62 147.237.76.86 |navy.idf.il Stream ng Engl ne: TCP Invalid |invalid segnent retransnission drop 14
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
138.134.102. 16 |l srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 5
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195. 34.150.18 |Austria 147.237.77. 216 |dover.i df .il B ock HTTP Non Conpli ant Fai | ed to handl e connection data [monitor |4
91. 200. 12.7 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
104. 131. 115. 180|Lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 4
54.244.22.103 |Wited Sates |147.237.77.176|natpash.idf.il drop First packet ismt SN drop 3
85. 250. 165. 181 || srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
84.228.252. 234 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
91.200.12.106  |Wkrai ne 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop
66.249.78.177 |Wited Sates |147.237.76.200 |ei tan. aka.idf . i Streamng Engi ne: TCP I nval i d |invalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
66.249.78.245 |lnited Sates |147.237.76.200 [eitan. aka idf.il Streamng Engi ne: TCP Invalid |invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
157.55.39.79  |Wited Sates |147.237.72. 166 |aka idf. il Streamng Engine: TCP I nval i d invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
65.55.210. 192 |thited Sates  |147.237. 76. 200 [eitan. aka. i df il Streamng Engi ne: TCP Invalid |invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
66.249.65.122 |Wnited Sates |147.237.76.200 |eitan aka idf.il Streamng Engine: TCP I nval i d invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
79.178.127. 134 |l srael 147.237. 77. 170 |n@ar achot . i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
184. 105. 139. 124|Wnited Sates  [147.237.76. 200 [ei tan. aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 |France 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenment Sﬁ?olzgi:ﬂo” t nbound drop 1
136. 243. 67. 234 |Ger many 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
84.228.252. 234 |l srael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject
74.82.47.19 Lhited Sates |[147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
46.121.96.204 [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 1
182.118.20. 173 |Chi na 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 1
80.246.136.94 |Israel 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.96 |Lhited Sates |147.237.77.235|svivaidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.228. 252. 234 | srael 147. 237.77. 216 |dover i df .i | Bad TCP sequence ;ﬂ'\f;oefnrj;;j;;?c;gth moni tor |1
74.82.47.23 Lhited Sates |147.237.76.196|e. sviva idf.il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ;infn I nbound drop 1
208.115.111. 73 |lhited Sates |147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
182.118.20. 173 |China 147.237.72. 166 |aka. i of .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 1
101. 226. 168. 243|Chi na 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 1
81.218.163. 108 |[lIsrael 147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 1
216.218. 206. 106|Lnited Sates |147.237.76.39 [nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
73.244.226.177 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
74.82.47. 42 Lhited Sates |147.237.77.226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates [147.237.77.74 [lawidf.il dr op SAMrul e drop 1
184. 105. 139. 100|Wnited Sates [147.237.8.46 |e.chinuch.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
101. 226. 168. 243|Chi na 147.237. 77. 176 |nat pash. i df . | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 1
81.218.163. 108 |Israel 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
73.244.226.177 |Wited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
198.1.101.123 |Uhited Sates [147.237.77. 176 |matpash.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 1
75.126.221.55 |Uhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 1
184. 105. 139. 124|tnited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.101.218.65 |55 N 147. 237. 77. 216 |dover. i df i Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1

Feder at i on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Sgnature Action ‘Count
45. 55, 247. 62 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 45. 55. 247. 62 B ock
79.180. 24. 251 |Israel 147.237.77.74 |lawidf.il PHP At t enpt B ock
79.180.24.251 |[Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock
66.249. 65. 145 |l srael 147.237.0. 17 irr:jfn'yi-lkosher-kraw " |Ostributed I11egal Paraneter Encoding None 2
91.189.41.165 |Sweden 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 91.189. 41. 165 Bl ock
73.22.155. 10 Lhited Sates|147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to waw i df.il/newsitelenglish/ Bl ock
45.55.247. 62 147.237.76.86 |navy.idf.il m“tnzs;' e e ) navy. aspx. aspx Hok |1
213.163.66. 185 |Netherlands |147.237.77. 176 |mat pash. i df .i | m”;'g‘;'li_izgf_ o ::pf;szs/tloi s/ ks, asp Bock |1
107. 20. 255. 148 |Uhited Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wp/wp-adnin/ B ock 1
68.180.228.112 |lhited Sates|147.237.77.216|dover.idf .l Paraneter Type M ol ati on PageNumin vww i df . i |/ 1380- he/ dover. aspx Bl ock 1
Illegal Byte Gode Character in Method A[[#0]][[#0]]1[[#0]]1$<[#16]] AE
58.166. 162. 194 [Australia 147.237.76.86 |navy.idf.il AnSAA( [#1]] Ani [#18] ] O BYA; [ [#24] ] y[[#12]] A7t rc[ [ #18]] Ak Bl ock 1
[[#12]] A2 [ #1]] g: [ [ #5] ] AtAAS] [ #4] ] I8l 3IASq/ A" JAEA—
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 192. 243. 55. 135 B ock 1
41.239.187.186 |Egypt 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to ww cogat . i df.il/xmrpc. php B ock 1
66.249. 66. 137  [Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
58.166. 162. 194 |Australia 147.237.76.86 |navy.idf.il Aonormal |y Long Header Line request header nane B ock 1
216.218. 206. 66 |Lhited States|147.237.76.39 |nobile. neitav.idf.il|Uhauthorized URL Access to 147.237.76. 39/ B ock 1
157.55.39.209 |Uhited Sates|147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw i df . i |/ newsi te/ engl i sh/ Bl ock 1
68.180.230.29 [United Sates|147.237. 7. 176 |mat pash. i of . i | ma!gf);; e Moo C'?gaet'\.“a”;:; Hock |1
58.166.162. 194 |Australia  [147.237.76.86 |navy.idf.il Mal formed URL Bl ock 1
45.35.104. 98 147.237.77. 216 |dover . i df .i | Unhaut hori zed LRL Access to waw i df.il/newsite/ hebrew nai n. asp B ock 1
199.16. 128.53 |Canada 147. 237.76. 147 |chi nuch. aka. i df . i |  |Unhauthorized URL Access to chinuch. aka. i df.i|/wp/ wp-adm n/ B ock 1
87.69.245.216 |[Israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
66.249. 66. 142  [Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/favicon.ico Bl ock 1
58.166. 162. 194 |Austraia 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod Bl ock 1
157.55.39. 211 |Wited Sates|147.237. 77.216|dover.idf.il Lhaut hori zed URL Access to wanidf.il/arr/ B ock 1
68.180. 230. 244 |Wnited Sates|147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
NLLL Character in Method A[[#0]][[#0]][[#0]]$<[[#16]] AEANSAA
58.166. 162. 194 [Australia 147.237.76.86 |navy.idf.il [[#1]] Afini [#18] ] OA BYA [ [#24] ] y[ [#12]] A"t re[ [#18] ] AA Bl ock 1
[[#12]] A2 [#1]] g: [ [ #5] ] AtA-AS] [ #4] ] J8I 3IAGq/ A" JAEA—
45. 35. 104. 99 147. 237.77. 216 |dover . i df . i | m“f z?r 'i Iz‘ff]eld: ti‘;chees; etv?l mai . aspshebr v av<br > Bock |1
207.46.13.192 |lhited Sates|147.237. 77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to 147.237.77.176/ robots. t xt Bl ock 1
66.249. 78.146 | srael 147. 237.72. 166 |aka. i df . i | \Amm:vn;‘(“; iﬁr.?rl";tn: n;‘zz;;f ;loccim': actus. asp None |1
Il1egal Byte Code Character in Header Name KAASAAMARRA?ATAs A
58.166.162. 194 |Australia  [147.237.76.86 |navy.idf.il ?t'#[l[sﬁqlz]\%iéi][] #?2%?]' 'AAZGisL ’;if]/x]?g AAZA ARzl A Bl ock 1
Ach?" Ao [#28] 1 [ [#6] ] T[ [#19]] mirt AA - A
172.82. 175. 167 147.237.77.216|dover.i df . il Uhaut hor i zed LRL Access to waw i df.il/newsitel english/nain. asp B ock 1
40.77.167.70 Uhited Sates|147.237.77. 243 |nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/authentication/ Bl ock 1
Unknown HTTP Request Method A[[#0]1[[#0]][[#0]]$<[[#16]] AGEA,
58.166. 162. 194 [Australia 147.237.76.86 |navy.idf.il n&AA( [ #1]] Afini [#18] ] OA BYA| [ [#24] ] y[ [#12]] At rc[ [ #18] ] Ak Bl ock 1
[[#12]] A2[ [ #1]] g: [ [ #5] ] A+AAS [ #4] ] I8I 3JA&y A  JAEA— in URL
213.163.66. 185 |Netherlands |[147.237.77.176|nat pash. i df.il Ml tipl e Wnauthorized LRL Access from 213. 163. 66. 185 B ock 1
104. 247. 216. 212 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df . i |/ newsitelenglish/nain. asp>i sraeli [B ock 1
66.249.78.239 |[Israel 147.237.76.200|ei tan. aka. i df .i | Lhknown Paraneter PageNumin eitan. aka. i df.il/938-en/ eitan. aspx None 1
58.166. 162. 194 |Australia 147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Header \al ue B ock 1
184. 168. 46. 5 Uhited Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wp-adnin/ Bl ock 1
41.239. 187. 186 |Egypt 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1

02-06-2016-04:04:01

to 02-06-2016-05:04:01




