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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
219. 79.214.170 Hong Kong 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 3
122. 190. 64. 80 Chi na 147.237.72. 156 anan.idf.il Frk_Under At tack_Con_Tcp drop 2
188. 93. 234. 208 Por t ugal 147.237.76.176 test.ncore.idf.il |Block Udp All Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Block Udp All Nets drop 1
71. 6. 165. 200 Lhited Sates 147.237.76. 202 e halag.idf.il Bl ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.146 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
187. 161. 147. 150|147. 237. 72. 14 |Mexi co dover.idf.il (ol d) ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
185.130. 5. 231 [147.237.0.35 akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 113 |[147.237.8.50 |lkraine etikshuv.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147. 237.76. 202 |Lhited Sates |e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
101 254. 241 92 |147. 237, 76. 196 |Brasi o svivaid il ET SDAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130.5. 231|147 237 76. 34 yohal an.i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
_ . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
123. 203. 18. 100 |147.237.8.28 |Hong Kong e.nobil e-ks.idf.il 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data  |nonit or 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor (4
91.200. 12. 143  |lkrai ne 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 4
91.200.12. 143 |lkrai ne 147.237.77. 233 |atal .idf.il drop SAMrule drop 4
109. 67. 184. 180 |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid —imvalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
130. 193. 50. 201 gz::;”i o 147.237.72. 166 |aka. i df . i ;: ?Zr:sr:g Si?g('):e: TeP Invalid 'Pg‘fkttd ;eggsgé. retransmssion. g o 3
54.176.56.176 |[Uhited Sates  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 3
66.249.64.190 |Wnited Sates  |147.237.72.166 |aka.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
46.19.85. 41 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d ACK nunber noni t or 2
64.12.116. 76 Lhited Sates  [147.237.77.216 |dover.idf.il drop drop 2
173.252.122. 116|thited Sates  |147.237.77.74 |lawidf.il drop First packet isn't SN drop 2
66.240.65.88  |uited Sates 147, 237.76. 200 |ei tan akaicr. i1 |2 €A NG Engine: TP Invalid invalid segnent retransnission. | 2
Ret r ansni ssi on Packet dropped.
66.249.78.239 |United Sates  |147.237. 76. 200 feitan aka icr i1 | S NG Engine: TCP Invalid Jinvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
172.56.36.103 |Wited Sates  |147. 237. 72. 166 |aka i df.i SYN At tack SYN -> SYN-ACK -> RST rej ect 2
188. 152. 234. 175]ltay 147.237.72. 166 |aka.idf .il dr op SAMrul e drop 2
64.12.116.198 |lhited Sates  [147.237.77.216 |dover.idf.il drop drop 2
68.180.231.40 |Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 2
173.252.115.88 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2
105.202. 7. 205  |Egypt 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141. 8. 132. 67 :Z::ﬂ on 147.237.77. 170 [mmarachot . i df .i| [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.14 Uited Sates |[147.237.8.28 |e.nobile-ks.idf.illGeo-1 ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |dr op 1
213.57.218. 168 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.121.86.198 |Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid AGK nunber aert 1
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf . i1 Drectory Traversal directory traversal overflow noni t or 1
146. 185. 239. 102 :ZZ::FI on 147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
82.118.236.27 |BRilgaria 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 1
64.12.116.142 |lhited Sates  [147.237.77.216 |dover.idf.il drop drop 1
185. 3. 147. 226 |l srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 1
128.194.135.73 |Whited Sates  |147.237.72. 156 |anan.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
46.121. 86.198 |[Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
198.1.101.123 |Wited Sates  |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
64.12.116.144 |Lhited Sates  [147.237.77.216 |dover.idf.il drop drop 1
128.194.135.73 |Whited Sates  |147.237.72. 166 |aka.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
68. 48. 27. 242 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 1
46.121.96.204 |Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
198.1.101.123 |Whited Sates |147.237.77.176|natpash.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
5.22.131.72 I srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence I'nvalid ACK nunber noni t or 1
173.252.80. 112 |Lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 1
46. 19. 85. 41 I srael 147.237.72. 167 |ishurimaka. i of .il[Bad TCP sequence Invalid ACK nunber alert 1
188. 152. 234. 175|Italy 147.237.77. 233 |atal .idf.il drop SAMrule drop 1
37.26.149.177 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tiple Uhaut horized URL Access from 192. 243.55. 133 Bl ock 6
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192. 243. 55, 129 B ock 5
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized LRL Access from 192. 243. 55, 130 B ock 4
91.189. 41. 165 |Sweden 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 91.189. 41. 165 Bl ock 3
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 192. 243, 55, 132 B ock 3
2.52.182. 220 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 3
46.19.86.8 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
: . . Unaut hori zed URL Access to
157.55.39.198 |lhited Sates  |147.237.77.216|dover.idf.i | 147, 237. 77, 216/ 1133- 19748- he/ i df gdover . aspx B ock 1
. . Uhaut hori zed URL Access to
82.81.39. 199 I srael 147.237.77. 216 |dover.i df . i | v . 1/ hi s/ si t ef he/ hi nush. asp B ock 1
. . . Unaut hori zed URL Access to
66.249. 65. 122 [Israel 147.237.76.200(ei tan. aka. i df . i | W ei tan. aka. i of i |/t enpl at s/ nevs/ {"key": " Bl ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 192. 243, 55, 137 B ock
98.143.148.107 |[Lhited Sates  |147.237.76.200|ei tan. aka.i df .i | Unaut hori zed URL Access to 147.237.76. 200/ check B ock
208.113.160.6 [lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | Uhaut hori zed URL Access to chinuch. aka.idf.il/test/wp-admin/ [B ock 1
. . Uhaut hori zed URL Access to
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ i | i 1 hovot / t enpl at es/ i n. asp B ock 1
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 135 B ock 1
161. 58. 148. 113 |Uhited Sates 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
m ny- kosher-kravi .id
66. 249. 65. 152 | srael 147.237.0. 17 f Inly Dstributed I11egal Paraneter Encodi ng None 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml ti pl e Uhaut horized URL Access from 192. 243. 55, 138 B ock
192. 243.55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 192.243. 55, 131 B ock
141.8.132.78 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to waw i df. i1/ himush B ock 1
66.249.78.233 |[Israel 147.237.76.200(ei tan. aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 233 B ock
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwy aka.idf.il/klali.aspx Bl ock
. . . . Unaut hori zed URL Access to
180.76. 15. 153  |Chi na 147.237.76.200|ei tan. aka. i df . il eitan. aka i df .i 1/ 1105 en cont act us. aspx Bl ock 1
91.189.41.165 |Sweden 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
. . Unaut hori zed URL Access to
66.249.65.174  |Israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1242- hel at al . aspx Bl ock 1
194. 187. 168. 216|Fol and 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df .il/894-en/idf gdover.aspx [B ock 1
} . . Uhaut hori zed URL Access to
157. 55. 39. 80 Lhited Sates 147.237.72. 166 [aka. i df . i | oo aka, i df i1/ reai o r abanut / 61998 Bl ock 1
68. 180. 228. 112 |lnited Sates 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to v idf.il/error.htm B ock 1
192. 243.55. 135 |Doni ni ca 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df .il/894-ar Bl ock 1
: ; . ] Unaut hori zed URL Access to
184.95.37.155 |[Lhited Sates  |147.237.76. 147 |chi nuch. aka.i df . i | chi nuch. aka. i df . | / wor dpr ess/ wp- adhi Bl ock 1
. . Unaut hori zed URL Access to
91. 203. 41. 15 Sweden 147.237.76.42 |refuah.idf.il refua. atal .idf i |/wor dpr ess/ vp- adhi B ock 1
66. 249. 69. 84 I srael 147.237.77.74 |lawidf.il Dstributed I11egal Paraneter Encoding None 1
R . . URL is Above Root Drectory
197. 231.221. 211 |Li beria 147.237.77.216|dover. i df .i | ww i of i1/ ./ shared/cl i entscri pts/j query/j query-1 4. 2.nin. | s Bl ock 1
157.55.39.82  |wited Sates  |147.237.72. 166 |aka. i df .i | Wnknown Paranet er SSbff €68 in None 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
74.6.53. 161 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to chinuch. aka. i df.il/wp-admn/ B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 192. 243. 55. 136 B ock 1
95. 32. 154. 11 stﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df.il/configuration. ol d B ock 1
198. 8. 90. 65 Lhited Sates  [147.237.76.42 [refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ Bl ock 1
66.249.78. 4 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243. 55, 134 B ock 1
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