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M 2.54.144. 139
[ 91. 200. 12. 136
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
146. 185. 239. 100 Russi an Federation 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
94. 102. 48. 195 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp All _Nets dr op 1
183. 60. 48. 25 Chi na 147.237.76. 42 refuah.idf.il JLM Under Attack Con Tcp drop 1
94.102. 48. 195 Net her | ands 147. 237.76. 196 e.svivaidf.il Block Wdp All Nets drop 1
94.102. 48. 195 Net her | ands 147.237.76. 198 e.yohal an.idf.il Block Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 89 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 2
104. 128. 144. 131|147. 237. 72. 14 |Canada dover.idf.il(old) ET SCAN NVAP -sS w ndow 2048 1
211.215. 19. 235 |147. 237. 76. 199 ok‘f’rea RepubliC |y oyechal i i1 ET SCAN Potential SSH Scan 1
104. 214. 148. 178|147. 237. 77. 226 [Lhited Sates |wwn chamatz. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 72. 14 |Canada dover.idf.il(old) ET SCAN NVAP -f -sS 1
43 252 199,202 |147. 237 76.30 |3 i rsh. i i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T apan B Potential Scan or Brute Force
211.215. 19. 235 |147. 237. 76. 201 okfrea’ RepUBLiC o tal i i ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 148 |Lhited Sates |ggcenter.aka.idf.il ET SCAN NVAP -sS wi ndow 1024
_ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
115. 188. 207. 222|147. 237.76. 30 [New Zeal and  |hi nush.idf.il ) 1
Potential Scan or Brute Force




02-06-2016-02:04:07 to 02-06-2016-03:04:07

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
185. 130. 5. 207 147.237.77. 205 |prisha.idf.il drop SAMrule drop 30
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
197. 37.150. 242 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
reamn ine: TCP Invali i i SSi
2.54.144.139  |israel 147. 237.77. 243 |nobile. i f . | Streamng Engi ne: TCP alid invalid segnent retransmssion. |, op 12
Ret r ansmi ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TQP Invalid i i SSi
77.126.203.40 | srael 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. |y 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
5.22.130.241  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 6
91.200.12.106 |Wkrai ne 147.237.77. 233 |atal .idf.il drop SAMrule drop 4
91.200.12. 136 |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
91.200.12.136 |Uraine 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor (4
91.200. 12. 106  |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
reaming BEngine: TCP Invali i i SSi
79.180.228.60 |Israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid - imvalid segnent retransmssion. |, op 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 220. 2391 sr ael 147.237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249.64.203 |Wnited Sates |147.237.77. 243 |nobile.idf.il g =g Invalid segnent retransmssion. |y o 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 122. 226 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
89. 238. 166. 141 |United Ki ngdom|147.237.77.216 |dover.idf.il dr op SAMrul e drop 3
105. 90. 145. 8 Egypt 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
31.154.8.70 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
157.55.39.81  |Uited Sates |147.237.72. 166 [aka. idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
23.99.122.165 |[Uited Sates [147.237.72.14 |[dover.idf.il(dd) |[Bad TCP sequence SWNretransmt wth different monitor |2
W ndow scal e
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 2
41.46.91.2 Egypt 147.237.77.233 |ata .idf.il drop Frst packet isn't SN drop 2
109. 64. 122. 226 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
Sreaning BEngine: TQP Invalid i i SSi
66.249. 65.122 |UWited Sates  |147.237.76.200 |ei tan. aka. i df . il g =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.177 |UWited Sates  |147.237.76.200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
41.46.91. 2 Egypt 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 1
Russi an R
146. 185. 239. 102 eration 147.237. 76. 148 |gocent er. aka. i df . i |dr op drop 1
23.00.122.165 |United Sates |147.237.72.14 |dover.idf.il(old) [Bad TCP sequence SWNretransmit with different alert 1
W ndow scal e
107.182.20.202 |Wited Sates  [147. 237. 72. 156 [anan.idf .1 Header Rejection Pg:gz;trej ection pattern found in oo 1
46. 19. 85. 97 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
37.26.147.197 |israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
109.73.127.69 |United Ki ngdom|147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 1
73.134.111.103 [lhited Sates  [147.237.77. 216 |dover.if. il Bad TCP sequence SINAK retransmt with different | oovor 1
W ndow scal e
203. 127. 96. 216 |4 ngapore 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence SINHAK retransmt with different | o oo |y
w ndow scal e
41.46.91.2 Egypt 147.237.76. 200 eitan. aka.idf.il |drop First packet isn't SN drop 1
108. 180. 24. 186 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 2. 237 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 1
46. 19. 85. 237 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
198. 20. 69. 74 Lhited Sates |147.237.77. 243 |mobile.idf.il drop SAMrule drop 1
23.101.61.176 |lreland 147.237.72. 166 |aka.idf .il drop SAMrul e drop 1
84.109. 2. 237 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
203.127. 96. 216 |S ngapore 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber noni t or 1
141.8.132.78 RJSf::I”ion 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
77.201.201. 147 |France 147.237.76. 176 |test.ncore.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
45. 246. 45. 34 U uguay 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
195. 28. 180. 101 |l srael 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 1
24.0.239. 209 Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
203.127.96. 216 |S ngapore 147. 237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

Country

Too Many of the Same Response Code (404) in Session from

Action

‘Count

wan aka. i df . i |/ mai n/ gi yus/aut henti cati onser vi ce. asnx/ get aut huser

2.54. 48. 101 I srael 147.237.0.19 |madimatal .idf.il 2 5448 101 B ock 477
2.54.48. 101 I srael 147.237.0.19 |madi matal .idf.il |1°0 MY of the Sate Response Qode (403) in Session from Bl ock 228
2.54.48. 101
2.54.48.101 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 111
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthori zed URL Access from 192. 243, 55, 132 B ock 5
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 192. 243, 55, 138 B ock 4
Russi an . . Paraneter Type Mol ation frontate in
188.143.232.70 | oo 147.237.77. 176 mat pash. i df . i | vw cogat . i df i 1/ 901- en/ cogat . aspx Bl ock 3
37.24.151.174 |Ger many 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 2
41.46.91.2 Egypt 147.237.77.233|atal .idf.il PHP Att enpt B ock 2
17.138.55.213 |Uhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Uhauthorized URL Access from 17.138.55. 213 B ock 2
213.163.66. 185 |Net her| ands 147.237.77. 176 |nat pash. i df . i | Ml ti pl e Unaut horized URL Access from 213.163. 66. 185 B ock 2
41.46.91.2 Egypt 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waww atal .idf.il/xnirpc. php B ock 2
46. 19. 86. 84 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55, 131 B ock 2
58. 63. 53. 185 Chi na 147.237.77.216|dover . i df . il PHP At t enpt B ock 2
192. 243.55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192.243. 55. 137 B ock 2
107.182.20.202 |Uhited Sates [147.237.72.156|anan.idf.il eMai | Hoar di ng B ock 1
212.97.132.209 |Denmark 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to maarachot . idf.il/ ol d/ wp-adm n/ Bl ock 1
; . . Unhaut hori zed URL Access to
66.249.78.233  |Israel 147.237.76.200|ei tan. aka. i df . i | eitan. aka. i of i |/t enpl at es/ news/ news. i n. aspx B ock 1
L . . Unaut hori zed URL Access to
192.243. 55,132 " |Doni ni ca 147.237.77. 176 |nat pash. idf.il wane cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
157.55. 39. 79 Lhited Sates |[147.237.72.166aka.idf.il Unknown Paraneter tmin ww aka.idf.il/main/giyus/ None 1
] . . Par aneter Type M ol ati on PageNumin
68.180.230.29 |thited Sates |147.237.77.176 |nat pash. i df . i | W cogat i df i | /901 hel cogat . aspx B ock 1
58. 63. 53. 185 Chi na 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
192. 243. 55, 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/eitan/listpage B ock 1
L . . Unaut hori zed URL Access to
192.243.55. 129 |Dom ni ca 147.237.72. 166 |aka. i df . i waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=585608&doci d=73184 |2 %K [
41.46.91.2 Egypt 147.237.76.86 |navy.idf.il Mil ti pl e Uhaut hori zed URL Access from4l.46.91. 2 B ock 1
109. 64. 122. 226 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.79.228 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
- . . Unhaut hori zed URL Access to
192.243.55. 133 |Dom ni ca 147.237.72.166 [aka. i df . i | wn aka. i df . i |/ mai n/ rabanut / gener al . aspx?cat i d=59630 Bl ock !
31.180. 44. 182 RJF Sﬁ::ﬂ on 147.237.77.216|dover. i df . il Paraneter Type Miol ati on PageNumin vwwy i df.il/1397-en/ dover. aspx |B ock 1
157.55.39. 143 |lited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
70. 79. 93. 159 Canada 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
ny- kosher-kravi.id _ o
66. 249. 78. 13 | srael 147.237.0. 16 £l Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
- . . Unaut hori zed URL Access to
192.243.'55. 130 |Doni ni ca 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ nai n/ gi yus/ gener al . aspx?cat i d=59268&doci d=65415 Bl ock !
41.46.91.2 Egypt 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
2.54.48.101 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
109. 253. 220. 239] srael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 1
213.163.66. 185 |Netherlands  |147.237.77. 176 |nat pash. i df .| thauthori zed URL Access to Bock |1
W cogat . i df . i | / shar ed/ user cont r ol s/ header upper /
- - Unaut hori zed URL Access to
66.249.79.235 |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ styl ef 1. hel scrol | er/ skin. css B ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | voww aka, i of i 1/t znor et / f a/ def aul t . asp?cat i d=49388 B ock 1
31.180. 44. 182 RJSf;;ni on 147.237.77.216|dover.i df .|l Paraneter Type Molation SortDr in v idf.il/1397-en/dover.aspx  |B ock 1
’ . . Unaut hori zed URL Access to
157.55.39.145 |Wited Sates [147.237.77.233|atal .idf.il 147. 237, 77. 2331 si p. st or age/ fi | es/ 3/ 2493. | pg B ock 1
- - Unaut hori zed URL Access to
84.228. 205. 135 |l srael 147.237.72. 156 |aman. i df . i | - i1/t tps: /v il B ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | v aka, i df i1/ mai o/ snal i nd snal i m aspx?cat i d=58629 B ock 1
. . Illegal Paraneter Encodi ng searchText in
66. 249. 78. 82 I srael 147.237.77.74 [lawidf.il vow | aw i df i 1/ 275- he/ pat zar . aspx None 1
41.46.91.2 Egypt 147.237.76.200(ei tan. aka. i df . il Ml tiple Unaut horized URL Access from4l.46.91. 2 B ock 1
Unknown Par anet er
109. 253. 220. 247|I srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! acehbl der $ct | 13%ct | 01$ct | 03%chl Questi |None 1
on$26 in aka.idf.il/nain/ g yus/ questionnaire. aspx
66.249.79.242 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ l angstyl e. css |Bl ock 1
58. 63. 53. 185 Chi na 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 58. 63.53. 185 B ock
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/giyus/kadatz B ock
162.203.2.233 |lited Sates |147.237.72.166|aka. i df . i thaut hor i zed Mt hod CPTI NS f or Bl ock 1
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