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02-06-2016-01:04:04 to 02-06-2016-02:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 2
185. 130. 5. 201 147.237.76. 148 gacenter. aka. i df .i | B ock_Udp Al Nets drop 1




02-06-2016-01:04:04 to 02-06-2016-02:04:04

|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |14511: HITP. Wn32/Qiga Fake User Agent B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
112.196. 49. 101 [147.237.0.34 |india tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
211.215.19. 235 |147. 237.76. 176 Okfrea' RePUDI T C i ot ncore.iof il ET SCAN Potential SSH Scan 1
61.240.144. 64 |147.237.77.19 |China | awforumidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
211. 215. 19. 235 |147. 237. 76. 86 Okfrea RepUbl i C | vy, i i1 ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
211. 215.19. 235 |147. 237. 76. 39 ok‘f’rea Republ i€l il e i tav. i i1 ET SCAN Potential SSH Scan 1
46.148. 22. 26 147. 237. 76. 199 |Li t huani a e. nakchal .idf.il ET SCAN Potential SSH Scan 1
211.215.19. 235 |147. 237. 76. 34 g?rea, RepUBL 1 C (et . i i ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.76. 86 |Li thuani a navy.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 76. 200 |Lhited Sates |eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189, 219, 93.219 1147 237 0.34 | co Cikshuv.idf il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

151.11. 201. 3 147.237.76.39 [Italy nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 2048 1
112.196. 49. 101 |147.237.0.34 |india tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1
218. 246. 0. 97 147.237.77.19 |China | aw forumidf.il ET SCAN NVAP -sS w ndow 1024 1
112. 196. 49. 101 |147.237.0.34 |India tikshuv.idf.il ET SCAN NVAP -f -sS 1
211.215. 19. 235 |147. 237. 76. 148 g?rea, Republic | center. aka. i df il ET SCAN Potential SSH Scan 1
61.240. 144. 64 [147.237.76. 197 |Chi na e. hinush. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
211.215.19. 235 |147. 237.76. 44 okfrea’ RepubliClo | of uah. i of i ET SCAN Potential SSH Scan 1
61.240.144.64 |147.237.0.17 |China mny-kosher-kravi .idf.il1 |ET SCAN Potential VNC Scan 5900- 5920 1
211.215.19. 235 |147.237.76.38 Okfrea’ Republiclo o i tav.idf. il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147. 237. 76. 148 |Li thuani a gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
211.215.19. 235 |147.237.76.31 Okfrea' RepUbI T C | oychal i df i ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.76. 42 |Lithuania refuah.idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.76.39 [italy nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 3072 1
151.11.201. 3 147.237.76.39 [italy nobi | e. nei tav. idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
104.16.111.57 |Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tinmeout [reject 308
104.16.111.57 |Uhited Sates 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Tineout [reject 307
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
S reaning Engi ne: TCP ' i ssi
79.181.21.104 | srael 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 15
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
66.249.78.170 |Wnited Sates 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 10
Inval i d Retransmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
89. 238. 166. 141 |Wnited Ki ngdom 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
176. 13. 10. 59 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
176. 13. 10. 59 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |6
79.179. 216. 105 |Israel 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
S reaning Engi ne: TCP ' i ssi
66.249.78.252 |nited Sates 147.237.0.19  |nadi matal .idf.il mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
S ] Fail ed to handl e connection .
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i Bl ock HTTP Non Conpl i ant data monitor |5
e SYNtACXK retransnmit wth .
213.8.204. 51 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vi ndow scal & monitor |5
Sreamng Engi ne: TCP i i ssi
66.249.78.239 |Wnited Sates 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmi ssion Packet dr opped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover i of .i Bl ock HTTP Non Conpl i ant g::t;ed to handie connection | pnitor |
S reaning Engi ne: TCP i i ssi
66.249.78.177 |Wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP ' i ssi
37.26.149.201 |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
79.178.201. 175 |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
100. 64. 49. 111 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransnission Packet dropped.
5.102.254. 217 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
104.16.111.57 |Uhited Sates 147.237.72. 156 |anan.i df .i SYN At tack rej ect
Sreamng Engi ne: TCP i i ssi
66.249.65.88  |Lnited Sates 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
66.249.78.245 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 2
Inval i d Retransnission Packet dropped.
37.46.39.78 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |2
S reaning Engi ne: TCP Invali d segnent retransnission
198. 46.159.29 |lhited Sates 147.237.76.86 |navy.idf.il . .. " |drop 2
Inval i d Retransnission Packet dropped.
37.46.39.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreamng Engi ne: TCP i i ssi
68.180. 229. 239 |lnited Sates 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 2
Inval i d Retransnission Packet dropped.
. o . Geo- | ocati on i nbound
61.135.190.69 [China 147.237.0.200 |ru.idf.il Geo- | ocat i on enf or cenent enf or cement drop 2
S reaning Engi ne: TCP ' i ssi
40.77.167.31  |Wited Sates 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
66.249.78.233 |Wnited Sates 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmi ssion Packet dr opped.
41.46.91.2 Egypt 147.237. 77. 170 |n@ar achot . i df . i | drop First packet isn't SYN drop 1
173.161.52. 213 |Uhited Sates 147. 237. 77. 216 |dover . i df .1 Header Rej ection r‘ﬁa?:;u;g ection partern found | o vor |1
79.176.10.178 |l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.158.0 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
61. 135. 190. 200 [Chi na 147.237.0.33  idf.il drop drop 1
197. 247. 84. 159 |Morocco 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104.16.111.57 |UWited Sates 147.237.76.147 |chinuch. akaicf il |Bad TCP sequence f:';J:;é:”sm't wehdfferent | onitor |1
31.210. 186. 236 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
84.110. 184. 105 |l srael 147.237.72. 156 |aman. i df . i Bad TCP sequence Inval i d ACK nunber noni tor |1
220. 181. 108. 160|Chi na 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41.46.91.2 Egypt 147.237. 77. 176 |nat pash. i df . i | drop First packet isn't SN drop 1
37.46. 39. 56 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |1
2.54.158.0 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
198. 20. 69. 74 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop SAMrule drop 1
Pal esti ni an R ) .
37.8.114. 196 Territory, Gecupi ed 147.237.77. 176 |nat pash. i df .i| SYN At tack SYN -> SYN-ACK -> Tinmeout [reject 1
85. 65.228. 253 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 1
41.46.91. 2 Egypt 147. 237.77. 226 “;A:"“Cha”atz'aka"df drop First packet isn't SWN drop 1
2.54.191.3 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
109.73.127.69 |United Kingdom  [147.237.77.74 [lawidt.il Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection | onivor |1
41.46.91.2 Egypt 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 1




02-06-2016-01:04:04 to 02-06-2016-02:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
17.138.55.213 |Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from17.138.55. 213 Bl ock 8
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | v cogat i df i /i p storagelfil es/ O/ si 2e220x0/ 3410. | pg. St Bl ock 3
66.249.78.159 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/error. htm B ock 2
Russi an Paraneter Type Mol ation
188. 143. 232. 35 . 147.237.77. 216 |dover.idf . il ct100$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 2
Federation ) )
wawy i df . i | /1283- en/ dover . aspx
www. chamat z. aka. i d
41.46.91.2 Egypt 147.237.77. 226 fil Uhaut hori zed URL Access to waw chamat z. aka. i df .il/xnrpc. php B ock 1
41.46.91.2 Egypt 147.237.76.42 |refuah.idf.il Ml tiple Unaut horized URL Access from4l.46.91. 2 Bl ock
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i1/ gi yus/ kadat z Bl ock
Unknown Par anet er
93.172.227.135 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$83 in aka.idf.il/nain/giyus/ questi onnaire. aspx
66.249.69. 126 [Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/ robots. t xt B ock 1
41.46.91.2 Egypt 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/xnrpc. php Bl ock 1
176.228.141. 76 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.78.239 |[Israel 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed LRL Access to eitan. aka.idf.il/404. aspx B ock 1
50.62.176.236 |Lnited Sates |[147.237.77.170|n@arachot.idf.il Unhaut hori zed URL Access to maarachot . i df.il/wp/ wp-adnin/ Bl ock 1
41.46.91.2 Egypt 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55, 132 B ock 1
141.8.132.78 RJSIS:;”i o 147. 237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df . i |/ dover B ock 1
. . Unknown Paraneter catid in
66.249.78.146 |[lIsrael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ r abanut / gener al . asp None 1
41.46.91.2 Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
: . . Unaut hori zed URL Access to
40.77.167.31 United Sates |147.237.72.166 |aka. i df . i | aka. i df.il/main/rabanut/ww rabanut - downl oads. webs. com Bl ock !
185. 20. 6. 2 zlnt:gom 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/navy/ B ock 1
. - . Unknown Paraneter searchText in
66.249.78.239  |Israel 147.237.76.200|ei tan. aka. i df . il eitan, aka. i df i1/ 1002-en/ ei t an. aspx None 1
61.135. 190. 197 [China 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/giyus/kadatz B ock 1
41.46.91.2 Egypt 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from4l.46.91.2 B ock 1
173.161.52. 213 |lnited Sates |147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
41.46.91.2 Egypt 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from4il.46.91. 2 B ock 1
41.46.91.2 Egypt 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from4l.46.91.2 B ock 1
84.229.155.196 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/main/ B ock 1
m ny- kosher - kravi . i
66. 249. 65. 152 | srael 147.237.0. 17 of niyl DOstributed |11egal Paraneter Encoding None 1
41.46.91.2 Egypt 147.237.76.86 |navy.idf.il PHP Att enpt B ock
173.161.52.213 |Uhited Sates [147.237.77.216|dover.idf.il eMii | Hoardi ng B ock
. - . Unknown Paraneter searchText in
66.249.78.170  |Israel 147.237.76.200|ei tan. aka. i df . il voww ei tan. aka | df . 1/ 1012-en/ ei t an. aspx None 1
ww. chanat z. aka. i d
41.46.91.2 Egypt 147. 237.77. 226 _— PHP At t enpt B ock 1
41.46.91.2 Egypt 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
Russi an Paraneter Type Mol ation
188. 143. 232. 35 ) 147.237.77.216|dover. i df . i | ct 1 00$Cont ent P acetbl der 1$ucArti cl eLobbyQont r ol $dat epi cker in B ock 1
Federation ) )
waw i df . i | /1393-en/ dover . aspx
86. 153. 13. 169 zlnt:gom 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to maarachot. i df . il/test/wp-admn/ B ock 1
66.249. 69. 115  |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1073- he/ nakhal . aspx |B ock 1
41.46.91.2 Egypt 147.237.77. 170 [maar achot . i df . i | Ostributed PHP At tenpt B ock 1
173.192. 138. 226|Uhited Sates |147.237.77.170|naarachot . i df .il Uhaut hori zed URL Access to maarachot . idf.il/bl og/ wp-adnin/ Bl ock 1
5. 29. 164. 247 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset.css |B ock 1
. . . Unknown Par anet er searchText in
66.249.78.233 |Israel 147.237.76.200(ei tan. aka. i df . i | citan, aka. i df i1/ 1086-en/ e t an. aspx None 1
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