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02-06-2016-00:04:06 to 02-06-2016-01:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 22
66. 249. 78. 31 | srael 147.237.77. 226 ww chanat z. aka. i df . i | [TGP handshake viol ation, first packet not syn|drop 14
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn|drop 6
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
134. 147. 203. 115 Ger many 147. 237. 76. 147 chi nuch. aka. i df .i | B ock Np Al _Net drop 2
54.244. 22. 103 Lhited Sates 147.237.77.176 nat pash. i df . i | TCP handshake viol ation, first packet not syn|drop 1




02-06-2016-00:04:06 to 02-06-2016-01:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

51. 254, 121. 185 Lnited Ki ngdom 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1




02-06-2016-00:04:06 to 02-06-2016-01:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.26.146.128 |147.237.0.19 |[Israel nedi matal .idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
31.211.102. 129 |147.237.8.24 23::;'}0'1 elifestyle.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
82.117. 208. 243 |147.237.77. 243 nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
69. 30. 205. 130  |147.237.76.34 |lLnited Sates yohal an. i df . il ET SCAN NVAP -sS wi ndow 2048 1
61.240.144.65 |[147.237.0.33 |[China idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 64 |147.237.76.34 |thina yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 64 |147.237.8.24 |China elifestyleidf.il|ET SCAN Potential VWNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.148. 22. 26 147. 237. 77. 216 |Li t huani a dover.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147(147. 237. 77. 170 |Li ted Sates naarachot.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
46.148. 22. 26 147.237.76. 177 |Li thuani a ncore.idf.il ET SCAN Potential SSH Scan 1
13 193, 66. 198 |147. 237. 76. 30 |Tai van hivmsh i df | ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
36. 249 203. 128 |147. 237 0.33  |ni na . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.189. 26. 18 147.237.76. 197 |Austria ehimsh.id.il |ET SCAN NVAP -sS wi ndow 1024 1
69.30.205.130 [147.237.76.34 |[thited Sates yohal an. i df . il ET SCAN NVAP -sS w ndow 4096 1
69. 30.205. 130  |147.237.76.34 |lhited Sates yohal an.idf .il ET SCAN NVAP -f -sS 1
61.240. 144. 64 |147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
61.240. 144. 64 [147.237.8.27 |[China enadimatal .idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
46.148. 22. 26 147. 237. 77. 243 |Li thuani a nobi | e.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 233 |Lnited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.148. 22. 26 147.237.77. 61 |Lithuania e.cogat.idf.il ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147.237.77. 216 |Austria dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1




02-06-2016-00:04:06 to 02-06-2016-01:04:06

|Top Attackers In FW |

A tacker . Devi ce

Attacker Address count ry Target Address |Ste Signature Acti on

104.16.111.57 |Uhited Sates [147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 668

104.16.111.57 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 652
Sreanming Engine: TCP Invalid i i ssi

79.181.21.104 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 30
Ret r ansni ssi on Packet dropped.

41.33.231. 90 Egypt 147. 237. 77. 216 |dover .i df .i | drop SAMrule drop 30
Sreamng Engine: TCP Invalid i i ssi

149.78.161.33 |israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 26
Ret r ansni ssi on Packet dr opped.

178.241.134. 21 |Turkey 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence noni tor |19

208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 15

178.241.134. 21 |Turkey 147.237.77. 216 |dover.idf.il SYN Attack rej ect 14

208.115.111. 73 |Lnited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 13

178.241.134.21 |Turkey 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 13

178.241.134.21 |Turkey 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |13

208.115.111. 73 |Lnited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 12

178. 241.134. 21 |Turkey 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12

46. 19. 85. 95 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |11

46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
Sreaning Engine: TCP Invalid i i ssi

31.168. 149. 174 | srael 147. 237. 77. 243 |nobi l e.i df i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

79.179. 216. 105 |l srael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

66.249. 78.245 |lited Sates |147.237.76.200 |ei tan. aka.idf. il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

41. 33.232. 66 Egypt 147.237. 77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaning Engine: TCP Invalid i i ssi

66.249.65.122 |Lhited Sates  |147. 237.76. 200 [ei tan. aka i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

31.210. 187. 217 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi

109. 253. 196. 34 |Israel 147. 237. 77. 243 |mobi l e. i of . | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

31.210. 186. 116 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreanming Engine: TCP Invalid i i SSi

66.249.78.233 |Uited Sates  |147.237. 76. 200 [ei tan. aka i df i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.

54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 4

46. 19. 86. 48 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4

195.34.150.18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4

5.22.131. 66 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |3

149. 88. 145. 146 |l srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3

31.210. 186. 143 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid AGK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi

2.54.156. 35 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

79.177.160.21 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

104.16.111.57 |wited Sates [147.237.72. 156 |anan.idf.il SYN At tack rej ect

213.8.204.8 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

23.101.61.176 |[irel and 147. 237. 72. 156 |anan. i df . i | drop SAMrule drop
Sreamng Engine: TCP Invalid i i ssi

66.249.78.170 |Wited Sates |147.237.76.200 |ei tan. aka.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.

46.19.86.222  |israel 147.237.77. 226 [} chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |1

37.26.148.222 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1

87.69.217.206 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber aert 1

192.169. 244.12 |Uhited Sates |[147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 1

31.210. 186. 137 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

2.54.57.33 I srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1

208. 115.111. 73 |lhited Sates [147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1

130. 193. 50. 33 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1

5.102.254.109 |Israel 147.237. 77. 170 |naar achot . i of . i | Bad TCP sequence I'nval i d AGK nunber noni t or

87.69.217.206 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or

223.73.103. 184 |China 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |1

104.72. 238. 241 [ ted 147.237.77. 216 [dover.idf i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |1

Ki ngdom
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
37.26.146.128 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 93
37.26.146.128 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response (bde (404) in Session from g 0 g5
37.26.146. 128
92.114. 82.10 Rorani a 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 92.114. 82. 10 Bl ock 5
2.52.25.167 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 2.52. 25, 167 B ock 4
61.113.74.231 [Japan 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df. i/ newsitelenglish/main. asp [B ock 4
. . . Uhaut hori zed URL Access to
2.52.25. 167 I srael 147.237.77.243|nobi l e. i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 3
109. 253. 196. 34 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 192. 243, 55, 135 B ock 2
37. 46.38.233 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | Mul tipl e Unhauthorized URL Access from 178. 255, 215. 87 B ock 2
77.127.240.235 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
17.138.55.213 |[Wnited Sates 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 2
wwy i df . i | / shar ed/ user cont r ol s/ header upper/
130. 193. 189. 131|iraqg 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
77.221.7.49 Bosni a and 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
Her zegovi na
66.249.78.170 |israel 147.237.76. 200 |ei t an. aka. i df . i | Unknown Paraneter PageNum i n None 1

wan ei tan. aka. i df.i1/1103-en/ ei t an. aspx
46. 236. 24. 54 Lhited Kingdom [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx |B ock 1

Paraneter Type Molation fronate in
wa cogat . i df . i |/901-en/ cogat . aspx

92.114.82.10 Rormani a 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
Paramet er Type M ol ati on PageNumin

188.143.232. 70 |Russi an Federation [147. 237. 77. 176 |nat pash. i df . i | Bl ock 1

68.180.230.29 |lhited Sates 147.237.77. 176 |mat pash. i df . i | vw cogat i df . i 1/1038- ar/ cogat . aspx B ock 1

197. 38. 144. 100 |Egypt 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
. . Uhaut hori zed URL Access to

66.249. 74. 104 |l srael 147.237.77. 170 |naar achot . i df . i | 147.237. 77,1700 pef /11 es/ 2/ 111572, pdf B ock 1

149. 78. 65. 243 |l srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to

79.180. 198. 210 |lIsrael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1

66. 249. 78. 245 |l srael 147.237.76.200|ei tan. aka. i df .i | thknown Par anet ersear chext in None 1

) T ) T ’ ’ ’ ei tan. aka. i df.il/1001-en/ ei t an. aspx

47.88.13. 149 Canada 147.237.77. 216 |dover.idf . il PHP Att enpt B ock 1

104. 175.7. 38 Lhited Sates 147.237.72.167|i shuri maka. i df . il Too Many 404: Response Code per Session Bl ock 1
: . . Unaut hori zed URL Access to

72.9.148.10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1

217.73.208.111 [italy 147.237.77.216|dover.idf .i | Mil tipl e Unaut horized URL Access from217.73.208. 111 Bl ock 1

66.249. 74.106  |Israel 147. 237.77. 170 |m@ar achot . i df . i | Wnaut hori zed LRL Access to B ock 1

147.237.77. 170/ pdf / fi | es/ 3/ 107653. pdf
Unknown Par anet er
85. 64.195.193 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03$chl Q [None 1
uestion$96 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Paraneter searchText in

66. 249. 78. 245 |Israel 147.237.76.200|ei tan. aka. i df . il i tan, aka.i df .i1/ 1085 en/ ei t an. aspx None 1
47.88.13. 149 Canada 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to ww i df.il/plus/flink.php B ock 1
Unaut hori zed URL Access to
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=62217&doci d=767 |B ock 1
12
104.175.7.38  |Uited Sates 147.237.72.167|i shuri maka. i df .i| |10 MY of the Sane Response Qode (404) in Session from g o |y
104. 175. 7. 38
. . Unaut hori zed URL Access to
2.52.151. 156 | sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
217.73.208.111 [italy 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/894-en/idf gdover.aspx |B ock 1
] ] Unaut hori zed URL Access to
66.249.74.108 |[Israel 147.237.77. 170 [maar achot . i df . i | 147. 237, 7. 170/ peff /11 es/ 3/ 109103. pef B ock 1
46.117.216. 140 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf .i | ww, i df . i | /1133-19650- he/ kkkkkkk=f ade71f 5kkkkkkk_f a4e71f |B ock 1
5
Unknown Par anet er
85.64.195.193 |[Israel 147.237.72. 166 [aka. i df . i | ct| 00$ct | 00$cphMai n$Tochen acetHbl der $ct | 13$ct | 02%$ct | 03%t xt Fi e |[None 1

Idinakaidf.il/main/giyus/questionnaire. aspx
Unknown Paraneter searchText in

66.249.78.245 |[lIsrael 147.237.76.200(ei tan. aka. i df . i | eitan aka i df i 1/999 en/ ei tan. aspx None 1
194.72.238.241 |Wnited Kingdom |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/xyzzy B ock 1
Bosni a and . .

77.221.7.49 Her zegovi na 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1

66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/atal B ock 1

46.236.24.52  |Wnited Kingdom |147.237.77.216|dover.idf.il Distributed thaut horized URL Access on B ock 1

ww i df . i | /894-en/ i df gdover . aspx
. . . D stributed Unaut hori zed LR Access on
185. 20. 4. 220 Uni ted Kingdom [147.237.77.216|dover.idf.il v i i |/ 894- en/ i dff gdover . aspx Bl ock 1
66.249.79.235 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
) . . Unaut hori zed URL Access to

195.138.85.250  |Ukraine 147.237.77. 216 dover . i df . i1 wan i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx?&np Bl ock !
m ny- kosher - kravi . i i i

66.249. 65.138 |l srael 147.237.0. 17 ny llegal Paraneter Bncoding rnd in . None 1
df.il m ny- kosher - kravi . i df . i1/aj ax/ creat ecapt chai nage. aspx
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