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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
149. 202. 65. 25 Ger nany 147.237.76. 86 navy.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |Sgnat ure Devi ce Action |Count
109. 160. 135. 255 I srael 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
188. 165. 15. 27 France 147.237.0. 34 tikshuv.idf.il (228: HITP. ArefBot craw er B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 147 147.237.76. 86 Lhited Sates navy. i df .il ET SCAN NVAP -sA (2) 2
114. 112. 90. 54 147. 237.76. 196 Chi na esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
114. 112. 90. 54 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 41. 177. 70 147. 237.76. 147 chinuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 147.237.77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 147. 237. 77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147. 237.72. 217 Chi na eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147 147. 237.76. 34 Lhited Sates yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
182. 72. 109. 162 147. 237. 77. 226 Indi a ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
114. 112. 90. 54 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 41. 177. 70 147. 237.76. 147 chi nuch. aka. i df .i ET SCAN NMAP -sS w ndow 3072 1
61. 240. 144. 64 147.237.77. 235 Chi na sviva. idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61. 240. 144. 64 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 64 147. 237.72. 167 Chi na i shuri maka. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

104.16.111.57 |Uited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 660

104.16.111.57 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 659

82.80.156. 245 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo o5

w ndow scal e

195. 239. 16. 53 RJSIS::tnion 147.237.77.74 |lawidf il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor  [26

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26

195. 239. 16. 40 RJSIS:;”im 147.237.77.74 |lawidf il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor  [26
Sreamng Engine: TCP Invalid i i ssi

79.181.21.104 |israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dr opped.

69.227.159.44 |lhited Sates |147.237.77.216 |dover.idf.il drop SAMrule drop 12

46. 19. 86. 54 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

46. 19. 86. 145 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |10

46. 19. 86. 54 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

46. 19. 86. 194 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |7

79.180.171. 121 |l srael 147.237. 72. 156 |anan. i df .i Bad TCP sequence nonitor |6

46. 19. 86. 54 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6

41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4

37.26.149.209 |Israel 147.237.77. 243 |nobil e.i of .i | Bad TCP sequence aert 4

37.26.149.209 |lsrael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence nonitor |4

r eam n ine: TCP Invali i i ssi

2.54.184.136  |Israel 147.237.72. 167 | shurimaka i i1 | SAM NG Engine: TCP Inval i d |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 54 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or

31.210.187.30 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

37.26.149.209 | srael 147. 237. 77. 243 |mobi l e.i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

79.180.171. 121 |Israel 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 3

Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.

141.8.132. 112 er ot on 147. 237. 72. 166 |aka.i df .il Ret r ansmi ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi

109. 66. 16. 167 | srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.

46.19. 85. 247 I srael 147.237. 72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or

79.180.171. 121 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber aert

Russi an D Streaning Engine: TCP Invalid [invalid segrent retransmission.
178.154.189. 201 ° ~ o 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet  dr opped. drop 3
] . . SYNtACXK retransmt wth .

2.139. 221. 67 Spai n 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i ssi

212. 143. 172. 166 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.

79.180.171. 121 |l srael 147.237. 72. 156 |anan. i df .i Bad TCP sequence Inval i d ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi

79.178.112.90 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.

54.176.56.176 |Uhited States |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |3

37.46. 39. 169 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3

79.180.171. 121 |Israel 147. 237. 72. 156 |anan. i df .i SYN At ack SYN -> SYN-ACK -> Tineout |reject 3

84.94. 181. 18 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

37.26.149.209 |Israel 147.237.77. 243 |nobil e.i of .i | Bad TCP sequence Inval i d ACK nunber nonitor |2

37.46.39. 243 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2

77.127.174. 206 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

195. 239. 16. 53 RJSf;;”ion 147. 237. 77. 216 |dover. i df i Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |2
Sreanming Engine: TCP Invalid i i ssi

178. 123. 223. 186 |Bel arus 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.

46. 246. 86. 77 Sweden 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop

5.22.131.2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

46.19. 86. 145 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d sequence nunier noni t or

195. 239. 16. 40 stls;;”i o 147. 237. 77. 216 |dover. i df i Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |2

37.26. 149. 209 | srael 147.237.77. 243 |nobil e.idf .il dr op Frst packet isn't SN drop 2

31.168.149. 174 |l srael 147. 237. 72. 166 |aka.i df .i 1 SYN Attack SYN -> SYN-ACK -> RST rej ect

77.126.209.72 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

149.88.110.79  |Israel 147.237.77. 226 [ chanatz.aka.idf 1paq TOP sequence Invalid ACK nunber moni tor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 246 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 81
46.19. 86. 241 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 33
37.26.146.152 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.179.217. 133 |Pol and 147.237.77.216 |dover. i df . i | Unaut hori zed URL Access to waw i df . il/894-en/ dover. aspx/ Bl ock
Unknown Par anet er
109. 253. 147. 110|I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01$ct | 03$chbl Quest i on$ |None 1
96 in aka.idf.il/nain/giyus/ questionnaire. aspx
68.180.230.29 [United Sates |147.237.77. 176 [nat pash. i df . i | magﬁg pe M /Olgééf’ﬁefiggﬁf“;;;x Bock |1
50. 21. 188. 68 Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp/ wp-adm n/ B ock 1
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 192. 243, 55. 129 B ock 1
80.246.139.75 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 74.106 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77.170/ robots. t xt Bl ock 1
146. 200. 218. 53 zi;;gom 147.237.77. 216 |dover . i df . i | maﬁferl |T/yf§34\3,1. 2:? dio?lr;rc.tellgsfmm ent Al acetbl der 19t xt Enai | in B ock 1
72.34.33.170 Lhited Sates [147.237.0.34 [ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/bl og/wp-adnin/ B ock
50. 63. 194. 20 Lhited Sates |[147.237.0.34 [tikshuv.idf.il Mil tipl e Unhaut hori zed LRL Access from 50.63. 194. 20 B ock 1
217.132.13.245 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
82.80. 156. 245 |1 srael 147.237.76.42 [refuah. idf i1 | O e Bock |1
66.249.74.108 |[Israel 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 3/ 111513. pdf Bl ock 1
Unknown Par anet er
37.142.64. 48 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01$ct | 03$chbl Quest i on$ |None 1
117 in aka.idf.il/mai n/ gi yus/ questi onnai re. aspx
178. 49. 154. 143 g;z:;nl on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/1044-he/ i shuri maspx B ock 1
79.177.127.90 | srael 147.237.76.31 |nakchal .idf.il ﬂ?fﬂzgg_r;éegﬂl?pf;cjf:géffi | o5/ 8 1665. doc Bl ock 1
50. 63. 194. 20 Lhited Sates [147.237.0.34 [tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-adnin/ B ock 1
Unknown Par anet er
84. 228. 155. 233 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03$chbl Quest i on$ |None 1
18 in aka.idf.il/nai n/giyus/ questi onnai re. aspx
66.249.79.31  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i mrc'rfﬁhiﬂ :('Z“f 2?”' ffioﬁtﬁfcess on Bl ock 1
184.106.10. 128 |Lhited Sates |[147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/ol d/ wo-adnin/ B ock 1
79.178.97.33 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI QNS for wan aka. i df .il/ B ock 1
64. 19. 78. 242 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
95. 154. 214. 2 zir:;gom 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/wordpress/ wo-adnin/ B ock 1
68.180.228.112 |[Lnited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wwwyidf.il/1393-en/ dover. aspx B ock 1
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Unhaut hori zed URL Access on waw aka. i df . il/giyus/ kadat z B ock 1
79.178.97.33 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/2/ Bl ock 1
66.249. 74.104  |Israel 147.237.77. 170 |n@ar achot . i df . i | |Unaut horized URL Access to 147.237.77.170/ pdf/fil es/ 4/ 108204, pdf B ock 1
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