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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

92. 253. 91. 66 Jordan 147.237.77.176 nat pash. i df.il |TQP handshake viol ation, first packet not syn |drop 633
82. 163. 70. 206 Uni ted Ki ngdom 147.237.77.176 nat pash.idf.il |TCP handshake viol ation, first packet not syn |drop 221
66. 249. 78. 22 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 70
187.213. 149. 164 Mexi co 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 50
66. 249. 78. 190 | srael 147.237.77.176 nat pash. i df.i| |TCP handshake viol ation, first packet not syn |drop 26
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 25
66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 10
134. 147. 203. 115 Ger many 147.237.76. 38 eeneitav.idf.ilBock Np All Net drop 2
123.151. 149. 222 Chi na 147.237. 76. 196 e.sviva.idf.il [|JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
45, 63. 97. 227 147.237.76. 42 refuah.idf.il [22280: HITP. Joonha Quject Injection Vil nerability B ock 1
45.63. 97. 227 147.237.77.216  |dover.idf.il [22280: HITP. Joonha Qoject Injection Wil nerability B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76. 201 e.atal.idf.il [13840: TLS QpenSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.81.198 |147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
186.210. 198, 88 |147 237.8.27  |mrasil o radi matal idf ] ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.72.179. 1 147. 237.76. 199 e. nakchal .idf .i ET SCAN NVAP -sS wi ndow 3072 1
180. 113, 114. 22 |147. 237 0.16  |ni na ny- kosher -kravi i df il ET SDAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114.112.90.54 |147.237.8.45 [China eeitanidf.il ET SCAN NMAP -sS wi ndow 1024
88.150.252.21 [147.237.0.33 LKJ?i;:gom idf.il ET SCAN Potential SSH Scan 1
62.8. 68, 118 147.237.76.31 |kenya vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198. 20. 69. 74 147.237.76. 201 |Lhited Sates [e.atal.idf.il ET DROP Dshiel d B ock Listed Source 1
190. 124. 35. 115 |147. 237. 76. 202 [N car agua e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.72.179. 1 147. 237. 76. 199 e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
114.112.90.54 |147.237.8.50 |China e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.76. 42 |Austria refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5014 107 205|147 237 8 07 |KOr€a Republic| . o ET SI‘AN Behavi oral Uusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
209. 126. 116. 147|147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

‘Attacker Country ‘Target Address |Ste Signature

104.16.111.57 |Wited Sates 147. 237. 72. 156 [anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 208

104. 16.111.57 |lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 208
Sreaming Engine: TGP Invalid i i sSi

109. 67. 234. 164 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 39
Ret ransnm ssi on Packet dr opped.

41.33.231.90 |Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 32

79.182. 189. 64 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SiNretransmt wth different nonitor |16

) ) ) ) T o a W ndow scal e
79.182.189. 64 |Israel 147.237.76.42 |refuahicf.il  [Bad TOP sequence SWretransmt wth different ) g 15
W ndow scal e

Sreaming Engine: TGP Invalid i i sSi

5.22.129.227 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansn ssi on Packet dr opped.

reamn ine: TCP Invali i i SSi

2.52.172.149 |israel 147.237.77. 243 |nobile. i f . Streamng Engi ne: TCP alid Jinvalid segnent retransnissi on drop 9
Ret r ansnm ssi on Packet dr opped.

46.19.86.194  [lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

87.69.178.112 |isradl 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansn ssi on Packet dr opped.

84.108. 213. 144 |l srael 147.237.77. 170 |mearachot. i of .il [Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

199.30.25.67 |tnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. . 6
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

80. 246. 136.59 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.

5.22.129.227 |Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |5

o SYNretransnmit wth different .

109. 67. 167. 16 |Israel 147.237.77. 233 |atal .idf.i | Bad TCP sequence vi ndow scal & monitor |5

195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

78. 40. 181. 35 Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SWN drop

s SYNretransmit wth different .

46.117. 143. 188 |1 srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal & nonitor (4

79. 180. 166. 80 |l srael 147.237.77. 170 |naarachot . idf .il [Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
Sreamng Engine: TCP Invalid i i ssi

46.120. 202. 26 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 4
Ret r ansnm ssi on Packet dr opped.

41.33.232.66  |Egypt 147. 237. 77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor

84.108. 213. 144 || srael 147.237.77. 170 |mearachot .idf.il |Bad TCP sequence I'nvalid ACK nunber aert
Sreaming Engine: TGP Invalid i i sSi

109.66.113.7 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

80.179.54.68 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.

46. 19. 85. 14 I st ael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

109.66.169.4 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

109. 226.51. 15 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79.183. 162. 53 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

89.145.95.42 |Wnited Kingdom  |147.237.0.34 [tikshuv.icf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

109. 253. 142. 53 |I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.

46.19.85.198 [l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi

185. 120. 126. 7 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

77.125.87.119 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

109. 67. 234. 164 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.

31.210.187.58 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2

88.150.252.21 |United Ki ngdom 147.237.0.33 [idf.il drop drop 2

2.54. 63. 254 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

46.121. 114, 124 |I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2

5.22.135.255 |[lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni tor |2
Sreanming Engine: TGP Invalid i i sSi

66.249.78.170 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 2
Ret ransn ssi on Packet dr opped.

37.26.146.169 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence alert 2

2.54. 165. 57 I srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

37.26.146.169 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence monitor |2

109. 253. 147. 21 |l srael 147.237.77. 170 |maarachot. i of .il [Bad TCP sequence Invalid ACK nunber noni t or 2

46. 19. 86. 81 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
Sreanming Engine: TGP Invalid i i ssi

192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 2
Ret ransnm ssi on Packet dr opped.

5. 43, 203. 182 g‘iﬁi'gém Territonyly 47 237.77. 216 [dover. i df i SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 2

95. 218. 133. 253 |Romani a 147.237.77. 176 |nat pash.i df .i | dr op First packet isn't SN drop 2

46.19. 85. 14 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.180. 166. 80 |l srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unhaut horized URL Access from 79. 180. 166. 80 Bl ock 5
2.54. 4,156 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
176. 228. 177. 108]l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 192. 243. 55. 136 Bl ock 3
82.166. 3. 168 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
77.127.152.61 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
87. 68.59. 233 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
77.127. 240. 235 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 133 B ock 2
Unknown Par anet er
79.180. 149. 230 [l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03%cbl Ques [None 2
tion$60 in aka.idf.il/nain/giyus/ questi onnaire. aspx
- ; ] DO stributed Uhaut hori zed URL Access on
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | voww aka, i o . i 1/ gj yus/ kadat 7 B ock 2
37. 46. 38. 233 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 2
. . . Unaut hori zed URL Access to
2.52.172. 149 I srael 147.237.77.243|nobi l e. i df . i | nobi | i df i 1/ cat eqoryt enpl at es/ i st chi | dsubcat egor es/ 1423 B ock 1
105. 154. 212. 244|Mor occo 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/arr/ B ock 1
Unknown Par anet er
79.180. 149. 230 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03%chl Ques [None 1
tion$74 in aka.idf.il/nai n/gi yus/ questi onnaire. aspx
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Wauthori zed URL Access from 192, 243. 55. 134 Bl ock 1
’ . . Unhaut hori zed URL Access to
68.180.228.112 [Wited Sates |[147.237.77.216|dover.idf.il v i df i |/ engl i ShY hi st ory/ bor 2. ht B ock 1
. . . Unknown Paraneter catid in
175. 44. 8. 45 Chi na 147.237.72. 166 |aka. i df . i | v aka. i df i |/ chanat 2/ hone/ def aul t . asp None 1
’ . . Unhaut hori zed URL Access to
40. 77. 167. 94 Lhited Sates |147.237.72.166|aka. i df.i | vown aka. i df i 1/ kanh ar / nevs/ v svi va. gov. i | B ock 1
197.116.53.62 |Ageria 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/adnin B ock 1
54.197. 157. 2 Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . i/ newsite/english/ main. asp B ock 1
L . . Unaut hori zed URL Access to
192.243.55. 129 |Dom ni ca 147.237.72. 166 |aka. i df . i waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=622428doci d=76837 |2 °K !
109. 67.167.16  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
L . . D stributed Lhaut hori zed URL Access on
192. 243.55. 136 |Domi ni ca 147.237.72. 166 |aka. i df . i | vow aka. i o . i 1/ gi yus/ kadat 7 B ock 1
68.180.229.31 |lLhited Sates [147.237.76. 147 [chi nuch. aka. i df . i | Unhaut hori zed LRL Access to waw chi nuch. aka. i df . il/404. htm B ock 1
46. 19. 85. 239 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
N . . URL is Above Root Drectory
197. 231.221. 211 |Li beria 147.237.77.216|dover.idf .i | wewvi o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s B ock 1
} . . Unaut hori zed URL Access to
65. 132. 59. 34 Lhited Sates |147.237.77.176 |mat pash. i df.il v cogat . i df i 1/ enpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 130 B ock 1
Unknown Par anet er
109. 186. 180. 137|I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03%chl Ques [None 1
tion$83 in aka.idf.il/nai n/giyus/ questi onnaire. aspx
. . Unaut hori zed URL Access to
31.13.110.105 |[ireland 147.237.77.233|atal .idf.il 147.237.77. 233/ si p_st or age/ fi | es/ 9/ si 7e220x0/ 2019, | pg B ock 1
79.180.166.80 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/1/ 113291 B ock 1
] . . Parameter Type M ol ati on PageNumin
68.180.230. 224 [Wited Sates [147.237.76.31 |nakchal .idf.il vw nakhal i df i 1/ 1100- he/ nakhal . aspx B ock 1
185. 65. 252. 128 |[Iraq 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wwvidf.il/arr/ B ock
46.117.143.188 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx |B ock
87.69.178.112 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
Unknown Par anet er
79. 180. 149. 230 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$42 in aka.idf.il/nan/giyus/ questionnaire. aspx
198. 58. 99. 82 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df . il B ock 1
m ny- kosher - kravi . i _ ,
66. 249. 65. 152 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 1
Unknown Par anet er
109. 253. 220. 173|I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$42 in aka.idf.il/nan/giyus/ questionnaire. aspx
. . Mil tipl e Untraceabl e SS. Sessi ons from31. 210. 188. 29 (Pr ot ocol
31.210.188.29 [Israel 147.237.77.216|dover.idf .i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
79.182.189.64 |lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ reset. css |B ock 1
Unaut hori zed URL Access to
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |mat pash. i df . i | wwu cogat . i df . i | /sip_storagel fil es/ 0/ 3950. pdf xy- and- di rt yed-t he-o Bl ock 1
kl ahona- t or nadows
69.30.224.178 |lnited Sates |[147.237.77.74 |lawidf.il D stributed PHP At tenpt B ock 1
Unknown Par anet er
46.120. 176. 211 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03%cbl Ques [None 1
tion$92 in aka.idf.il/mai n/giyus/ questionnaire. aspx
Russi an Paraneter Type Mol ation
188. 143. 232. 70 . 147.237.77. 216 |dover . i df . i | ct1 00$Cont ent Pl aceHbl der 1$ucArti ¢l eLobbyQont r ol $dat epi cker in B ock 1
Federation ) )
waw i df . i | /1283-en/ dover . aspx
m ny- kosher - kravi . i
98. 143. 148. 107 |lhited Sates [147.237.0.17 of niyl Unaut hori zed URL Access to 147.237.0. 17/ check B ock 1
66.249.78.239 |[Israel 147.237.76.200(ei tan. aka. i df . i | Unknown Paraneter |ang in eitan. aka.idf.il/938-en/ eitan. aspx None
128.138.65.205 |Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to wwu i df.il/894-en/i df gdover. aspx B ock
80.246.136.59 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 1
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