02-05-2016-21:04:08 to 02-05-2016-22:04:08

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

320+

240+

160+"

Number 804"
a J
At acks

N
O S Ca
S &® < é@;\/\/ &Q R
@*&
Top Tar get

[Top Attackers |

M aka.idf.il

M dover.idf.il

M nobi le.idf.il

M refuah.idf.il

M wwn chanmat z. aka. i df . i |

M nadimatal .idf.il

[ aman. i df.il

M natpash.idf.il
navy.idf.il

Miawidf.il

Il 80. 246. 136. 82
79.183. 216. 191

Nunber
(6]

[ 80. 246. 136. 178
176. 13. 20. 93
B 41. 33.231.90

At acks

Top Attackers

M 84. 108. 66. 212
[ 185. 3. 147. 103
W 82.178. 117. 220
31.154.178. 17
M 216.243.31.2




02-05-2016-21:04:08 to 02-05-2016-22:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
80. 246. 136. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18

80. 246. 136. 82 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 4

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4

0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack f orward 2

46.19. 86. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

149. 202. 65. 25 Ger many 147.237. 76. 199 e.nakchal .idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
209. 126. 116. 147|147.237.72. 14 |thited Sates |dover.idf.il (o dET SCAN NVAP -sS w ndow 1024 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.225.12.35 |147.237.0.33 |Mexico idf.il ) 1
Potential Scan or Brute Force
46.151.52.161 |147.237. 77. 227 |Wrai ne e hanaz.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.8.24 |Wited Sates |e.lifestyle.idf.|ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.33 |[China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port deni al
66.249.78.158 |147.237.72.166|Wited Sates |aka idf.il 1

of service attenpt
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

Ret ransm ssi on

Packet dropped.

176. 13. 20. 93 I srael 147.237.77. 243 |mobil e.idf i1 S dro 30
Ret r ansni ssi on Packet dr opped. P
R SN retransmit wth different .
84.108.66.212 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ monitor |28
80. 246. 136. 178 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 27
80. 246.136.82 [l srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 18
80. 246. 136. 82 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
80.246.136.82 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
Sreaming Engine: TGP Invalid i i ssi
31.154.178.17 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 15
Ret ransni ssi on Packet dropped.
79.178.206. 215 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreamng Engine: TCP Invalid i i ssi
185.3.147.103 [israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
79.183.216. 191 |israel 147. 237.72. 166 |aka.i df . Bad TCP sequence SN retransmt wrth different nonitor |10
w ndow scal e
s SYN+ACK retransmt with .
80. 246. 136. 178 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence ditferent window scal e nonitor |10
188. 120. 148. 161 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |9
Sreanming Engine: TCP Invalid i i ssi
2.54.11.253  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dropped.
217.132. 48.239 |Israel 147.237.77. 226 "f"l""‘Cha”atz'aka"df dr op First packet ism't SWN drop 8
37.46. 39. 169 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |8
80. 246. 136.82 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
5.102.254.252 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |7
172.56.34.229 |Wited Sates |147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
149.78.94.154 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7
82.178.117.220 |Oman 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
o SYN+ACK retransmt wth .
82.178.117. 220 |Oman 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vi ndow scal e monitor |6
Sreaning Engine: TCP Invalid i i ssi
79.178.164.60 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor
46. 19. 86. 125 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.176.97.183 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
84.108. 194. 177 | srael 147.237.77. 243 |nobi L e. i of .| Streaning Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.127.209. 155 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
82.178.117.220 [Oman 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout aert
2.52.147.183 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
o SYN+ACK retransmt with .
185. 32. 179. 168 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence ditferent window scal e nonitor |5
188. 120. 148. 153|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
82.81.250.149 I srael 147.237.77. 226 | "} chanatz.aka.1df |pa4 TOP sequence Inval i d ACK nunber moni tor |5
31.210.188.29 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.46.38.71 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber monitor |4
217.132.48.239 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
77.245.11.190 |Jordan 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TCP Invalid i i ssi
66.249.78.144 |Uited Sates [147.237.76.86 [navy.idf.il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
5.102.254. 141 |l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber noni t or
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data [noni tor
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op drop
Sreanming Engine: TGP Invalid i i ssi
84.229.161.55 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
37.46.39. 243 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
149.78. 240. 152 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54. 49, 118 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.18.97  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 140, 251 | srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.36.83  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 107 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
77.127.152.61  |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 7
80.245.119.25 |Wkraine 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
192.243.55.135 |Dominica |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 192. 243, 55. 135 B ock 5
80.245.119.25 |kraine 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized LRL Access from 80.245. 119. 25 Bl ock 5
176. 13. 20. 93 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 5
185. 32. 179. 168 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx  |B ock 4
185.3.147.103 [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rélee? ; t;eggrcy‘isemgtes/l tehi | ddocunent s/ 1152 Bock |4
79.183.216.191 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 79. 183. 216. 191 B ock 3
149.78.11. 123 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 3
79.183.216. 191 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 79.183. 216. 191 B ock 3
79.183.216.191 [Israel 147.237.72. 166 [aka. i df . i | Ml tiple Mal formed HTTP Header Line from 79.183.216. 191 B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
217. 132. 140. 130|i srael 147.237.0.19 |nadimatal .idf.i r:ha;“:nh;r;f?(éfﬁ/gﬁ;es;;j;dupdat ket qaLrE i 1y, s Bock |3
2.52.172. 149 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.183.216. 191 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Qode Character in Header Nane from 79. 183. 216. 191 B ock 3
79.183. 216. 191 |lIsrael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 3
79.183.216.191 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple Mal formed URL from 79. 183. 216. 191 B ock 3
79.183.216. 191 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from79.183. 216. 191 B ock 3
79.183. 216. 191 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e NILL Character in Header Nane from 79. 183. 216. 191 B ock 3
192.243.55.130 |Dominica |147.237.72.166|aka.idf.il Ml ti pl e Unhaut horized URL Access from 192. 243, 55. 130 B ock 3
79.183.216. 191 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from79.183. 216. 191 B ock 3
185. 3. 147. 103 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
79.183.216.191 [Israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnornal |y Long Header Line from 79.183.216. 191 B ock 3
192.243.55.133 |Donminica [147.237.72.166aka.idf.il Mil ti pl e Wnaut hori zed URL Access from 192. 243. 55. 133 B ock 3
84.108. 194. 177 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
192.243.55.134 |Dominica |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 192. 243. 55. 134 B ock 2
79.183.216. 191 |l srael 147.237.72. 166 |aka. i df . i | Miltiple Illegal HITP \Version from 79.183. 216. 191 Bl ock 2
46. 19. 85. 43 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
79.183.216.191 [Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Cbde Character in Mthod At Bl ock 1
212.76.112.64 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/m Bl ock 1
109. 67.202. 42 |Israel 147.237.72. 166 |aka. i df . i | %gig&%jﬁif'&?ﬁiﬂﬂi&g&ﬁg' 202,42 (Protocal violation None |1
77.127.152.61 |israel 147.237.72. 166 |aka. i df . i | LL'riiZ'/ i%;eﬁdﬁnggg;cet/zgti;ckﬁ f/ i 1V kapat 2/ /res Bock |1
46. 190. 4. 69 G eece 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to wwn cogat.idf.il/xnirpc. php B ock 1
192.243.55.131 |Dominica |147.237.72.166|aka.idf.il Dstributed Unhaut hori zed URL Access on waw aka. i df . il/gi yus/ kadat z B ock 1
79.183.216. 191 |Israel 147.237.72. 166 |aka. i df . i | Aonormal |y Long Request request versi on B ock 1
192.243.55.137 |Dominica |147.237.72.166|aka.idf.il Ml tipl e Unhauthorized URL Access from 192. 243, 55, 137 B ock 1
84.114.136.195 |Austria 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in waidf.il /1065 en/ dover. aspx B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp; catld in ww aka.idf.il/giyus/general/default.asp None 1
192.243.55.134 |[Dominica |147.237.72.166|aka.idf.il O stributed Whaut hori zed URL Access on waw aka. i df . i1/ gi yus/ kadat z B ock 1
109. 67.202. 42 |Israel 147.237.72. 166 |aka. i df . i | (Sss‘stl:tégc\le,\ﬂspﬁngﬁ: g\'l_‘DZT?;ﬁ‘;!CSA?\'l% on None |1

IAI | ega[ H1:I'P \er si on A:'?AiA?r[[#Zl]]N[A[ #~7]]A1/A‘A°A% o
79.183. 216. 191 |l srael 147.237.72.166 |aka. i df . i | g%ﬁgg&ﬂ ng}’ffé@ﬂé?ﬁ[] ?24} T AL ALAT, Be Bl ock 1

/nf [#3]1 M [ #28] ] A AfZDA A¢2ATA‘AtA—AfAfEA @\ A 1g[[#1]]12! A
84.108. 194. 177 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
79.178.18.97  |israel 147. 237.72. 166 |aka. i df . i | mn;’rg iﬁr."’i‘ﬁﬁ. n‘/:tg'i Sﬁflc; Sggfé’:ﬁhﬁggim acetpl der $bt nAtudaBack injy, o |y
192.243.55.136 |Dominica |147.237.72.166|aka.idf.il Dstributed Unhaut hori zed URL Access on waw aka. i df . il/gi yus/kadat z B ock 1
52.70.130.19 LSqulatt:sd 147.237.77. 216 [dover . i df . i | mu:;?rillzliinﬁtzf;i; (tec(i)/ user cont r ol s/ header upper / Bl ock !
192.243.55.131 |Dominica |147.237.72.166|aka.idf.il Ml ti pl e Unaut horized URL Access from 192. 243, 55, 131 B ock 1

NULL Character in Header Name at A-AE[[#24]]zA[ [ #1]] QAeAAGATALLi Af

VA—A[ [ #4] ] sA Ao P[[#26]] A T 5XMAA; ~8' [ [ #28] ] AUA¥@I[ [ #30] ] A?AA»! Ace

BA»A™Oc[ [ #0] ] [ [ #19] ] (AceqzA?*! A, ASA[ [ #20] ][ Ace
79.183. 216. 191 |l srael 147.237.72. 166 |aka. i df . i | [[#26] ] A“A>PRY [ #5] ] S o o B ock 1

$A-A A2 AT [ #12] ] x>[ [ #4] | A2Ae AR [ [ #28] ] ACA- [ [ #4]] AR-AL [ #4] ]

%okA® >A2. AYA Z[ [ #15] | 72 A¥[ [ #28] ] AS ) o o

AP\ AR [ #14] ] A2VH [ #25] 1 HACI A" SAQ [ #1] ] AS sYO [ #8] ] A?A[ [ #14] ] AAf
192.243.55.137 [Dominica  [147.237.72.166aka. i df .il muéﬂg”. (Z:i]?dl ﬁigﬁfifistp(fi nf 0. asp?nodul ei d=2&cat | d=22703&doci d=22724 |2 oK |1
85. 65. 145. 133 [Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on ww aka.idf.il/nain/ B ock 1
66.249.78.158 |[Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_HALLO None 1
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