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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
108. 59. 4. 195 Lhited Sates 147.237.76. 30 hi nush. i df.il B ock_UWp Al _Nets drop 1
62. 8. 75. 198 Kenya 147. 237. 76. 200 eitan. aka. idf.il B ock Wp Al Nets dr op 1
108. 59. 4. 195 Lhited Sates 147.237.76.31 nakchal .idf.il Bl ock Udp Al _Nets drop 1
94.102. 48. 195 Net her | ands 147.237. 76. 30 hi nush. i df.il B ock_Udp Al _Nets drop 1
115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Purple Gon Limt Htp drop 1
94.102. 48. 195 Net her | ands 147.237. 76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
52.89. 170. 75 Lhited Sates 147.237.77. 216 dover.idf.il |Q008: HTTP. Xenu User Agent B ock 1




02-05-2016-20:04:02 to 02-05-2016-21:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 190 [147.237.72.166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
114.112.90.54 |147.237.72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236. 114 [147.237.76.44 |lkraine e.refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
75.159. 188. 149 (147.237.0.17 [Canada mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46. 45. 137. 67 147.237.76. 44 [Turkey erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 153. 151. 102|147. 237. 76. 39 |Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
91.201.236. 114 |147.237.76.44 |lkraine e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84. 95. 210, 42 147 237.76. 30 |1 srael i rush i | ET DO Large anount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
45, 33. 65. 67 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 153. 151. 102|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Ret ransm ssi on

Packet dropped.

reamn ine: TCP Invali i i ssi
31.154.178.17 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 78
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 130. 5. 207 147.237.77. 233 |atal i of il drop SAMrul e drop 30
Sreaning BEngine: TCP Invalid i i ssi
79.182.154.44  |israel 147. 237. 77. 176 |t pash. i df .i | 9 =9 Invalid segnent retransmssion. |, 27
Ret r ansni ssi on Packet dropped.
46.43.123. 43 ga:lcisgi':éa” Territory.l147. 237. 77. 176 natpash.iof.il ~ |dr op First packet isn't SN drop 27
Sreaning BEngine: TCP Invalid i i ssi
77.125.110. 123 | srael 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
107. 167. 108. 121 [thited Sates 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
reamn ine: TCP Invali i i ssi
176.13.21.79  |israel 147. 237, 76. 200 |ei tan aka ich.i1 | oM g Engine P Inval id invalid segnent retransnission drop 21
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
141.8.132.112 |Russian Federation  [147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 21
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka. i df .i | St rean g Engine @ Invalidinvalid segnent retransnissi on drop 18
Ret ransmi ssi on Packet dropped.
84. 95. 210. 42 I st ael 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
5.29.77.158 I srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 9
Sreaning BEngine: TCP Invalid i i ssi
213.57.32.18  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
109. 253. 145. 139)I srael 147.237.77. 233 |atal .i f i Bad TCP sequence SiNretransmt with different oo |7
w ndow scal e
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
2.54.24. 169 I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
82.80.161.158 | srael 147, 237.76. 147 |chi nuch aka i dr i | " €2 NG Engi ne: TP Invalid invalid segrent retransnission. | 6
Ret r ansmi ssi on Packet dropped.
. . SYNretransmt wth different .
79.179.152. 131 |Israel 147.237. 77. 233 |atal .idf . il Bad TCP sequence wi ndow scal @ monitor |5
87.68.36.38 |Israel 147.237.76.42 |refuahicf.il  [Bad TOP sequence SNretransmt with different oo s
w ndow scal e
84.95. 210. 42 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |5
188. 120. 148. 96 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |5
41.33. 232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |5
188.120. 148. 25 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor |4
Sreaning BEngine: TP Invalid i i ssi
2.52.24. 231 I'srael 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
31.210. 186. 241 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
reamn ine: TCP Invali i i ssi
46.19.86.240  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79.183. 112. 166 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
141. 0. 14. 238 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
109. 67. 118. 222 |Israel 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 3
79.182. 185. 44 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
reamn ine: TCP Invali i i ssi
2.54.155.243  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnissi on, drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
77.125.152.83 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
109. 253. 145. 139|I srael 147.237. 77. 233 |atal .idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TP Invalid i i ssi
46.19.86.126  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80.230.22.181 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi
79.179.227. 181 |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.68.245.100 |israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
31.210.187.6 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3
46. 19. 86. 241 I sr ael 147.237. 72. 156 |anan.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
84.229.249.71 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
2.54. 159. 66 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.127.152.61 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 64.11.179  |[israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
31.210. 186.45 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreaning BEngine: TCP Invalid i i ssi
5.28.157.182  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.78.254.79 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3
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Attacker Address |Attacker Qountry

37.46. 39. 127

I srael

Target Address

Ste

147.237.77. 216 |dover.idf.il

Signature

Bad TCP sequence Invalid ACGK nunber noni t or
5.255.253.38  |Russian Federation |147.237.72. 166 |aka i of il Streamng Engi ne: TCP Inval id finvalid segnent retramsmssion. |y
Ret r ansni ssi on Packet dr opped.
r ing BEngi ne: i i i ssi
2.54.180. 60 I srael 147.237.72. 166 |aka i df .i Sream g Ehgl he TCP Invalid|invalid segnent retransnission drop
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 202 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Too Miny of the Same Response Code (404) B ock 323
46. 19. 86. 202 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 221
2.54.14. 35 I srael 147.237.0.34 [tikshuv.idf.il [Too Many of the Sane Response Code (404) in Session from2. 54.14.35 |B ock 73
46.19. 85. 115 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 61
46.19. 85. 115 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 44
79.178.25.186 |l srael 147.237.77. 243 |nobi | e. i df . i | ;P;L?r:t ?;T{f’?s\;ﬂaﬁi&gﬂgg;r:ﬁ;md n Bock |16
149.50.104.37 |Uited Sates [147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 10
2. 54. 150. 224 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
37.46.39.50  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:‘?r&fsz , g:t‘eggfyetzm s/ 1 st chi | ddocument s/ 1362 Bock |8
2.54. 48, 252 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
37. 46. 39. 59 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 6
109. 66.181. 73 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 109. 66. 181. 73 B ock 4
149.78.11.123 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
5.29.77.158 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
Russi an ) ) Paraneter Type Mol ation ‘ _ _
188. 143. 232. 70 Federat i on 147.237.77.216|dover.idf .l ctl 0_O$Cbr_1t ent Pl acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 2
w i df . i1/ 1283- en/ dover . aspx
2.54.147. 184 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
93.173.151.22 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
104. 45.18. 178 |Uiited Sates |147.237.72.166|aka. i df.il D stributed Lhaut horized URL Access on vww aka. i df.il/nain/ Bl ock
68.180.231.40  |Uhited Sates  |147.237.77.74 |lawidf.il V\L:\:\zult:v?trildzf(.e?l ;Jttnpﬂf;e;;} sth?;\r ed/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka. i df . i/ gi yus/ kadat z B ock 1
186. 84. 254.70  |Col onbi a 147.237.77.216|dover. i df .|l Lhaut hori zed URL Access to wanidf.il/en Bl ock 1
45, 33. 65. 67 147.237.76.31 |nakchal .idf.il |Wauthorized UR. Access to / B ock 1
109. 253. 143. 244]I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
2.54.24.169 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
79.179.152. 131 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1412- he/ at al . aspx B ock 1
192.243.55. 129 |bom ni ca 147.237.72. 166 |aka. i df . i | V\U;ui/u;:gr: é:‘séi Iu/q_nafﬁlc gisf/u;?gener al . aspx?cat i d=59390&doci d=22652 Bl ock !
5.22.135.99 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
157.55.39.214 |lhited Sates |147.237.72.166|aka. i df .i | m“;gr: (Z”e_di Iﬂ‘afﬁ:reffsortr;/ downl oadf o m asp B ock 1
109. 66. 146. 222 | srael 147. 237.72. 166 |aka. i of . i | mn;’k“;???ﬁ: nf;;g?:f/t;ag?icgzgggscPh%Char$°t' 09 in None 1
198.199.81.48 |Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english B ock 1
79.176. 43. 89 I srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df.il/dover/site/ nai npage. asp Bl ock 1
188. 143. 232. 70 :Z:::Inl on 147.237.77. 176 |nat pash. i df . i|  |Paraneter Type Mol ation fronDate in v cogat.idf.il/901-en/ cogat . aspx [B ock 1
109. 253. 145. 139l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
Unknown Par arret er
84.110. 144. 110 [lIsrael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chbl Quest i on$ [None 1
4in aka.idf.il/nain/ giyus/questionnaire. aspx
Unknown Par arret er
46.117.249.35 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03%chl Questi on$ |None 1
38 in aka.idf.il/nain/giyus/questionnaire. aspx
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df . il /giyus/ general B ock
178.137.18.190 |[Wkraine 147.237.77. 176 |nat pash. i df . i|  |Dstributed PP Attenpt Bl ock
109. 66.180.45  |Israel 147.237.76.42 [refuah.idf.il  |J5 D20 hahori zed éﬁaﬁcgizsx on Bock |1
109. 253. 209. 183l sr ael 147.237.77. 243 |nobi | e. i df . i | msiult :?réfzf? , t’:{eggfﬁzm;es/l tohi | ddocunent s/ 1071 B ock 1
Unknown Paraneter catld in
84.228.29.135 |lsrael 147.237.72. 166 [aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. gi [None 1
f
66.249. 64,198 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ?r(;fzﬁj , g;esgrcﬁzsnptl O e/ 1 st chi | cdocument s/ 1748 Bock |1
192.243.55. 133 |bom ni ca 147.237.72. 166 |aka. i df . i | V\U;ui/u;:gr: é:‘séi Iu/q_nafﬁlc gisf/u;?gener al . aspx?cat i d=62296&doci d=77018 Bl ock !
178.137.18.190 |Wkraine 147.237. 77. 176 [nat pash. i df . i | m“tcgggl zed \fgczzrsn e e nage- | mport. php Bock |1
79.179.127.132 [israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww anan.idf.il/ B ock 1
188. 215. 127. 234 |Ronani a 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
46.19.86.87  |[israel 147.237.76.42 |refuah.idf.il  |J5 0 2ed hauhori zed éﬁaﬁc‘;‘;ﬁ on Bock |1
2.54.147. 184 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1441-he/ atal . aspx B ock 1
66.249.78.170 |[Israel 147.237.76.200(ei t an. aka. i df . i | [Unknown Paraneter PageNumin wwy eitan. aka.idf.il/1103-en/eitan. aspx |None 1
192. 243.55. 135 |Donini ca 147.237.72. 166 |aka. i df . i | m“;:gi' gfe_oi' Iﬁ‘mprﬁ‘;ﬁz;/gener o aspxcati d-62117 B ock 1
Unknown Par arret er
185. 120. 126. 4 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 38$ct | 01$ct | 03%chbl Quest i on$ [None 1
1in ww aka.idf.il/nain/giyus/questionnaire.aspx
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