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02-05-2016-19:04:01 to 02-05-2016-20:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

66. 249. 78. 31 | srael 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 181
79.182. 167. 209 | srael 147.237.77. 234 hal ag.i df .il B ock_Udp Al _Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 2
134. 147. 203. 115 Ger many 147.237.76. 200 eitan aka.idf.il B ock Np Al _Net drop 2
118. 114. 96. 252 Chi na 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
118. 114. 96. 252 Chi na 147.237.76.176 test.ncore.idf.il B ock_ UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
45, 63. 97. 227 147.237.72. 166 aka.idf.il 22280: HITP. Joomha (hj ect Injection Wil nerability B ock 1
123. 125. 125. 79 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou-+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 78. 31 147.237.77. 226 |Lnited Sates woawv chanmat z. aka. i df.il  |ET SCAN NVAP -sA (2) 2
66. 249. 78. 45 147.237.77. 226 |Wited Sates win chanat z. aka. i df il |ET SCAN NVAP - sA (2) 2
66. 249. 65. 18 147.237.77. 226 |Whited Sates win chanat z. aka. i df il |ET SCAN NVAP - SA (2) 2
59. 45. 79. 117 147. 237.77. 234 |Chi na hal ag. i df.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.76.38 |China e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
212.16.78.12  |147.237.0.17 :égu”'b”'z'?c mny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
188. 126. 77. 138 [147.237.76. 177 |Sweden ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na aman. i df . il ET SCAN Potential SSH Scan 1
104. 214. 148. 178|147. 237. 76. 202 |Lhited Sates e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.8.28 |China e.mobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
91.201.236.114 [147.237.0.16 |Wraine ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
59. 45, 79. 117 147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 243 |Chi na mobi | e. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 227 |Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
212.16.78.12  |147.237.0.17 :%Zz'bli'zlzmc mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237. 77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
209.126. 116. 147(147.237.8.46 |Lnited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 197 |Chi na e himsh.idf.il ET SCAN Potential SSH Scan 1
188. 126. 77. 138 |147. 237. 77. 243 |Sweden nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
109. 65.98. 156  [147. 237.76.30 [l srael hi mush, i df .1 ET DCB Large anount of TP ZeroWndow - Possi bl e 1
Nki |l er2 Dos attack
59. 45. 79. 117 147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237.0.33  [Canada idf.il ET SCAN NMAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.76.31 [Turkey nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
104. 16. 42. 56 Lhited Sates  |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 200
104. 16. 42. 56 Lhited Sates  |147.237.76. 147 |chi nuch. aka.i df .il|SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 200
87.68.36.38 |Israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt with different moni tor 196
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
31.154.178.17 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 72
Ret r ansni ssi on Packet dropped.
85.64.35.119  |[Israel 147.237.76.42 |refuah.icf.il  [Bad TCP sequence S retransmt with different moni tor (40
w ndow scal e
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 30
37.142.229.84 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 22
37.142.229.84 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence noni t or 20
. . SN retransmt wth different .
79.182. 167. 209 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 14
37.142.229.84 |israel 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> Ti meout alert 12
37.142.229.84 |israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different 1oouior |12
w ndow scal e
37.142.229.84 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 10
37.142.229.84 |lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber noni t or 10
37.142.229.84 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 10
R SN retransmit wth different .
79.182.167. 209 |l srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence i ndow scal @ noni t or 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreaning Engine: TCP Invalid i i ssi
109. 67. 234. 164 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
79.179.6.3 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.210 | srael 147.237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
5.22.130.241  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 6
66.249.81.179 |wnited Sates [147.237.77.233|atal .idf.il drop First packet isn't SWN drop 6
46.19. 86. 253 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
82.145.220.50 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
188. 120. 148. 147|l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 5
91.200.12.141 |kraine 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 4
37.46.39. 253 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor 4
91.200.12. 143 |Uraine 147.237.76.31 |nakchal .idf.il  [drop SAMrul e drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |4
91.200.12.136 |lkrai ne 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop 4
Russi an ) o Streaning Engine: TCP Invalid |invalid segnent retransmission.
130. 193. 37. 16 erat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansii Ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
79.176.36.108 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
176.13.2.249  |Israel 147. 237.77. 243 |nobi l e i i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.81.40.131  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
185.3.147.112 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
87.68.64.113  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
132. 66. 223. 236 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.130.139  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 105 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
Sreaning Engine: TGP Invalid i i ssi
79.183.179. 132 |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.23.87  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 160. 165. 1451 sr ael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.110. 145. 220 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 147|l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 86. 105 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
79.183.223. 234 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
R SN retransnmit wth different
109. 67. 20. 95 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e alert 3
Sreanming Engine: TCP Invalid i i ssi
79.177.208.56 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.94.104.127 |Israel 147.237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g ) 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
84.228.184. 133 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 619
84.228.184. 133 |Israel 147.237.0.19 |madimatal .idf.il [0 My of the Sane Response Code (403) in Session from Bock  [259
84.228. 184. 133
84.228.184. 133 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 110
109. 67. 9. 200 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 101
2.54. 40. 89 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 100
109. 67. 9. 200 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 90
46. 19. 86. 190 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 86
37.142.215.95 | srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Cbde (404) in Session from Bock |78
37.142. 215. 95
87.69. 246. 21 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 64
2.54. 40. 89 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 52
46.19. 86. 190 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 40
85. 65. 168.198 I srael 147. 237.77. 243 |nobi | €. i df . i | Paraneter Type M ol ation NewPassword in Bock  [23
nobi | e. i df . i | /sachar/changepassword
217.132. 152. 1021 srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 12
213.57.235.229 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
54.202.77.147 |wnited Sates [147.237.77.216|dover.idf.il Ml tiple Unauthorized UR. Access from 54.202. 77. 147 B ock
195.78.113.18 |lkraine 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wawtikshuv.idf.il/site/general.aspx |Bl ock
Illegal Byte Code Character in Method [[#27]] AEA A™
109. 67.202. 42 |l srael 147.237.72. 166 [aka. i df . i | [[#31]] o CR{Z[ [#5]] : sSVIA B ock 1
\ dNU+A?$A- Af4A3 A-Avs
m ny- kosher - kr avi . i i
66.249. 65.152 |l srael 147.237.0.17 | T.Y-KOShe a 'l1egal Paraneter Encoding rnd in . None 1
idf.il m ny-kosher -kravi . i df . i |/aj ax/ creat ecapt chai nage. aspx
Unknown Par anet er
94. 159. 155. 152 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03%chl Questi  [None 1
on$60 in aka.idf.il/nain/gi yus/ questionnai re. aspx
. . SS. Lhtraceabl e Gonnection - Protocol violation
109. 67.202. 42 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
68.180.228. 112 |[lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . il/kesher Bl ock 1
109. 67.202. 42 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Header Line from 109. 67.202. 42 B ock 1
46.121.37.77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/_vti_bin/webs. asnx B ock 1
109. 67. 20. 95 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ text . css B ock 1
87.68. 64. 113 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
37.26.148.197 |Israel 147.237.72. 166 |aka. i df . i | SSL Wht raceabl e Gonnection - Unknown SSL Sessi on None 1
. . . Unhaut hori zed URL Access to
180.76.15.15  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9692- he/ r ef uah. aspx Bl ock 1
109. 67. 202. 42 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 109. 67. 202. 42 B ock
82. 81. 68. 236 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - (pen Mde None 1
Illegal Byte Gode Character in URL q@ A% [#16]] ad€Z
109. 67.202. 42 |l srael 147.237.72. 166 [aka. i df . i | S20M[ [ #20] ] [ [ #14] ] <Gra€tj A ub»A2xo[ [ #31] ] r A?A%gz. x</8, Bl ock 1
a (e A2/ xA3 A?0), x2 xex>ASAVL ACASAVe nA?a€2(r AtA»xa[ [ #23] ] A®
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock 1
-kosher - kravi . i df |Dstri i
40.77.167.104  |Wited States |147.237.0.16 |7 KOSNEr-kravi. idf oistri buted Unaut hori zed URL Access on Bock |1
N v ny- kosher-kravi . idf.il/robots. txt
. - Unhaut hori zed URL Access to
217.132. 40. 127 |[Israel 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i 1V gi yus/ waw navy. i df i | Bl ock 1
Unknown Par anet er
94.159. 155. 152 |[lIsrael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chbl Questi  |None 1
on$76 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown HTTP Request Method [[#27]] AEAt A™
109. 67.202. 42 |lIsrael 147.237.72. 166 |aka. i df . i | [[#31]]1 A CRe{Z[ [#5]]: sVO&\ B ock 1
\ dNU+A?$A- Af4A3 A-Als i n URL
! Wy, chanmat z. aka. i |unaut hori zed URL Access to
68.180.230. 160 Lnited Sates 147. 237.77. 226 af.il waw chanat z. aka. i df . i |/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bt ock 1
109. 67.202. 42 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 109. 67. 202. 42 B ock 1
109. 67. 202. 42 |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane Bl ock 1
87.69. 125. 49 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df. i/ hi nush B ock 1
37.142.68.7 I srael 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 1
Unknown Par anet er
185.3.147.112 |lIsrael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%$ct | 03$chl Questi  [None 1
on$83 in aka.idf.il/main/giyus/ questi onnaire. aspx
109. 67.202. 42 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 109. 67. 202. 42 Bl ock 1
84.117.9.211 Rormani a 147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
109. 67.202. 42 |l srael 147.237.72. 166 [aka. i df . i | I11egal HITP Version Ag2AdwW B ock 1
: . . Unhaut hori zed URL Access to
66.249.78.170 |l srael 147.237.76.200|ei tan. aka. i df . i | vwy i tan. aka i df i 1/t enpl at es/ nevs/ {"key": " Bl ock 1
46.19.86.3 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 1
95.158. 193. 173 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wan i df .il/nazi' a=0 Bock |1
31.168. 77. 50 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/giyus/default.aspx/ |B ock
109. 253. 134. 47 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for www aka. idf.il/main/sachar/fag. aspx |B ock
85.64.35.119  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1

02-05-2016-19:04:01 to 02-05-2016-20:04:01




