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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

66. 249. 78. 31 | srael 147.237.77. 226 wan chanat z. aka. i df . i | | TGP handshake viol ation, first packet not syn|drop 1329
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 10
71.83.52.230 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
168. 235. 196. 104 Lhited Sates 147.237.77.216 dover.idf.il F Dover Under Attack Con Htp drop 2

66. 249. 81. 212 | srael 147. 237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnature Devi ce Action |Count
198. 20. 69. 74 Lhited Sates 147.237.8.27 e.nmadimatal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
182. 50. 130. 136 S ngapore 147.237.77. 216 dover.idf.il 28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 29 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
89.248.172.173 |(147.237.8.14 |[Netherlands |e.orchot.idf.il ET SCAN NMAP -sS w ndow 1024 1
46. 45. 137. 67 147. 237. 77. 226 [ Tur key waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1

ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

177. 240. 240. 219|147. 237. 76. 34 |Mexi co yohal an.i df .il Potential Scan or Brute Force 1
115. 236. 75. 201 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.77. 74 |Turkey lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
115. 236. 75. 201 |147.237.76.39 |Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

211. 44. 8. 161 g;ﬁaic o |147-237.72.156 |anan i i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 107

211. 44. 8. 161 g‘j‘;ic of  |147-237.76.147 |chi nuch aka.idf i IfSYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 106

reamn ine: TCP Invali i i Ssi

31.154.178.17 |israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid Jinvalid segnent retransnission drop 72
Ret r ansni ssi on Packet dropped.

168. 235. 196. 104|Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 57

109.67.112.82 |Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence SN retransnit with different monitor |47

w ndow scal e

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

79.177.126. 121 |israel 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20

79.177.126. 121 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 19
Sreamng Engine: TCP Invalid i i ssi

79.179.129. 211 | srael 147. 237. 76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

37.26.147.149 |israel 147. 237.76. 200 [ei tan aka i o 11 | SAM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dropped.

46. 19. 85. 138 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop

212.34.23.26  |Jordan 147.237.77. 176 [natpash.idf.il  [SYN Attack SYN - > SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

46.19.86.213  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

79. 176. 42. 56 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

79.183.97.238  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

77.125. 8. 50 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.149.202 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

5.22.130.241  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.127.239. 213 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

Kor ea, . . .
211. 44. 8. 161 Republ i ¢ of 147.237.72. 156 |anan. i df . i | SYN Attack rej ect 5
93. 157. 84. 33 | srael 147.237.72. 167 |i shuri maka. i df . i I|dr op First packet isn't SN drop 5
Kor ea, : . . .

211.44. 8. 161 Republ i ¢ of 147. 237. 76. 147 [chi nuch. aka. i of . i I|SYN At t ack rej ect 5

80. 246. 139. 116 |l srael 147. 237. 72. 156 [anan. i df . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 5

46. 19. 86. 217 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4

195.34.150.18 |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 4

46. 121. 209. 177 [l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4

46.120.228.39 |Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

54.244.22.103 |lhited Sates |[147.237.77.176 |natpash.idf.il dr op Frst packet isn't SYN drop 4

5.102.254.198 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.54. 145, 59 I sr ael 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

147. 236. 254. 11 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 3

2.54.146. 112 I sr ael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN - > SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi

109. 67. 148. 130 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.177.144. 171 |israel 147.237. 77. 243 |robi l e i of . | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

2.54.15. 14 I sr ael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TGP Invalid i i ssi

84.110. 108. 235 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.

188. 120. 148. 223|I srael 147. 237. 72. 156 [anan. i df . i | Bad TCP sequence I'nvali d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

79.176.177.97 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.183.104.53 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 67. 176. 214 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.

5.102. 254. 64 I sr ael 147. 237. 72. 166 |aka.i dof . | Bad TCP sequence I'nvali d ACK nunber noni t or

46.120.228.39 |Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert
Sreaming Engine: TGP Invalid i i ssi

79.179.39.220 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

85.130.254.75 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i ||Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

2.54.34.128 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

213.8.204.3  [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINACK retransmt With different foonior s

w ndow scal e

Sreaming Engine: TGP Invalid i i ssi

79.181.16.5 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.

105. 200. 64. 238 |Egypt 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi

79.177.115. 135 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 66. 19. 254 |l srael 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 5
109. 66. 19. 254 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww mag.idf.il/xmrpc. php B ock 5
79.183.215.37 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/main/giyus/ v navy. i df. il B ock 2
109. 67.112.82 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
79.181.197.53 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
Illegal Byte Code Character in Header Nane A.A
68. 51. 43. 32 Lhited Sates|147.237.76.86 |navy.idf.il Aot A-Re Aa [ [ #2]] Aol [ #4]] [ A>AEAcAaM] [ #11] 11 [ [#20]] [ [ #0] ] AcO=Az B ock 1
AE[[#12] 1 [ [ #16]] [ BAA K\ Ao
- . . Unaut hori zed URL Access to
192.243.55. 137 1Dom ni ca 147.237.72.166 |aka. i df . i | waw aka. i df . i |/ nai n/ gi yus/ gener al . aspx?cat i d=59391&doci d=65396 Bl ock !
169. 229. 3. 91 Lhited Sates|147. 237. 76. 147 [chi nuch. aka. i df . i|l11egal Byte Qode Character in Method AA: X B ock 1
85. 64.207.163 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to www atal .idf.il/sip_storage/ B ock 1
68. 51. 43. 32 Lhited Sates|147.237.76.86 |navy.idf.il NLLL Character in Mthod A[[#0]]1[[#0]]1[[#0]]1[[#22]]1A Bl ock 1
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 192. 243, 55, 131 B ock 1
] - . Unaut hori zed URL Access to
40.77.167.0 Lhited Sates|147.237.77. 216 [dover. i df .i | vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
Unknown Par anet er
109. 253. 141. 67 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetol der $ct | 38$ct | 01$ct | 03$chbl Questi on$2  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
68.51. 43. 32 Whited Sates|147.237.76.86 [navy.idf.il Illegal Byte Gode Character in Header VAl ue B ock 1
169. 229. 3. 91 Lhited Sates|147. 237. 76. 147 |chi nuch. aka. i df . i|l11egal Byte Gbde Character in LR B ock 1
87.69.61.221  |israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EWETATEENCRYPTED i n None 1
wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
68. 51. 43. 32 Whited States|147.237.76.86 [navy.idf.il Unaut hori zed Method POST for 147.237. 76. 86/ B ock 1
46. 19. 86. 213 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Qode B ock 1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Waut hori zed URL Access from 192.243.55. 134 B ock 1
Unknown Par anet er
149. 78. 50. 95 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chbl Questi on$l [None 1
inaka idf.il/nan/giyus/questionnaire. aspx
84.108. 8. 74 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
68. 51. 43. 32 Lhited Sates|147.237.76.86 |navy.idf.il Illega Byte Qode Character in Mthod A[[#0]]1[[#0]1[[#011[[#22]1A B ock 1
169. 229. 3. 91 Wi ted Sates|147. 237. 76. 147 |chi nuch. aka. i df . i|Unknown HTTP Request Method AA: X B ock 1
68. 51. 43. 32 Lhited Sates|147.237.76.86 [navy.idf.il Unknown HTTP Request Method A[[#0]][[#0]1[[#0]][[#22]1A in URL B ock 1
65. 132. 59. 34 Lhited Sates|147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthori zed URL Access from 192. 243, 55. 136 B ock 1
169. 229. 3. 91 Uited Sates|147.237.0.19 |nadimatal .idf.il|Ostributed I11egal Byte Gode Character in Mthod B ock 1
Unknown Par anet er
84.111.136. 181 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$15 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx
68. 51. 43. 32 Lhited Sates|147.237.76.86 |navy. idf.il Mal f or med URL B ock 1
190. 171.118. 222|Qosta Rca |147.237.77.216|dover.idf .il Ml ti pl e Unhaut hori zed URL Access from 190. 171, 118. 222 B ock 1
5. 29. 200. 71 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179. 99. 82 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error. htm B ock 1
- . . Unaut hori zed URL Access to
192.243.55. 136 1Dom ni ca 147.237.72.166 |aka. i df . i | waw aka. i df . i |/ nai n/ gi yus/ gener al . aspx?cat i d=58562&doci d=35703 Bl ock !
169. 229. 3. 91 Lhited Sates|147. 237. 76. 147 |chi nuch. aka. i df . i[Abnormal |y Long Request net hod B ock 1
Unknown Par anet er
84.228.52.222 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acehbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
! . . NULL Character in Header Nare at A AAf A-A e[ [#2]] A?[[#4] ][ AvAe
68.51. 43. 32 Lhited Sates|147.237.76.86 [navy.idf.il AcAvm [ #1111 1 [[ #20]] [ [ #0] ] AcO=APAE] [ #12] ][ [ #16] ] [ BACAAN Ao B ock 1
190. 171. 118. 222|Qosta Rca |147.237.77.216|dover.i df .i | Unaut hori zed URL Access to www i df . i |/ spani sh/ B ock 1
Unknown Par anet er
37.142.142.226 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acehbl der $ct | 13$ct | 02%ct 1 03$txtFiel d in None 1

aka.idf.il/nain/giyus/questionnai re. aspx
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