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Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
72.9.148. 10 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
105. 200. 64. 238 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 224 147.237.76. 30 hinush.idf.il |Block Udp Al Nets drop 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.69. 122  |147.237.77.234|Wited Sates |hal ag.idf.il ET SCAN NVAP -sA (2) 2
209.126. 116. 147(147.237.0.15 |Wited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 212. 232. 144|147. 237. 77. 216 |\ et nam dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
93.189. 26. 18 147.237.76.34 |Austria yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
223.4.174.30 147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
125, 212. 232, 144(147. 237. 77. 216 |M et nam dover.idf.il ET SCAN NVAP -f -sS 1
79.181.61. 112  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.10.155. 230 |147.237.77.74 |migaria Landi df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
223.4.174.30 147.237.0.33 |China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
reamn ine: TCP Invali i i Ssi
31.154.178.17 |israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TCP alid  invalid segnent retransnissi on drop 84
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
46. 19. 86. 124 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 16
46.19. 85. 224 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 15
83.14.142.130 |Poland 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 12
212.76.127.44 |Israel 147.237.76.30 |himush.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop
s SWNretransmt wth different .
149. 78. 246. 171 |l srael 147.237.77.233|atal .idf.il  |Bad TCP sequence wi ndow scal @ noni t or 8
46.19. 85. 185 | srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Invali d ACK nunber noni t or 7
S SYNHAK retransnit with different .
79.177.126.121 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence wi ndow scal noni t or 6
Sreanming Engine: TGP Invalid i i Ssi
109.65.34.19  |israel 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
84.108.249.24 |Israel 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
2.54.31. 167 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 138 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
79.183. 152. 154 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
83.225.130. 249 [italy 147.237.72.166 |akaidf.il  |Bad TCP sequence SINAXK retransmt with different | ovor s
W ndow scal e
o SYNWACK retransmit with different .
78.243.187.119 |France 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal 6 noni t or 5
46. 19. 85. 185 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
83.225.130.249 |litay 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 185 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
2.52.178.51 I srael 147.237.77. 176 |matpash.idf .i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
54.172.96.232 |United Qates  |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
201. 220. 244. 247|Qiil e 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or
37.46.39. 123 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
64.246.187.42 |Uited Sates  [147.237.76.86 |mavy.idf.il [Header Rejection :‘ﬁg;trej ection pattern found in - oitor [
Sreamng Engine: TCP Invalid i i ssi
95. 86. 75. 57 I srael 147. 237.77. 243 |nubi l e.i df i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.
172.91. 164. 31 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
79.177.126. 121 |l srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
201. 220. 244. 247|Chil e 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
reanming BEngine: TCP Invali i i sSi
79.180.181.20 |israel 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.52.179.106  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
84.95.130.203 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.120. 125. 12 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
reanming BEngine: TCP Invali i i sSi
37.26.148.239 | srael 147.237.72. 166 |aka i .11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
46. 19. 86. 154 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79.176. 149. 161 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
46.19. 85. 185 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
84.110.109.98 |Israel 147.237. 77. 243 |robi | e i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
31.168.27.195 |israel 147.237.77. 243 |nobi l e i df .1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
2.54. 140. 69 I srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i Ssi
89.138.165.20 |Israel 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
2.52.179. 192 | srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
84.108.249.24 |lIsrael 147.237.77.233|atal .idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
37.46.38.12 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
62.90.131.78  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.181. 135. 251 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Russi an . . |Streaming Engine: TCP Invalid Invalid segnent retransnission.
130. 193. 50. 6 ration 147.237.76.200 |eitan. aka.idf .| Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i Ssi
185. 120. 125. 14 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
5.22.135.97  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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37.142.228. 147 |lsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 142
37.142.228. 147 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 117
176.13.1. 111 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 100
46.121.97.91  |Israel 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 87
46.121.97.91
176.13.1. 111 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 82
37. 46.38. 98 I srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from B ock 82
37. 46. 38. 98
46.121.97.91 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 66
46.121.97.91  |israel 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (403) in Session from Bl ock 25
46.121.97. 91
2.54.179. 154 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 15
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 135 B ock 4
192. 243.55. 130 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 130 B ock 4
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 192.243.55. 131 B ock 3
109. 66. 3. 173 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
192. 243.55. 137 |Donini ca 147.237.72. 166 |aka. i df . i | Distributed thauthorized URL Access on B ock 3
wan aka. i df . i |/ gi yus/ kadat z
46. 19. 85. 252 I srael 147.237.0.19 |mnadimatal .idf.il O stributed Suspicious Response Code B ock
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 129 B ock
77.127.221. 144 |israel 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to . B ock 2
w i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/
- . . D stributed Uhaut hori zed LRL Access on
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ gi yus/ kadat z Bl ock 2
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 192. 243. 55. 138 Bl ock
46. 19. 86. 209 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55, 132 B ock
. . S Whtraceabl e Gonnection - Protocol violation
83.14.142.130 |Pol and 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
169. 229. 3. 91 Uited Sates [147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Code Character in Mthod from169.229.3.91 [B ock 1
201. 220. 244. 247|chile 147.237.77. 216 |dover . i df . i | NM’;J;)‘)' e Untraceabl e S Sessions from 201. 220. 244. 247 (Qen 1\, 0 1
103. 231. 219. 194[Indi a 147.237.77.216|dover.i df . il Unaut hori zed LRL Access to ww i df.il/xmrpc. php B ock 1
. . Unaut hori zed URL Access to
84.228.17.129 |Israel 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 1
41.82.0.80 Senegal 147.237.76.86 |navy.idf.il Enail collector robots 14 B ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | vw aka. i o i |/ el tany prat i npi rteychayal Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.19 |lawforumidf.il Illegal Byte Qode Character in Mt hod Bl ock 1
83.14.142.130 |Pol and 147.237.77. 216 |dover . i df . i | Dstributed Ml fornmed UR B ock 1
2.54.187. 117 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
139.18. 44. 158  |Ger many 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
m ny- kosher -kravi .id i i
66.249.78.94  |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil m ny- kosher - kravi . i df.i1/aj ax/ cr eat ecapt chai nage. aspx
41.82.0.80 Senegal 147.237.77.233|atal .idf.il eMai | Hoar di ng B ock 1
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/tiznoret None 1
87.202.21.79 G eece 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/894-en B ock 1
NULL Character in Method [[#11]] Y[ [#0]] A Az A®
83.14.142.130 |Pol and 147.237.77.216|dover. i df . il A.. AAA-AZKT A?ATXAs: - [ [ #15]] 1 M [ #28] ]/ ?AuA" A?AxA: Az  |B ock 1
A<A
83.14.142.130 |Poland 147.237.77. 216 |dover. i df . il Abnormal |y Long Header Line request header nane B ock 1
169. 229. 3. 91 Lhited Sates |147.237.72. 156 |anan. i df . i | Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |[B ock 1
46.121.97.91 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
201. 220. 244. 247|Chil e 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
85. 75. 57. 102 G eece 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to v idf.il/anan Bl ock 1
41.82.0.80 Senegal 147.237.76.86 |navy.idf.il eMai | Hoar di ng B ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | vw aka. i df . i 1/ mai 1/ g yus/ gener al . aspx2cat | d=60800 B ock 1
. . Unaut hori zed URL Access to
5.175. 13. 138 Ger many 147.237.77. 216 |dover. i df . il vow i df i |/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
83.14.142.130 |Pol and 147.237.77.216|dover. i df . il Distributed Unknown HTTP Request Met hod B ock 1
149, 78. 246. 171 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1517-he/ atal . aspx |B ock 1
. . Unaut hori zed URL Access to
45.55.131. 62 147.237.76.31 [nakchal .idf il nakhal . i df . i|/894-he/ nakhal . aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
95. 86. 75. 57 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/naslulinhist. aspx B ock 1
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