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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

79.178. 13. 103 | srael 147.237. 72. 166 aka.idf.il B ock_Wp Al _Nets drop 3
79.176.127.112 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
52.16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
66. 249. 81. 206 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
66. 249. 93. 180 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
104. 207. 128. 23 Lhited Sates 147. 237.76. 31 nakchal .idf.il [Block Np Al Net drop 1
76.169. 1. 130 Lhited Sates 147.237.76. 201 e atal.idf.il |Bock Wp All Nets drop 1
138. 75. 133. 73 S ngapor e 147.237. 76. 201 e atal.idf.il |Bock Wdp All Nets drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




02-05-2016-15:04:04 to 02-05-2016-16:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. . ET DCS Large anount of TCP ZeroWndow - Possible Niller2
37.26.148.152 |147.237.76.30 |lsrael hi nush. i df . i | 2
DDos attack
93.189. 26. 18 147.237.76.31 |Austria nakchal .i df i1 ET SCAN NVAP -sS wi ndow 1024 1
50.204. 188. 142 [147.237.72.156|thited Sates |anan.idf.il ET SCAN NVAP -sS w ndow 3072 1
46.166. 129. 183 [147.237.8.46 |Netherl ands e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237. 77. 176 |Chi na nmat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.77.61 |Lhited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
, L ET DO Large anount of TGP ZeroWndow - Possible Nkiller2
95.86.124.131 |147.237.76.30 |israel hi nush. i df i | 1
DDos attack
91.201.236. 114 |147.237.0.17 |kraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.166.129. 183 |147.237.8.46 [Netherl ands e. chinuch.idf.il ET SCAN NVAP -sS w ndow 4096 1
_ L ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2
46. 19. 85. 249 147.237.76.30 |[Israel hi nush. i df i | 1
DDos att ack
218. 246. 0. 97 147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
89. 249. 107. 248 |CQoatia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 86
8.37.237.22 Lhited Sates [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 79
Sreanming Engine: TGP Invalid i i ssi
31.154.178.17 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmissi on. drop 48
Ret ransm ssi on Packet dropped.
212.76.127.219 |Israel 147.237.76.30 |[hinush.idf.il|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 30
5.29.131. 215 I srael 147.237.76.86 |navy.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 24
Sreamng Engine: TCP Invalid i i ssi
77.126.26.235 |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.121. 156. 188 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 24
Ret ransm ssi on Packet dropped.
141. 0. 14. 166 Eur ope 147.237.77. 216 |dover.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
64.233.172.171 |Lhited Sates |147.237.77.216|dover.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 18
64.233.172.171 |Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d sequence nunier noni t or 18
212.76.127.10 |lsrael 147.237.76.30 |himsh.idf.il1|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 18
Sreaming Engine: TCP Invalid i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion drop 18
Ret r ansnm ssi on Packet dropped.
64.233.172. 163 [Wited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 15
64.233.172.163 |Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d sequence nunber noni t or 15
64.233.172.155 |Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 15
64.233.172.155 |Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence I'nval i d sequence nunier noni t or 15
192.116. 94. 220 |Israel 147.237.77. 234 |ndl ag.if .i1 [Bad TOP sequence S retransmt with different wndow fooivor |14
64.233.172.163 |lhited Sates |147.237.77.216|dover.idf.i| |Bad TCP sequence I'nvalid ACK nunber alert 12
89.249. 107. 248 |Qoatia 147.237.77. 216 |dover.idf .il |Bad TCP sequence Inval i d ACK nunber alert 11
64.233.172.155 |Lhited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 10
77.125.86.246 I srael 147.237.77.233|atal .idf.il |Bad TCP sequence i;;e”ansm't with different wndow | oivor o
89. 249. 107. 248 |Qoatia 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout aert
185. 3. 147. 205 |l srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence I'nval id ACK nunber noni t or
82.166. 148. 146 |Israel 147.237.76.86 |navy.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
54.172.96.232 |United Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransnission drop 8
Ret r ansn ssi on Packet dropped.
64.233.172.171 |lhited Sates |147.237.77.216|dover.idf.i| |Bad TCP sequence Invalid ACK nunber alert
188. 120. 148. 253l srael 147.237.72. 166 [aka idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
77.125.109. 191 |[Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 22 I srael 147.237.77. 216 |dover.idf .il |Bad TCP sequence Inval i d ACK nunber alert
46.19. 85. 22 I srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop
reamn ine: TCP Invali i i Ssi
84.95.209. 201 |israel 147, 237.77. 243 |t 1 e, o[ €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.179. 125. 226 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission drop 6
Ret r ansnm ssi on Packet dropped.
54.164.131. 187 |Lhited Sates |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or 5
2.52.177.231 I srael 147.237.72. 166 |aka.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
66.249.81.182 |lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 4
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46. 19. 86. 252 I srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 4
46. 116. 86. 14 I srael 147.237.72. 166 [aka i df.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
80.246.139.11 |l srael 147.237.72. 166 |aka.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
Sreanmng Engine: TCP Invalid i i sSi
37.26.147.234 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.8.85 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
149.78.43.54  |israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.209.83 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.167 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.126.26.235 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.20.26 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 67
46.121.97.91 |lIsrael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 61
77.126. 26. 235 |[lIsrael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 61
46. 210. 243. 170 [l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 29
176.13.15. 127 |Israel 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 5
109. 67.9.200 |[Israel 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 3
46.19.86.142 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
192, 243. 55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192. 243, 55. 134 B ock 2
77.126.26.235 |[lIsrael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
192. 116. 94. 220 |l srael 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
169. 229. 3. 91 g‘;tts: 147.237.77. 170 [maar achot . i df . i | Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
66.249. 78. 146 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/consol e/ core/ doc_ngr/nul | Bl ock 1
i nobi | e. nei tav. i df. i
169. 229.3.91 Lsh;::s 147.237.76. 39 | Mul ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
128. 232. 110. 29 E:'rf:gom 147.237.76. 147 |chi nuch. aka. i df . i | [Whaut hori zed UR. Access to 147.237.76. 147/ Bock |1
68. 180. 228. 112 ;h;ttgs 147.237.77. 216 |dover . i df .i | Paranet er Type M ol ati on PageNumin vww i df . i|/1283-en/ dover. aspx Bl ock 1
Wi ted Unknown HTTP Request Method 7: 6AZ° | A2A«A;LA?bA'A... A% 1A?A3 Az
169.229.3.91  [o o o 147.237.77.234|hal ag.i df . i | ZZ<[ [ #24] ] 7A2A2 A\ D] [ #22] ] Ae~t | AceoA\ A+ A&A?[ [ #22] 1 A7[ [#16] 1 AZ  |Bl ock 1
AZALAZACL [ #30] 1M [#711A in URL
54.172. 96. 232 ;h;ttee: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/tenpl ates/sitenap/ piw k. php |Bl ock 1
Lhi ted . . Unknown HTTP Request Method AENnAC[[#31]] VAY] [ #31] ] KAYAT
169.229.3.91 [g . o 147.237.76.86 |[navy.idf.il ([ #7]] A»3AT [ #29]] A AcA»ZAFAE in URL APA <A?x" AMAx: yA-A2CY Bl ock 1
i nobi | e.nei tav.idf.i
169. 229. 3. 91 g];ttssd 147.237.76. 39 | Illegal Byte Gode Character in Header Nanme B ock 1
79.181. 162. 133 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/giyus/ general Bl ock 1
169. 229. 3. 91 g;:s: 147.237.77.234|hal ag. i df . i | Abnormal |y Long Request net hod Bl ock 1
- . Unaut hori zed URL Access to
66. 249. 78. 159 |l srael 147.237.77. 216 |dover . i df . il v i df . i 1/ 1283- 15430- en/ dover . aspxbedoui n Bl ock 1
46.117.190.22 |[Israel 147.237.77.216|dover. i df .i | D stributed Whaut hori zed URL Access on waw i df .il/https: /v idf.il/ B ock 1
169. 229. 3. 91 g‘;tts: 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod Bl ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | voww aka, i of i |/t Znor et/ pri nt previ ew def aul t . asp B ock 1
157. 55. 39. 138 ;q;ttssd 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwy aka. i df.il/main/rabanut/ 61998 B ock 1
77.125. 86. 246 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
66.249.65.82 |lsrael 147.237.76.200|ei tan. aka. i df .i | Lhknown Paraneter searchText in eitan. aka.idf.il/916-en/ eitan. aspx None 1
169. 229. 3. 91 ;1;::: 147.237.77. 170 |n@ar achot . i df . i | Illegal Byte Qode Character in LRL Bl ock 1
i ile.neitav.idf.i
169.229.3.01 |Juted 147,237, 76,39 | PP I € MR tAVTA Al R B ock 1
Sates |
41.82.0. 80 Senegal 147.237.77. 216 |dover.i df .i | Enail collector robots 14 Bl ock 1
- . . Unaut hori zed URL Access to
192.243.55. 130 [Coni i ca 147.237.72.166 |aka. i df . i | waw aka. i df . i |/ nai n/ gi yus/ gener al . aspx?cat i d=58570&doci d=65110 Bl ock !
. . D stributed Lhaut hori zed URL Access on
85.65.15.29  [Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
169. 229. 3. 91 ;h;ttee: 147.237.77.234|hal ag. i df . i | Illegal Byte Qode Character in Header Nane Bl ock 1
66.249.78.177 |Israel 147.237.76.200|ei tan. aka. i df .i | Unknown Paraneter SearchText in waw eitan. aka.idf.il/938-he/eitan. aspx [None 1
Lhi ted . . Illegal Byte Code Character in Method AENAC[[#31]] VAV [ #31] ] KAYAT
169.229.3.91 [oo 147.237.76.86 |[navy.idf.il [[#7] ] A»3A] [ #29] ] A AcoA»ZAFAE Bl ock 1
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243. 55. 136 Bl ock 1
169. 229. 3. 91 ;1;::: 147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod Bl ock 1
77.125.109. 191 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/nain/ B ock 1
185. 3. 147. 205 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co Bl ock 1
169. 229. 3. 91 Lsh;::s 147.237.77. 170 |maar achot . i df . i | Mil tiple Abnormal |y Long Request from 169.229. 3. 91 Bl ock 1
66. 249. 65. 122 [l srael 147.237.76.200(ei tan. aka. i df . il Unknown Paraneter PageNumin wwy ei tan. aka.idf.il/1103-en/eitan. aspx |None 1
Lhited mobi le.neitav.idf.i ,
169. 229.3.91 Sates 147.237.76. 39 | Miltiple Abnornal |y Long Request from 169. 229. 3.91 B ock 1
41.82.0.80 Senegal 147.237.77.216|dover. i df . i | eMai | Hoardi ng B ock 1
. . - D stributed Lhaut hori zed URL Access on
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | v aka i of i 1/ti znor et/ pri nt previ ew def aul t. asp B ock 1
109. 64. 182. 124 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
i ted Illegal Byte Code Character in Method 7: 6AZ" | A2A«A: LAPbAA. .. A%o
169.229.8.91 [g o 147.237.77.234|hal ag.i df . i | 1A A27zZ<[ [ #24] ] TA?A2 A\ O [ #22] ] As~t | AccoA¥\ AxA&A?[ [ #22]] Az Bl ock 1
[ [ #16] ] AZAZALAZAC [ #3011 A [ #7] 1 Ak
66.249.78.177 |Israel 147.237.76.200|ei tan. aka. i df .i | Unknown Paraneter SortDir in v eitan. aka.idf.il/1103-en eitan. aspx None 1
169.229. 3. 91 Lsh;::s 147.237.76.86 |navy.idf.il Illegal Byte Code Character in Query String on A?A <A?x” AMA- yA-A?(5 |8 ock 1
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