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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
185. 130. 5. 201 147.237.76. 38 eeneitav.idf.il |Block Udp All Nets drop 1
185. 130. 5. 201 147.237. 76. 197 e hinush.idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Potential Scan or Brute Force

Gountry
L ET DC5 Large anount of TCP ZeroVWndow - Possible Niller2
80. 246. 133. 205 [147. 237. 77. 233 |l srael atal.idf.il 17
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
85.64.232.181 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
80. 82. 64. 90 147.237.77.179|Netherl ands ~ |e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.0.33 |Lhited Sates [idf.il ET SCAN NMAP -sS wi ndow 1024 1
. |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
146.66.19. 190 |147.237.0.16 |Kazakstan ny- kosher-kravi .idf .il . 1
Potential Scan or Brute Force
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
60.213.170. 187 [147.237.76.30 [China hi nush. i df . i | 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reaning Engi ne: TCP

Inval i d segnent retransnission.

Action

Inval i d Retransnissi on

Packet dropped.

31.154.178. 17 | srael 147.237.72. 166 |aka.idf . il . .. droj 99
Inval i d Retransmission Packet dropped. P
46. 19. 85. 230 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |50
Sreaning Engi ne: TCP i i ssi
194. 150. 201. 210|Wni ted Kingdom  [147.237.76. 200 [ei tan. aka. i df .| mng Ehgine. Invalid segnent retransmssion. | ., 45
Inval i d Retransmission Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
89. 249. 107. 248 |Qoatia 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tinmeout [reject 27
89. 249. 107. 248 |Qoatia 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |22
Pal esti ni an s -
188. 161. 5. 245 Territory, CGeeup ed 147.237.77. 176 [nat pash. i df . il dr op First packet isn't SWN drop 17
114.187.76. 126 |Japan 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 16
46. 19. 85. 22 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |12
S reanm ng Engi ne: TCP i i ssi
79.178.6.198  |Israel 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.
46. 19. 85. 159 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |10
46. 19. 85. 159 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 9
80. 246. 133. 205 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |9
105. 200. 113. 216 |Egypt 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 8
80. 246. 133. 205 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 7
S reaning Engi ne: TCP i i ssi
80. 246. 136. 162 |Israel 147. 237.77. 243 |nobil e. i f . | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
reamng Engi ne: T i i ssi
77.127.209. 155 |israel 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
ream n ine: T i i ssi
79.178.26.85  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
84.228.139. 105 |I srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
109. 253. 195. 47 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
S reaning Engi ne: TCP i i ssi
79.176.160.50 |l srael 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
212.76.127.219 | srael 147.237.77. 226 [} chanatz. aka. 1df 1y ock HTTP Non Conpl i ant gz:t;ed to handie connection | pnitor |6
109. 253. 195. 47 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
S reaning Engi ne: TCP i i ssi
79.182.38.149 |israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
77.127.135. 234 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject
31.168. 244. 160 |[lIsrael 147.237. 77. 216 [dover.i df . i SYN At tack SYN -> SYN-ACK -> Tineout [reject
) . SYNtAXK retransmt with .
77.127.135. 234 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 6
46. 19. 86. 168 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
80.246.139.25 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINWAK retransmt with moni tor |5
di fferent w ndow scal e
89. 139. 147. 149 |l srael 147.237.72. 167 |ishurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
109. 66.136.26 |l srael 147. 237. 77. 216 |dover i of .1 Bl ock HTTP Non Conpl i ant Szjt;ed to handle comection oo |5
5.102. 254. 73 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
188. 120. 148. 133|l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
31.210.187. 221 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber monitor |4
91.200.12.136 |kraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
31.210. 187. 227 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
91.200.12.143  |krai ne 147.237.77.74 |lawidf.il drop SAMrule drop 4
31.210.188.35 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
91. 200. 12. 106  |Wkrai ne 147.237.77.74 |(lawidf.il dr op SAMrul e drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection o vor 4
91.200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
87. 68. 148. 24 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Tineout [reject
Sreamng Engi ne: TCP Invalid segnent retransnission
212.156. 76. 130 |Turke 147. 237. 76. 200 |ei tan. aka. i df .i | . o " |dro 4
Y Inval i d Retransmi ssi on Packet dr opped. P
91.200.12.136 |Wkraine 147.237.77.74 |lawidf.il drop SAMrul e drop 4
Sreaning Engi ne: TCP i i ssi
109. 65.62.58  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
212.76.127.44  |israel 147.237.77. 226 [\ chamatz.aka.idf gy ock HTTP Non Gonpl i ant Szjt;ed to handle comection oo |3
S reaning Engi ne: TCP i i ssi
37.26.147.255 |israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segment retransmssion. f 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.183.63.156 |Israel 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. |, 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count
79.177.8.140 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 1031
5. 28. 136. 50 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 166
77.126.92.8 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 56
149. 88. 125. 83 |l srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut horized URL Access from 149. 88. 125. 83 Bl ock 13
46.19.85.115 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 9
109. 66. 136. 26 |l srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 109. 66. 136. 26 B ock 8
80. 246. 139. 17 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 8
109. 66. 136. 26 |l srael 147.237.77.216|dover.i df . i | Unaut hori zed HTTP Met hod Bl ock 7
46.19.85.212 |Israel 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 6
Russi an ) ) Parameter Type Mol ation _ ‘ ‘
188.143.232.15 [ - -0 147.237.77. 216 |dover.idf .il ct| 003Cont ent A acekbl der 1$ucAv ti cl eLobbyont ol $dat epi cker in B ock 4
wwy i df . i |/ 1283- en/ dover . aspx
149.88.125.83 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt eh ?rdlfz:e? , tgeggfy‘isem;es” < ehi | ddooument </ 1362 Bock |4
5.22.131.51 I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 4
84.111. 232. 153 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
84.109.19.68 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19.86.142 |Israel 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
46. 19. 85. 85 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
176.13.10.75 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
85.65.99.36  |Israel 147.237.0.19 |nadimatal .idf.il g;“;]h;r;f_?‘éfﬁ/ Spﬁ;eesdslatj‘;xl it enalkt Gaunt £y, a5 Bock |2
66.249.78.82 |Israel 147.237.77.74 |lawidf il me?iw?éﬁnielt/e;gﬁgiprg Zszrafggi’“ in None 1
89.163. 142. 85 |Ger many 147.237.72. 166 [aka. i df . i | Admi n Bl ocki ng B ock 1
Unhknown Par anet er
82. 80. 140. 226 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphiai n$TochenP aceHbl der $ct | 13%ct 1 02ct | 03$txtField in  |None 1
aka.idf.il/nain/giyus/questionnaire. aspx
66. 249.78.239 |lIsrael 147.237.76.200|ei tan. aka. i df . i | Lhknown Paraneter searchText in eitan. aka.idf.il/983-en/ eitan. aspx None 1
128. 232. 110. 29 ngi“r:ge((jjom 147. 237.76. 39 ImeI le.neitav.idf. | Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
46.19.85.159 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
80. 246. 133. 205 || srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/ atal . aspx B ock 1
66.249.78.95 |[Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
5.29.99.28 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
89. 163. 142. 85 |Ger many 147. 237.72. 166 |aka. i df . i | aulzzluit (:'f?riilzlzc(jjmﬁcx_c\f;; \Aty%/ directivel | ndex B ock 1
84.108. 14. 207 |l srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
72.9.148.10  |wited Sates [147.237.76.86 |navy.idf.il muzgs;' e e e/ navy. aspx. aspx Bock |1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sites/gallery B ock 1
146.185.234. 48 |00 & 1147.237.77. 176 |nat pash. i df . i | ma?:gzrt e i\':;’gglli_zr;/fcro‘;'ﬁlaes;; Bock |1
85. 64. 46. 226 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
80. 246. 136. 162 || srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
66.249.78. 146 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter gt; in v aka.idf.il/main/rabanut/general . aspx None 1
149. 88. 160. 26 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
37.142.149.60 |Israel 147. 237.72. 166 |aka. i df . i | Mivipe Pl SR B fwdth Uicode Encoding on (R/Praneter(®)  laook 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 [nat pash. i df . i | m“tcgggtzfgf e o ey cogat . aspx. Bock |1
146.185. 234. 48 RFeJZ:::S on 147.237.77. 176 nat paSh' idf.il muéggar\tl.zied? .Li?;tzcngle:ltse;/oshar ed/ user cont r ol s/ header upper / Bt ock !
66. 249. 78. 159 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/atal /i zkor/vi ew text. asp B ock 1
157.55.39.26 |Lhited Sates |147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
84.109.128.94 |Israel 147.237.77. 233 at al . i df . i | ma:;efigfmﬂiih?;ejrlcaiﬁd n Bock |1
Unknown Par anet er
149. 78. 154. 141 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.116. 248. 170 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
85.65.201.34 |Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphiai n$TochenP aceHbl der $ct | 13%ct 1 02ct | 03$txtField in  |None 1
aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
82. 80. 140. 226 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on [None 1
$83 in aka.idf.il/main/giyus/ questionnaire. aspx
66.249.78.230 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : °|rd'fz‘f‘|j , t’;eggf;sem;esu <t ohi | ddocument <) 1735 Bl ock 1
109. 66. 136. 26 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/sip storage/files/3/ Bl ock 1
84.111.24.80 |Israel 147.237.77. 216 |dover. i df . i | ggi‘i %ﬂ&ﬁfﬁfﬁﬁb\i gﬁg_&gi:\&) None 1
79.180. 208. 43 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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