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02-05-2016-13:04:06 to 02-05-2016-14:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 4
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
104. 207. 128. 23 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il ock Np Al Net drop 1
185. 130. 5. 224 147. 237.76. 30 hi nush. i df . i | Block Wdp All Nets drop 1




02-05-2016-13:04:06 to 02-05-2016-14:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
45, 79.193. 230 147. 237.77. 216 dover.idf.il Cl04: HTTP. Access to - pageinf 0. php B ock 1
188. 165. 15. 206 France 147.237.77. 233 atal.idf.il (228: HITP.  AnrefBot craw er B ock 1
213.57. 240. 91 | srael 147.237.0.19 madi matal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




02-05-2016-13:04:06 to 02-05-2016-14:04:06

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66.249. 79. 43 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 754

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

185. 106. 92. 137 147.237.77.19 | awforumidf .il ET SCAN NVAP -sS wi ndow 1024 1

104. 128. 144. 131 147. 237. 76. 196 Canada esvivaidf.il ET SCAN NVAP -f -sS 1
41.228.12. 4 147.237.72. 166 Tuni si a akaidf.il ET SCAN Potential SSH Scan 1

104. 128. 144. 131 147. 237.76. 196 Canada e.sviva idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
reamn ine: TCP Invali i i ssi
31.154.178.17 |israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 90
Ret ransm ssi on Packet dr opped.

e SWNretransnmit wth different .
93.172.35.9 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence vi ndow scal @ monitor |63
46. 19. 86. 58 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 44
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.240.91 | srael 147.237.0.19  |nadi matal .idf.il Bad TCP sequence SN retransmt with different monitor |28

wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.86.149  |israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. g 21
Ret ransm ssi on Packet dropped.
84. 228. 56. 252 | srael 147.237.77.233|ata .idf.il dr op Frst packet isn't SYN drop 18
2.54.152. 186 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
Vb Server Enforcenent HTTP Ceni
207. 241. 231. 229|Uni ted Qates [147. 237. 72. 166 |aka i df i _ Veb Servers S ow HITP Denial of | o 10
Mol ation Service
reamng BEngine: TCP Invali i i ssi
2.54.38. 141 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |invalid segnent retransnission. | 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
2.54.3.92 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dropped.
157.55.39. 248 |Wnited Sates [147. 237. 77. 212 [e. dover. i of . Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 9
enf or cenent
5.102. 254. 73 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |8
37.26.149.252 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence alert 8
37.26.149.252 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |8
46. 19. 86. 224 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
reamn ine: TCP Invali i i ssi
84.228.34.19  |Israel 147. 237.72. 166 |aka.i of . i | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
196. 217. 42. 135 |Mor occo 147.237.77. 216 |dover.idf.il dr op drop 6
reamng BEngine: TCP Invali i i ssi
79.176.107. 125 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
185.32.179.11 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 86. 6 I srael 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 6
94.230.86.198 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
37.46. 39. 188 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |6
Sreanming Engine: TGP Invalid i i ssi
80. 74.127.245 |israel 147.237.77. 243 |nobile. i of .| 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.9. 51 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.158.232  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
37.26.146.220 |lsrael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
2.54.168.201  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
217.132.8.165 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
109. 253. 138. 190|I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |5
197. 42.188. 164 |Egypt 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
31.210.187. 231 |[Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
80. 246. 139. 208 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
84.108. 99. 41 I srael 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 5
2.52.16.15 I'srael 147.237.77. 226 | "} chamatz.aka.1d! |paq TGP sequence Inval i d ACK nunber aert 5
2.52.16.15 I srael 147.237.77. 226 ['" chanatz. aka. 10f 1pq TOP sequence Invalid ACK nunber monitor |5
Sreamng Engine: TCP Invalid i i ssi
66.249.78.184 |Uited Sates |147. 237. 76. 200 [ei tan. aka i df .i | 9 =g Invalid segent retransmssion. | 4
Ret ransm ssi on Packet dropped.
37.26.149.252 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
37. 46. 39. 188 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12. 143  |Wkraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
109. 253. 138. 190|I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
5.29. 49. 229 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
Sreanming Engine: TGP Invalid i i ssi
46.19.86.139  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.54.213 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
188. 120. 148. 140|| srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.53. 206 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.235  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 137. 111 I srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry ‘Target Address [Site Sgnature Action ‘Count
79.177.8.140 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1000
5.22.134.200 | srael 147.237.0.19 |madimatal .idf.il ;?gz'l\ﬁgﬁlozfoéhe Same Response (bde (404) in Session from Bock  [527
5.22.134.200 |israel 147.237.0.19 |nadi matal .idf.il gf’(z’z'.\”i';ﬁlozfoéhe Same Response (pde (403) in Session from Bock  [345
5.22.134.200 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 104
93.173.96. 139 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 36
2.54.55. 153 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 25
185.32.179. 83 |[lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 21
213.57.240.91 |[Israel 147.237.77. 216 |dover.idf .i | Mitiple Illegal Byte Gode Character in Mthod from 213.57. 240. 91 B ock 8
213.57.240.91 |Israel 147.237.77.216|dover. i df .i | Mil tiple Abnormal |y Long Request from 213.57.240.91 B ock 6
85. 65. 49. 94 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 85. 65. 49. 94 B ock 6
213.57.240.91 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unknown HTTP Request Method from 213.57.240. 91 B ock 5
213.57.240.91 |Israel 147.237.77.216|dover. i df .i | Mitiple Illegal Byte Code Character in Header Nane from213.57.240.91 |B ock 5
213.57.240.91 |Israel 147.237.77. 216 |dover.i df .i | Ml tiple Miformed URL from 213.57.240. 91 B ock 5
46.19. 85. 82 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 5
84.228.34.19 |[lIsrael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
41.102.54.114 |AMgeria 147.237.77. 216 |dover . i df .i | PHP At t enpt B ock 3
46.19.86.139 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
80.74.127. 245 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
41.102.54.114 |AMgeria 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to wwuidf.il/xmrpc. php B ock 3
31. 154, 253. 217 |I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
5.22.130. 98 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
46.19.85.206 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
37.26.149. 252 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
213.57.240.91 |israel 147.237.0.19 |nadimatal .idf.il (Mgél'_ﬁlcz\lu&t_fsﬁi?'&f‘ﬁiﬂ?ﬂi&&f&g 240.91 (Protocal violation .o 5
213.57.240.91 |israel 147.237.77. 216 |dover . i df . i | ?"gég&ﬂiﬁgﬁ?'&f‘mﬁﬁiﬂi&8&2&3 240.91 (Protocol violation 1\ 1o |,
Unknown Par anet er
79.179.38.169 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$ |None 2
45 in aka.idf.il/nai n/ gi yus/ questi onnaire. aspx
213.57.240.91 |lIsrael 147.237.77. 216 [dover . i df . i | Miltiple NULL Character in Header Name from 213.57. 240. 91 B ock 2
107. 182. 20. 202 Lshia:g: 147.237.77.74 [lawidf.il Enail collector robots 14 Bl ock 1
40.77.167.3 ;h;ttsg 147.237.72. 166 [aka. i df . i | Unknown Paraneter tmin ww aka.idf.il/nain/gi yus/ None 1
213.57.240.91 |[Israel 147.237.77. 216 |dover.i df .i | Abnornal |y Long Header Line request header nane B ock 1
169. 229. 3. 91 g‘;:g 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Qode Character in URL Bock |1

NULL Character in Query String 4xax \&?[[#26]] x| [#0] ] A xf[ [ #24] ] $4€2
213.57.240.91 |[Israel 147.237.77. 216 |dover . i df .i | D [[#1]] A-A—AY [ #16] ] [[#8] ][ [#0]][[#28]] OTUx A»22x¥A; 20A»pA° x¥l &€7|H ock 1

8WRAS?A. A;KwgA? on 9[ [ #28] ] "AYETA,¢x¥miuAZASOY

169. 229. 3. 91 Lsh'a:g: 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod B ock 1
74.82.47.4 ;h;ttsg 147.237.72.167|i shurimaka. i df .il |Uauthorized URL Access to 147.237.72.167/ B ock 1
213.57.240.91 |[Israel 147.237.77. 216 |dover.idf .i | Mitiple Illegal Byte Gode Character in URL from213.57.240.91 B ock 1
Illegal Byte (de Character in URL txul [[#6]]) A&
213.57.240.91 |[Israel 147.237.77. 216 |dover.i df .i | [[#27]] A4 [ #22] ] nj [ #24] 1 [ [ #23] ] [ [ #16] ] Byx?gONda€?xax£: c[ [#1]] xxoe  |B ock 1
([ a-a2" x[[#19] ] x” &E™AYn) j ~7A?" 1/ Ace
Illegal URL Path Encoding ~[[#31]] Q nnlyx@A x€xf[ [ #23]] va€
1[[#25] ] & a,-A248[ [ #31] ] aC® O\ A3 [ [ #19] | | ASyx?Acele xCAE™ x?AS
A?ATxA-Aj q6A, xj O¥xswaA?3
. . Avr-a€eac?(r nj [#28] ]| O Aa2 x?ev3xMet Aey[ [ #23]] A 33€}AET [#19] 1 AY
109. 67.202. 42 [ srael 147.237.72. 166 |aka. i df . i | AEBACA [ [ #23] ] A 1eAvAAE X<l o[ [ #1]] ~a€! 43] Ava.0 O a€ Bl ock 1
28t [ [#30] ] [ [ #3] ] & 6- 6a€ce<x§ayAzA¢x?
AES[[#21]] [ [#4]]1 K AoxYETx3 [ [#15] ] x?2x+( A€782 xY[ [ #24] ] x§
; A r{ert gAAYRBESS
213.57.240.91 |[Israel 147.237.0.19 |madimatal .idf.il Illegal Byte Qode Character in Mthod B ock 1
Unknown Par anet er
79.183.28.72 |Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Questi on$ [None 1
102 in aka.idf.il/main/gi yus/ questi onnai re. aspx
169. 229. 3. 91 ;h;ttsg 147.237.72.167|i shurimaka.idf .il |Dstributed Malforned LRL B ock 1
169.229. 3. 91 L;;:g: 147.237.0.15 |kosher-kravi.idf.il |Abnormally Long Request rmethod B ock 1
- kosher - kravi . i a - i
66.249.78.94 |israel 147.237.0,17 | Y- KOShEr=Kravi. jiilegal Paraneter Encoding )![Fi}(&X FORIXJLO-[xhXIVKgL in None |1
idf.il mny-kosher-kravi . idf.il/ajax/ creat ecapt chai nage. aspx
107. 182. 20. 202 Lsh'a:g: 147.237.77.74 [lawidf.il eMii | Hoar di ng Bl ock 1
40.77.167. 70 ;h;ttsg 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock 1

213.57.240.91 |israel 147.237.77. 216 |dover . i df . i | II1egal Byte Code Character in Header Nane 9A - Aceph yAS Bock |1

169. 229. 3. 91 ;h;ttsg 147.237.77. 216 |dover.idf .i | D stributed Unknown HTTP Request Met hod B ock 1
84.228.34.19 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
. . Unknown HTTP Request Method GA°A'A AA) A?KUAtLe & A? @ 2b3A-
213.57.240.91 |Israel 147.237.77. 216 |dover . i df . i | Aer QR \ j Amia] [ #27] ] A AtALA O& A [[#17]] in URL Bl ock 1
169. 229. 3. 91 ;";Its: 147.237.72. 166 [aka. i df . i | Ill1egal Byte Gode Character in Mthod Bl ock 1

Unknown Par anet er
77.127.157. 188 |l srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Questi on$ [None 1
113 in aka.idf.il/mai n/ gi yus/ questi onnai re. aspx
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