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|Top Attackers | n DDoS- Def ence |

02-05-2016-12:04:04 to 02-05-2016-13:04:04

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46. 188. 23. 221 Russi an Federation 147.237.76. 42 refuah.idf.il JLMPurple Gon Limt Htp drop 3
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il ock Np Al Net drop 2
46. 188. 23. 221 Russi an Federation 147.237. 76. 42 refuah.idf.il JLM Under Attack GCon Htp drop 2
141. 212. 122. 86 Lhited Sates 147. 237. 76. 201 e atal.idf.il Block Udp Al Nets drop 1
193. 242. 218. 6 Snitzerl and 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
141. 212. 122. 87 Lhited Sates 147. 237. 76. 201 eatal.idf.il ock Wip Al Nets drop 1
177.183.193. 99 Bazil 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
177.183.193. 99 Bazil 147.237.76. 197 e. hinush.idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

91.219.122. 4 Pol and 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91.219.122. 4 147.237.77. 74 |Pol and lawidf.il SQ Injection - Select Fom 3
188. 152. 234. 175|147, 237. 77. 216 |Italy dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 2
66.249.78.159  |147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
46.148.22. 26 147, 237. 76. 200 |Li t huani a eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237. 72. 167 |Li t huani a ishurimaka.idf.i|ET SCAN Potential SSH Scan 1
12 235 8 147 237 76.31 |Thai 1 ard vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 246. 0. 97 147. 237. 76. 198 [Chi na e.yohalan.idf.il [ET SCAN NVAP -sS w ndow 1024 1
52. 33. 66. 29 147.237.77.216|nited Sates |dover.idf.il portscan: TCP DO stri buted Portscan 1
46.148. 22. 26 147.237.76. 38 |Lithuania eeneitav.idf.il|ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.8.46 |Lithuania e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
208.67.1.42 147.237.77.121 |thited Sates [e navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
54.244.22.103 |Whited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 34
46. 19. 85. 59 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d AGK nunber noni t or 34
93.172.35.9 I srael 147.237.77. 233 |atal .idf i Bad TCP sequence SN retransmt wth different monitor |34
w ndow scal e
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop 32
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 32
Vb Server Enforcenent HTTP Deni
207.241.231. 229|Wited Sates  |147.237.72. 166 |aka.idf il , Véb Servers S ow Cenial of | o ect 24
Mol ation Servi ce
46. 19. 85. 112 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreaming Engine: TGP Invalid i i ssi
2.54.0. 156 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 18
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.141.42  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.154.178.17 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.27.200 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 112 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 9
reamn ine: TCP Invali i i ssi
2.54. 25, 62 I srael 147.237.0.10  |nadi matal.iof.i1|o " €A NG Engine: TCP alid invalid segnent retransnission, drop 9
Ret r ansni ssi on Packet dropped.
2.54. 46. 142 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TCP Invalid i i ssi
66.249.65.122 |Wnited Sates  |147.237.76.200 |eitan. aka idf. il 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85. 130, 217. 200 |Israel 147.237.72. 167 |i shuri maka. i f . 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
82.81.81. 40 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
2.52.10. 137 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.170 |tited Sates  |147.237. 76. 200 [ei tan. aka i df .i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78.230.17  |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
80. 246. 137. 172 I srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence SINGAQC retransmt with different Jopsitor s
w ndow scal e
197.200.9.225 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
82. 81. 81. 40 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SAXK retransmt with different 1opniior s
w ndow scal e
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
Sreamng Engine: TCP Invalid i i ssi
66.249.78.137 |United Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 131 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 138 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or
. . SYNPAXK retransmt with different .
37.26.148.221 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
46. 188. 23. 221 R‘F Sf:;”ion 147.237.76.42 |refush.idf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
. . SYNretransmt wth different .
80. 246. 130. 197 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TGP Invalid i i ssi
46.19.85.237  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
185. 3.147.205 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunier nonitor |3
Sreaming Engine: TGP Invalid i i sSi
79.180.38.254 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
149.78.236.83 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
37.26.146.170 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.190.113  |Israel 147.237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
37.26.149.225 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.154.184  |lsrael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 64. 175.63 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.200.82 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
157.55.39.248 |Uited Sates |147.237.77.212|e.dover.idf.il [Geo-| ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |[dr op 3
Sreanming Engine: TCP Invalid i i ssi
212.235.79.47 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.170.88  |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 217 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 3
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Sreamng Engine: TCP Invalid i i SSi
87. 68. 65. 14 I srael 147.237.72. 166 |aka. i f . 9 =g nvalid segnent retransmssi on. drop
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
143.127.2. 4 Lhited Sates  |147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
109. 65. 27. 1 I srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.158.101  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop

Ret ransnm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.177. 8. 140 | srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 738
176.13.18. 29 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 281
79.177.8.140  |israel 147.237.72.166 |aka. i df . i | Too Miny of the Sane Response Cbde (404) in Session from Bock  [203
79.177. 8. 140
2.54.25. 62 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 162
77.127.32.19 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 129
2.54.25. 62 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Qode B ock 112
176.13.18. 29 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 95
2.52.177. 207 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 31
37.142.168. 151 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 17
. . . Unhaut hori zed URL Access to
5.29.54. 186 I srael 147.237.0.19 |madimatal .idf.il nadi matal i df i |/ shar ed/ aj ax/ updat enakat qaunt i ty. aspx Bl ock 9
109. 186. 173. 101 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 109.186.173.101 |B ock 7
37.142.207.80 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
66.249.78.159 |[Israel 147.237.77.216|dover.i df . i Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 159 B ock 5
176.13.9.174 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13. 14. 28 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 128. 245|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
79.181.184.46 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 85. 82 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.117.214. 253 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 2
79. 180. 33. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66.249.78.170 |lsrael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 78. 170 B ock 2
68.180.228.112 |[hited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin waw i df.il/1133-he/ dover.aspx  [B ock 2
Unknown Par anet er
5.29.172.36 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03$chl Quest i on [None 2
$20 in aka.idf.il/nain/giyus/ questionnaire. aspx
79.177.8. 140 I srael 147.237.72. 166 [aka. i df . i | Too Many 404: Response Code per Session B ock 1
. . Unhaut hori zed URL Access to
109.253.202.19 |l srael 147.237.72. 156 [anan. i df . i | wn anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
68.180.230.29 [Lhited Sates |147.237.77.176 |mat pash. i df . il Parameter Type Vol ati on Pagehlmin Bock |1
) ) ) ) o p ) ’ waw cogat . i df . i1/2113- he/ cogat . aspx
85. 65. 49. 191 I srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to vww aman.idf.il/https:/ww aman.idf.il/ |B ock 1
m ny- kosher - kr avi _ _
66. 249. 78. 80 | srael 147.237.0. 17 df i Ostributed |11 egal Paraneter Encoding None 1
Russi an . . Parameter Type Mol ation InfoGenterltemin
178.35. 45,197 Federation 147.237.77.74 [law i df. il vy | aw i df.il/tenpl ates/getfilelgetfil e. aspx Bl ock !
Unknown Par anet er
79.182.144. 4 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 38%ct | 01%ct | 03$chl Quest i on [None 1
$2 in ww aka. i df.il/nai n/gi yus/ questionnaire. aspx
5.102.196.189 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df . i1/ mai n/ sachar/ B ock 1
_ m ny- kosher - kr avi _ _
169. 229. 3. 91 Lhited Sates |147.237.0.17 Pdf il Mitiple Ill1egal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock 1
NULL Character in Method A[[#0]][[#0]][[#0]][[#19]] At[ A%eA™
A2 Aghe B2 AYAYHE A6[ [ #16]1 [ [#7]] A?Ar, AfAA—AUSSABAE
72.191.176.27 |lhited Sates [147.237.76.86 |navy.idf.il [[#30] ] AGA| [ #25] ] A2 AxVeKAVAYAA( [ #16] ] A- Az $SLur 8At A21 RAce  |B ock 1
Af: [[#1] ] AYR[ [ #12]] A8[ [ #28] | A2qA«Ae A?[ [ #29] ] AR ASAVEC [ [ #2] ] Ace
[[#25]]
. . . Unaut hori zed URL Access to
66.249.78.216 |Israel 147.237.77. 243 |nobi l e. i df . i | mubi | e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1891 Bl ock 1
107.182.20. 202 |[lhited Sates |[147.237.77.176|nat pash. i df . il eMi | Hoarding B ock 1
82.80. 17. 163 I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1
. . Unhaut hori zed URL Access to
66.249.65. 181 I srael 147.237.77.233(atal . i df . i 147. 237. 77. 233/ t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
213.8.204. 18 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka. i df .il/mai n/ gi yus/ B ock 1
2.54.158. 88 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
128.232. 110. 28 z‘;;gom 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock 1
72.191.176.27 |lhited Sates [147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
. ] ] Too Many of the Same Response CGode (404) in Session from
85. 250. 247. 180 |lIsrael 147.237.0.34 |tikshuv.idf.il 85. 250. 247. 180 Bl ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 66.249. 78. 95 B ock 1
Unknown Par anet er
46. 19. 85. 189 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01$ct | 03%chl Questi on |None 1
$81 in aka.idf.il/nain/giyus/ questionnaire. aspx
185. 3. 147.205 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 185. 3. 147. 205 B ock 1
Unknown Par anet er
79.182.187.33 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 38%ct | 01%ct | 03$chl Quest i on [None 1
$6 in wwv aka. i df.il/nai n/gi yus/ questionnaire. aspx
Unknown Par anet er
37.142.64.92 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03$chl Quest i on [None 1
$36 in aka.idf.il/nain/giyus/questionnaire.aspx
169. 229. 3. 91 Uhited Sates |147.237.77.74 [lawidf.il Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock 1
77.127.6.93 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
66.249.78.239 |[Israel 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to eitan. aka.idf.il/tenplates/|inks/links.aspx |B ock 1
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