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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site Signature Device Action|Count|
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 721

66. 249. 78. 79 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 716
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 10
37.8.86.185 Pal estinian Territory, Gcupi edl147.237.77.216 dover.idf.il SYN H ood out of context drop 6
79.180. 52. 13 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

104. 207. 128. 23 Lhited Sates 147.237.76. 198 e.yohal an.idf.i|B ock Np Al Net drop 1

85. 25. 43. 94 Ger many 147.237.76. 196 e.svivaidf.il |Bock Udp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
86.193. 37. 134 France 147. 237. 72. 166 aka.idf.il Q008: HTTP: Xenu User Agent B ock 1
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.146 |147.237.72. 166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
46.148. 22. 26 147.237.0.19 |Lithuania madi matal .idf.il ET SCAN Potential SSH Scan 1
125. 212. 232. 144|147. 237. 77. 205 [\ et nam prisha idf.il ET SCAN NMAP -sS wi ndow 4096 1
125, 212. 232. 144|147. 237. 77. 205 |\ et nam prisha.idf.il ET SCAN NVAP -f -sS 1
93.104.213.84 |147.237.8.45 |Germany eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
46.148. 22. 26 147.237.77. 178 |Li thuani a e. mat pash. i df .il ET SCAN Potential SSH Scan 1
46. 148. 22. 26 147.237.76. 177 |Li thuani a ncore.idf.il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147. 237. 76. 148 |Li t huani a gqcenter. aka. i df il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.76. 31 |Lithuania nakchal . i df.il ET SCAN Potential SSH Scan 1
187 250 145. 28 |147 237 76.34 M co yohal an i o i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
125. 212. 232. 144|147. 237. 77. 205 [\ et nam prisha idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 214. 148. 178(147. 237. 77. 205 |Whited Sates |prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236. 114 [147.237.8.24 |Wkraine elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
46.148. 22. 26 147. 237. 77. 226 |Li t huani a waw chanat z. aka. i df .i 1 [ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.77.61 |Lithuania e.cogat.idf.il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147. 237. 76. 176 |Li t huani a test.ncore.idf.il ET SCAN Potential SSH Scan 1
216.58.29. 110 147 237 76.31 |canada vekehal i df i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.148. 22. 26 147.237.76.86 |Lithuania navy.idf.il ET SCAN Potential SSH Scan 1
189. 218, 208. 2281147, 237 76. 34 | co yohal an.i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

S reaning Engi ne: TCP

Inval i d segnent retransnission.

85.130.217. 200 |[Israel 147.237. 72. 167 |i shurimaka. i df . il . .. dro 36
Inval i d Retransmission Packet dropped. P
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 34
Pal esti ni an s -
185. 21. 123. 117 Territory, Grcup ed 147.237. 77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 21
212.76.127.10 [israel 147.237.77. 226 [\ chanat z. aka. 1df gy ook HTTP Non Conpl i ant E:'t;ed to handie connection |pivor |18
31.168.149.92 |[lIsrael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Invalid sequence nunber monitor |12
S reanm ng Engi ne: TCP i i ssi
66.249.78.170 |Uited Sates 147. 237. 76. 200 |ei tan. aka.i of .| mng tngine: ! Invalid segnent retransmssion. | 10
Inval i d Retransnission Packet dropped.
46. 19. 85. 68 I sr ael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invali d ACK nunber nonitor |10
2.54.140. 111 | srael 147.237.72. 166 |aka. i df.il SYN Attack rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
2.52.133. 254 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.76.127.44 | srael 147.237.77. 226 | "} chanatz. aka. 1df 1 ock HTTP Non Conpl i ant g:'t;ed to handie connection | pnivor o
212.76.127.111 |israel 147.237.77. 226 [\ chamatz. aka.idf gy ock HTTP Non Gonpl i ant Szjt;ed to handle comection oo o
2.54.140. 111 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |8
2.54.140.111 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id sequence nunber nonitor |8
2.54.140. 111 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 163 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |7
81.199. 120. 138 |l srael 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.140. 111 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invali d ACK nunber alert 7
84.94.155.121 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
s SYNtACXK retransnmt wth .
80.246. 136.17 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence different vindow scal & monitor |6
46. 19. 85. 140 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invali d ACK nunber alert 6
reaning Engi ne: T i i ssi
84.228.5.101 | srael 147.237.77. 243 |nobi | e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransni ssion Packet dropped.
46. 19. 85. 22 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
S reaning Engi ne: TCP ' i ssi
79.176. 168. 197 | srael 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
46. 19. 85. 140 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
S reaning Engi ne: TCP i i ssi
46.19. 85. 22 I'sr ael 147.237.72. 167 |i shuri maka. i of . i mng tngine. Invalid segnent retransmssion. | ., 6
Inval id Retransn ssion Packet dropped.
54.244.22.103 |wnited Sates 147. 237. 77. 176 |nat pash. i df . i | drop First packet ismt SN drop 6
S reaning Engi ne: TCP ' i ssi
2.54.58.123  |Israel 147.237.72. 166 |aka i df .i mng tngine: | Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
5.28.178.193  |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
46. 19. 85. 137 I srael 147.237.72. 156 |anan. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Z‘:I;ed to handie comnection | i s
94.230.86.215 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence Invali d ACK nunber noni t or
84.111. 36. 36 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop
82. 80. 17. 163 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or
195.34.150.18 |Austria 147.237. 77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection o vor 4
31.210.188.32 |[lsrael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
94.230.86.189 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invali d ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
66.249.65. 122 |united Sates 147. 237. 76. 200 |ei tan. aka. i of . i | mng tngine. Invalid segnent retransmssion. f 4
Inval id Retransm ssion Packet dropped.
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
31.210.187. 124 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engi ne: TCP i i ssi
212.179. 215. 152|i srael 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
Sreamng Engi ne: TCP i i ssi
46.19. 86. 1 I srael 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segment retransmssion. f 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
79.183.52.37  |israel 147.237. 72. 166 |aka. i df . i mng gl ne. Invalid segnent retransmssion. | ., 3
Inval i d Retransm ssion Packet dropped.
46. 19. 85. 159 I sr ael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
87.68.149.229 |[Israel 147. 237. 77. 216 |dover.idf .i | Bad TCP sequence Invali d sequence nunber noni t or
S reamng Engi ne: TCP i i ssi
109. 253. 159. 252|1 srael 147. 237.77. 243 |nobil e. i f . | mng tngine. Invalid segment retransmssion. . 3
Inval i d Retransm ssion Packet dropped.
212.76.127.219 | srael 147.237.77. 226 [} chanatz. aka.1df 1y ock HTTP Non Conpl i ant gz:t;ed to handie connection | pnivor |3
S reaning Engi ne: TCP ' i ssi
77.127.217. 211 |israel 147. 237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
212.179. 215. 1521 srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
82.80.17.163 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 39 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 135
46.19. 86. 39 | srael 147.237.0.19 |nadi matal .idf.il Zg?l';é%_cggthe Sane Response (ode (404) in Session from Bock 103
2.52.188. 210 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 90
84.109. 212. 210 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 82
109. 253. 156. 91 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 52
2.52.188. 210 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 51
5.22.131.51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 253.135. 7 |l srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code Bl ock
79.181.22.248 [Israel 147. 237.72. 166 |aka. i df . i | m“;&‘;riidﬁeﬁlﬁﬁf;e;js/té’omol o at udel A Bock |3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | m“é:gc’;t'_zi?.?‘ﬁsfg;ef;;gzm s/ 0 s 7622040 3410, pg. 51 Bock |3
79.181.101.85 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
2.54.28.197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.228.15. 52 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed LRL Access to wawv anan. i df . i |/ modi i n/ undef i ned Bl ock 3
217.132.152. 111l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
85. 64. 217. 92 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
101. 200. 204. 198|Chi na 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwn i df.il/atom Bl ock 2
182.92.7.12 Chi na 147.237.77. 216 [dover . i df .i | Uhaut hori zed URL Access to waw idf.il/rss/ Bl ock 2
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on www aka. i df.il/giyus/kadatz |B ock 2
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 138 Bl ock 2
2.54.128.170 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
109. 253. 140. 116l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.109. 126. 100 |[lIsrael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 192. 243. 55, 135 Bl ock 2
101. 200. 204. 113|Chi na 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to v idf.il/feed B ock 2
169. 229. 3. 91 Uhited Sates [147.237.77.233|atal .idf.il Illegal HITP \ersion Bl ock 1
169. 229. 3. 91 Lhited Sates |147. 237. 77. 176 |nat pash. i df . i | Abnormal Iy Long Request net hod Bl ock 1
213. 8.24.68 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ 1133- he/ dover. aspx  |B ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/eitan/pratindpirteyerua Bl ock 1
Unknown Par arret er
46.19. 86. 61 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 02$ct | 03$t xt Fiel d i n [None 1
aka.idf.il/nai n/giyus/ questionnai re. aspx
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.idf.il Ml tiple Abnormal |y Long Request from 169.229. 3. 91 B ock 1
Unknown Par arret er
94.230.86.215 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%$ct | 03%cbl Questi  |None 1
on$39 in aka.idf.il/nain/giyus/questionnaire. aspx
218.25.89.100 |China 147.237.0. 17 g]]‘ niyl- kosher -kravi . i Unaut hori zed URL Access to 147.237.0. 17/ adm nmanager ! | ogi n B ock 1
169.229.3.91  |Whited Sates [147.237.77.233atal . i df . il };(Jxe;akgte Qode Character in Header hane afRABM[A2IJACAA g oy |1
169. 229. 3. 91 Lhited Sates |147.237.76.42 [refuah.idf.il Illegal Byte Gode Character in Header \al ue Bl ock 1
77.127.217.211 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waww aka. i df.il/guyus B ock 1
192.243. 55. 137 |Dom ni ca 147.237.72.166 |aka. i df . i | mu;::g.r: Zféi Iullnaﬁ;: (geisf/ufs?gener al . aspx?cat i d=58339&doci d=68498 Bl ock !
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | Mil tiple Unhaut horized URL Access from 66. 249. 64. 233 B ock 1
5. 29. 145. 209 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
169.229.3.91  |United States [147.237. 77. 233 |atal . i df . i | A T
85. 65.200. 154 | srael 147.237.76.31 |nakchal .idf.il ﬂ?fﬂzg?.r;?gl/?p_ftcgf;g;ﬁi | e/ 8 1668, doc Bl ock 1
160.220.3.91  |United Sates |147. 237. 77. 176 |mat pash. i df . i | ;'['[efﬂ] ']Bf_fzfgf’g ?Aggcgfr[ [i :&ﬁg‘i‘;ﬁ [[#31]] VA2ReA Bock |1
66. 249. 78. 96 I srael 147.237.77.74 [lawidf.il Dstributed |l1egal Paraneter Encodi ng None 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | O stributed Unauthorized URL Access on ww aka. i df.il/giyus/kadatz [B ock 1
128. 232. 110. 28 z‘i;;gom 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
Unknown Par arret er
94. 230. 86.215 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01$ct | 03%chl Questi  |None 1
on$82 in aka.idf.il/main/giyus/questionnaire. aspx
46.19. 86. 172 I srael 147.237.77. 216 |dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
160.220.3.91  |United Sates |147. 237. 77. 235 |svi va. i df . i | M e L ogal Bte Cde Character In Feader fane from Bock |1
84.110.35.243 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Whauthori zed URL Access on waw i df.il/https:/wunidf.il/ |Bl ock
218.25.89.100 [China 147.237.77. 216 |dover.idf . il Unhaut hori zed URL Access to 147.237.77. 216/ adm nnanager ! | ogi n Bl ock
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