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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 206. 82 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
95. 185. 96. 142 Saudi Arabia 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
141.212.122. 81 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
94.102. 48. 195 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il [B ock Udp Al Nets drop 1
141.212.122. 82 Lhited Sates 147. 237.76. 196 e svivaidf.il Bl ock Udp All Nets drop 1
104. 207. 128. 23 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91.238.82. 41 147.237.77.216 |lkraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89.248.172. 201 147.237.76.148 |Netherl ands gqcenter. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 172. 201 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
5.230. 148. 132 147.237.76.176 |Ger many test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
209.126. 116. 147 |147.237.77.216 |Wited Sates dover.idf.il ET SCAN Potential SSH Scan 1
201. 235. 215. 254 |147.237.77.178 |Argentina e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 3072 1
89. 248. 172. 201 147.237.77.74  |Netherl ands lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 172. 201 147.237.72.166 |Netherl ands aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
87.149. 222. 239 147. 237.76. 30 Ger many hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
5.230. 148. 132 147.237.76.176 |Ger many test.ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
209.126. 116. 147 |147. 237.0. 35 Lhited Sates akavs. i df . il ET SCAN Potential SSH Scan 1
201. 235. 215. 254 |147.237.77.178 |Argentina e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
94.100. 245. 126 |Ger many 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SWN drop 137
S SYNretransnmit wth different .
80. 246. 133.5 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal @ noni t or 64
reaming BEngine: TCP Invali i i SSi
109. 65. 208. 97  |Israel 147.237.77. 243 |moti 1o i or. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 36
Ret r ansm ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
46. 19. 86. 8 I srael 147.237. 72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 20
122.176. 219. 145(Indi a 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 86. 99 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 16
185. 89. 217. 231 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 16
reamn ine: TCP Invali i i SSi
77.127.209. 155 |israel 147. 237. 72. 166 |aka. i df . | Strean 9 Er?g e T Invalid Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
54.172.96.232 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
141. 0. 15. 183 Nor way 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
185. 89. 217. 227 147.237.77.74 [lawidf.il drop First packet isn't SYN drop 9
122.176. 219. 145|Indi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST aert 8
119.188.4.3 Chi na 147.237.76. 42 |refuah.idf.il dr op SAMrule drop 8
2.52.144. 244 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 226 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.54.190. 67 I srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
66. 249.78.5 Wited Sates |147.237.0.19 |nadimatal.idf.il 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.179.24.5 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.13.0.134  [Israel 147.237.77. 243 |moti 1 e i or iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 52 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
reaming BEngine: TCP Invali i i Ssi
46. 19. 86. 67 I'srael 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.100  |Israel 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 205 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
84.108. 168. 122 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.3 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
reamn ine: TCP Invali i i Ssi
2.54.176.239  |Israel 147.237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
31.210.187.97 |[lIsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
46.19. 86. 106 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
122.176. 219. 145(India 147.237.77. 176 |natpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
91.200.12. 141  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
46.19. 85. 18 I srael 147.237.72. 167 |ishwimaka i df.i|[Bad TCP sequence Invalid ACK nunber noni t or 4
79.176. 8. 181 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
. . SYNPAXK retransmit with different .
37.26.149.181 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 4
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
67.195.192. 148 [Lhited Sates [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 4
188. 120. 148. 219l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
80. 178. 101. 40 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i SSi
2.52.143.167 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.230 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.178.171. 200 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.64.104.7  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
2.54.24. 155 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
84.228.191. 225 |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 67. 179. 197 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
194.90. 167. 101 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
109. 253. 192. 191 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 113
109. 253. 192. 1911 srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 63
185. 83. 220. 24 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 45
46.19. 85. 22 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 37
2.54.23. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 29
109. 64. 148. 230 |l srael 147.237.77.243|nobi l e.i df . i | Ml ti pl e Uhaut horized URL Access from 109. 64. 148. 230 B ock 7
. . . Too Many of the Sane Response Code (403) in Session from
109. 253. 192. 191l srael 147.237.0.19 |madimatal .idf.il 109. 253192, 191 B ock 5
54.172.96.232 |lhited Sates 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 54.172.96. 232 Bl ock 4
54.172.96.232 |lhited Sates 147.237.76.86 |navy.idf.il PHP Att enpt B ock 3
109. 64. 148. 230 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.177.114.160 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.177.114.160 |[Israel 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 2
: . . Uhaut hori zed URL Access to
109.64.148. 230 |l srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 192.243. 55, 131 B ock
66.249. 64. 233 |l srael 147.237.77. 216 |dover.i df.i Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp |Bl ock
Doubl e URL Encoding - paranet er:
. . = i 0, 0,
98.139.14.250 |Wnited Sates  |147.237.77.216|dover.i df .i | ut m sour ce=Copy +of +Veéekl y+Bri ef +92FNovenber +992C+20128ut |5y o |y
m canpai gn=Newsl| et t er &t m nedi umrenai | in
wawv. i df . i |/1283-17570- en/ dover . aspx
192. 243.55. 135 |Doni ni ca 147.237.72.166|aka. i df . i | Mil ti pl e Uhaut horized URL Access from 192.243.55. 135 B ock 1
Unknown Par anet er
176. 228. 14. 198 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Ques [None 1
tion$87 in aka.idf.il/nain/giyus/ questi onnaire. aspx
i wWww. chanat z. aka. i ) )
169. 229.3.91 Lhited Sates 147.237.77. 226 df il Dstributed I11egal Byte Gode Character in URL B ock 1
Unknown Par anet er
46. 19. 86. 232 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03$chbl Ques [None 1
tion$60 in aka.idf.il/na n/gi yus/ questionnaire. aspx
192. 243. 55, 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/kanhar/klali/null B ock 1
2.52.177.91 I srael 147.237.77.216|dover.i df .l SSL Untraceabl e Connection - Qpen Mde None 1
Lo . . Unaut hori zed URL Access to
192.243.55. 130 |Dom ni ca 147.237.72.166 [aka. i df . i | www aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58613&doci d=65534 Bl ock !
80.246.138.86 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
66.249.65.181 [Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1235-he/ at al . aspx B ock 1
. waw. chamat z. aka. i |unknown HTTP Request Method uAO[ [ #1]] TTAK+A Al eAS
169. 229. 3. 91 Lhited Sates 147.237.77. 226 df il AVRORYAZRR i [[#22]1 FoA [[#17]1A h in URL [[#2]] Acexq] [ #31]] B ock 1
. . D stributed Lhaut hori zed URL Access on
45. 35.104. 194 147.237.77. 216 |dover. i df .i | v i i 1/ news t e/ hebr ew rai n. asp B ock 1
; . . Uhaut hori zed URL Access to
08.139.14.251 |lhited Sates 147.237.77.216|dover . i df . i ww i i1/ dai |y statistics/engl i sh 1. doc. B ock 1
L . - Unhaut hori zed URL Access to
192. 243. 55. 135 |Doni ni ca 147.237.72.166 |aka. i df . i | vaw aka, i of .|/ rai 1/ gi yus/ gener al . aspx?doci d=64483 B ock 1
Unknown Par anet er
79.180. 114. 186 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03$chbl Ques [None 1
tion$l06 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
www. chanat z. aka. i
169. 229. 3. 91 Lhited Sates 147.237.77. 226 df il Ill1egal Byte Gode Character in Header Nane B ock 1
. . . Unaut hori zed URL Access to
195.138. 85. 250 |Ukral ne 147.237.77. 216 |dover . i df . i | ww i df . i 1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp Bl ock !
Uhknown Paraneter catld in
109. 64.171. 6 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ nai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ naster/favi  |None 1
con. gi f
Pal esti ni an
82.102.249.27 |Territory, 147.237.77. 216 |dover. i df.il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
Qccupi ed
66.249.78. 11 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 66.249. 78. 11 B ock 1
. . Unaut hori zed URL Access to
172. 82. 175. 253 147.237.77. 216 |dover . i df .i | v i dif i 1/ newsi t e/ hebr ew nai n. aspshebr ews/ as<br > B ock 1
157.55.39. 139 [uwited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
104. 247. 216. 236 147.237.77. 216 |dover. i df.il Uhaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp Bl ock 1
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uauthorized URL Access from 192. 243. 55. 136 B ock 1
185. 89. 217. 231 147.237.77.74 [lawidf.il LR is Above Root Directory v lawidf.il/../inages/trans. gif B ock 1
79.181.228.172 |Israel 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to wawidf.il/https: /waidf.il/ B ock 1
. wwwv, chamat z. aka. i .
169. 229.3.91 Lhited Sates 147.237.77. 226 df il Ill1egal HITP \krsion B ock 1
2.54.176. 239 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
216.218.206.66 [Lited Sates 147.237.76.39 |[nobile. neitav.idf.il|Wauthorized URL Access to 147.237. 76. 39/ Bl ock 1
109. 65. 208. 97 |l srael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wwidf.il/anan B ock 1
L . - Unhaut hori zed URL Access to
192.243.55. 131 |Domnica 147.237.72. 166 |aka. i df . 1 v aka. i df .11/ mai n/ gi yus/ gener al . aspx?cat i d=58604&doci d=67717 |° °% |
84.108. 168. 122 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in URL /naikapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
66.249.81.215 |[Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to v i df .il/1294-en/wa i df.il/english |B ock 1
176.13.0. 134 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response CGode B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | Illegal Byte Qode Character in Mthod B ock 1
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