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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 6
81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
88. 249. 195. 122 Tur key 147.237.76. 44 e.refuah.idf.il Bl ock Udp Al Nets drop 1
104. 207. 128. 23 Lhited Sates 147. 237.76. 197 ehinshidf.il [Block Np Al Net drop 1
185. 130. 5. 201 147.237.76. 197 e hinush.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry [Target Address |Site |Sgna1ure Devi ce Action |Oount |
185. 130. 5. 207 147.237.72.156 |aman.idf.i| |20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
2.54.168. 179 I srael 147.237.72.166 |aka.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
69. 30. 215. 142 Lhited Sates 147.237.77.216 |dover.idf.i||Cl06: HITP. najestic bot B ock 1
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

94.230.93.211 |147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 77. 234 |Sneden hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45, 79. 117 147.237.72. 14 |[China dover.idf.il(old) [ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147. 237. 77. 234 |N caragua hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.8.14 |China eorchot.idf.il |ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147. 237. 77. 234 |N caragua hal ag.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
188. 6. 142. 254  |147.237.76. 177 |Hungary ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.0.34  |Turkey tikshuv. idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 207  |147.237.72. 156 aman. i df .il SERVER- EBAPP Set up. php access 1
218. 246. 0. 97 147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
200,77, 198. 197 1147 237 7774 |Mexi co Lawidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 198 [Chi na eyonalanidf.il |ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 76. 147 |Sweden chinuch. aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.27 |[China e.nadimatal .idf.i|[ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147. 237. 77. 234 [N car agua hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147.237.0. 200 |China mdu. i df il ET SCAN Potential SSH Scan 1
188. 6. 142. 254  |147.237. 76. 202 |Hungar y e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.151.52.161 |147.237.77. 170 |krai ne naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
188. 6. 142. 254  |147.237. 76. 176 |Hungary test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
185.130.5.207 |147.237.72.156 aman. i df . il ET WEB _SERVER Mii ebl ackcat scanner 1
91.203. 194. 156 |147. 237. 72. 166 ?éj:i;’}m aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.77. 74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
200,77 198. 197 |147. 237 77. 234 | co bl ag, i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
176. 0. 68. 242 Ger many 147.237.77. 176 |nat pash. i df . i drop First packet isn't SN drop 45
46. 19. 86. 53 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 32, 179. 235 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 34
2.54.130. 144 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
185. 32. 179. 235 |Israel 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 17
185. 32.179. 235 |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 17
185. 32.179. 235 |Israel 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 17
185. 32.179. 235 |l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti meout aert 17
185. 32, 179. 235 |lIsrael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 17
185. 32.179. 235 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 17
185.32. 179. 235 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo o |13
W ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
77.127.209. 155 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
85. 130. 254. 113 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 9
Sreaning Engine: TGP Invalid i i SSi
54.172.96.232 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g vl i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 51 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
5.102.254.217 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 7
Sreaning Engine: TGP Invalid i i sSi
84.95.209. 44  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.52.175.183  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
79.183. 179. 227 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
149.78. 233. 221 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi
176.13. 8. 85 I'srael 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 51 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 6
46. 19. 85. 51 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i ssi
2.52.191.210  |israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
66.249.78.223 |United Sates |147. 237. 77. 243 |nobile.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
46.19. 85. 49 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
66.249.93. 189 |United Sates |147.237. 77. 243 |nobile.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
46.19. 85. 51 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6
46.117.141.219 [israel 147.237. 77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 37 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
5. 29. 150. 215 | srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i SSi
87.69.33.180  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
2.54.156. 153 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
31.210.187. 217 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi
84.110. 110. 124 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
37.26.148.235 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 140. 212|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.54.190.235  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54.164.112  |israel 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
45.35. 64. 142 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i SSi
2.54.48. 248 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
82.81.241. 9 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
176.13.9.100  [israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181.22. 1 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
109. 253. 219. 101 i srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.52.57. 251 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
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A tacker

Attacker Address count ry Target Address |Ste Signature

Streaning Engine: TGP Invalid Inval i d segnent retransnission.

79.177.23.232 |lIsrael 147.237.72. 166 |aka. i df . il o
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
84.108. 66. 42 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 89
2.54.128. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
87.69. 33. 189 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 9
2.54.18. 233 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unauthorized URL Access from 2. 54. 18. 233 B ock 8
2.54.164. 112 I srael 147.237.77.243|nobi | e.i df . i | Mul ti pl e Unaut hori zed URL Access from 2. 54. 164. 112 B ock 7
2.52.3.207 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 6
84.108.66.42  |Israel 147.237.0.19 |nadimatal .idf.il  [1°° MW of the Sane Response Code (404) in Session from Bok |5
84. 108. 66. 42
54.172.96.232 |lhited Sates 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 54.172.96. 232 B ock 4
84.108. 254. 106 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/main/ gi yus/ Bl ock 4
54.172.96.232 |lhited Sates 147.237.76.86 |navy.idf.il PHP At t enpt B ock 4
109. 253. 192. 191 ]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 139. 6 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from80. 246. 139. 6 B ock 3
176.13.5. 219 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. - . Unaut hori zed URL Access to
87.69. 31.53 I srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 3
176.13.15. 1 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
46.19. 86. 148 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
87.69. 31. 53 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 87.69. 31. 53 B ock
. . . Unaut hori zed URL Access to
109. 182. 236. 1889 ovenia 147.237.77. 216 |dover. i df . il v df i1 /i p st orage/ fil es/ 2/ 4912. png Bl ock 1
Unaut hori zed URL Access to
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | wwn aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58562&doci d=357 |Bl ock 1
07
] . . Paraneter Type M ol ati on PageNumin
68.180.228. 112 [Uited Sates 147.237.77. 216 [dover. i df . il v i df i 1/ 1397- en/ dover . aspx Bl ock 1
Pal esti ni an
176.67.121.78 |Territory, 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to vww i df .il/894-ar B ock 1
Qcecupi ed
62.219.198. 6 I srael 147.237.72.167|i shurimaka.idf.i| |Too Many 404: Response Code per Session B ock 1
. - . Unaut hori zed URL Access to
87.26.149.172 |lsrael 147.237.77. 243 |mobi | e. i df . i | nobi | e. i df . i1/ categorytenpl ates/ | stchi | ddocunent s/ 1152 Bock |1
. . Unaut hori zed Met hod PCST for
93. 172. 157. 63 | srael 147.237.72. 166 |aka. i df . i | wiw aka, i df . i |/ nai / sachar / mas. aspx Bl ock 1
80.246.139.6 | srael 147.237.72.166 |aka. i df . i | llegal Byte Qode Character in URL /main/kapatz//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
. . Unhaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147.237. 7. 216/ 1086- he/ dover . aspx Bl ock 1
191.96.101.34 |Chile 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to waw i df.il/newsite/hebrew nain. asp |B ock 1
. . . Unaut hori zed URL Access to
2.54.18.233 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1431 Bl ock !
202.80.212. 231 |Indonesia 147.237.77. 176 [mat pash. i df . i | PHP Att enpt B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180. 230. 224 [Uhited Sates 147.237.76.31 [nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 1
Unhaut hori zed URL Access to
180.76.15.7 Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ j query/ j query. nyr onodal - 1. 6. |Bl ock 1
2.js
66.249. 64.230 |Israel 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237. 77. 216/ r obot s. t xt B ock 1
Unknown Par anet er
37.26.149.210 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01$ct | 03Schl Qu |None 1
estion$2 in wwu aka.idf.il/nain/gi yus/ questi onnaire. aspx
98. 143. 148. 107 [lnited Sates 147.237.72. 156 |arman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ check Bl ock 1
66.249.78.159 |Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/viewiny. asp |B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 192. 243. 55, 134 B ock
] . . Unaut hori zed URL Access to
157. 55. 39. 96 Lhited Sates 147.237.72. 166 |aka. i df . i | vaww aka, i o i |/val t amd mai 1V r equest si nf o. asp Bl ock 1
202.80.212. 231 [l ndonesi a 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/xmrpc. php B ock 1
79.180. 233. 158 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
184. 105. 139. 67 |[lhited Sates 147.237.77.243|nobi | e.i df . i | Unaut hori zed URL Access to 147.237.77.243/ Bl ock 1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
) wwy, chamat z. aka. i ) o
40.77. 167. 35 Lhited Sates 147.237.77. 226 df il Unaut hori zed URL Access to www chanat z. aka. i df . i1/404. aspx B ock 1
Unknown Par anet er
109. 65. 69. 216 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wav aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
81.218.57. 61 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
2.52.143. 209 I srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03Schl Qu |None 1
estion$4l in aka.idf.il/nain/gi yus/ questionnai re. aspx
66.249.78.223 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/giyus/ kadat z B ock 1
54.234.77. 66 Lhited Sates 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 54.234. 77. 66 B ock 1
213. 239. 211. 141|Ger many 147.237.77. 176 [nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ robot s. t xt Bl ock 1
79.181.22.1 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/main/. aspx B ock 1
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